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ABSTRACT

Software process monitoring is a complex activithe
predominant human factors that characterize these
processes make automated monitoring a difficulk.tas
This work presents and faces the main issues coimcer
process monitoring automation and suggests some
solutions. Also, the paper presents the use of ttuht
support the automation of monitoring tasks in adaoce

to the solution proposed. Finally, the appendispnts an
overview of the SPC-Toolkit, a kit of tools availalvia
web that implement the proposed approaches.
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1. Introduction

A software process can be considered as a synislegid

of man, machine and methods in working activitiéege
execution leads to the production of desired ostput
starting from the available inputs [1, 2], let thebe
products or services. Product quality is tightliated to
the quality of the processes used to produce ti#dso,
within the Software Engineering community a manfoer
“improving quality” is to improve software processim
order to improve software products. This implies teed
for monitoring process execution, highlight process
anomalies and quickly react to them.

Unfortunately, software processes are mainly human
intensive and dominated by cognitive activitiesjsth
makes each process execution a creative and unique
activity. The predominant human factor implies
differences in process performances and thus nhiltip
outputs. The phenomena known as “Process Diverfgty”
4], determines difficulty in predicting, monitoringnd
improving a software process. This makes monitoring
activities difficult to automate. For successfulogess
monitoring, among others, there are mainly three
problems to address that make the monitoring agtivi
difficult to automate:

- Probleml: Process Limits. It is difficult to
characterize the behaviour of the monitored process
through baselines useful for evaluating its
performances. Given the heterogeneity of the
operative contexts, the different maturity leveishe
processes in use, and the differences of previous
knowledge on the monitored process, it is difficolt
define an wupper and lower limit for process
performance variability.

- Problem2: Process Anomalies. Difficulty in
attributing a meaning to “process anomalies” and in
finding conceptual and operative tools for identify
them (what lays behind the concept of anomaly?)

- Problem3: Sensibility. Need to adapt the sensibility
of monitoring activities to the continuous changing
process performances.

The aim of this work is to generalize and put tbgetthe
experiences collected by the authors in the previou
studies [5, 6, 7, 8, 9, 10, 11], to contribute twet
discussion on these issues and to propose potential
solutions.

In order to do this, this paper presents the falhgw
proposal (structured in Figurel):

- a monitoring model (section2) to overcome the
problem presented above.

- a monitoring automation (section3) that automates
the execution of process monitoring activities
according to the proposed monitoring model

Finally conclusions are drawn.
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Proposed Monitoring Automation

2. Proposed Monitoring Model

In this section a pattern based approach will leved,
where the word “pattern” means a problem-solution
couple. According to this, each problem will begaeted
and discussed and a potential solution will be psegl.



2.1. Problem 1: Process Limits

Software process monitoring is a crucial activity the
context of software process improvement initiatives
Monitoring involves measuring a quantifiable praces
characteristic (i.e. productivity, defect densigxecution
time...) over time and pointing out anomalies such as
reduction in productivity, an exceptional defechsigy or

an unattended execution time (too high or too slow)

A process must be characterized before being nraaifo
for example by using a couple of reasonable tluldsh
values, one for the upper and one for the lowecgss
performance limits. When the observed performaads f
outside these limits, someone can argue that there
something wrong in the process.

Moreover, process characterization requires past
knowledge but often this is not trivial. Many preseare
based on paradigms, of a non standard nature,vimgpl
the use of COTS, Open Sources, Web Services or othe
resources that affect the process performancesnnona
predictable way. The process maturity, the project
dimension, the number of people involved in a po@d
their experience together with thousands of othetdfrs

can affect process performances [6, 9, 12]. Thus it
challenging to define an upper and lower contiwiitl
able to characterize process behavior. The only isay
often to refer to expert judgment and use expert
experience for estimating performances. Unfortugate
expert experience not necessarily includes the letye
about the process in use. This implies that process
monitoring seldom occurs.

Proposed Solution.There is a technique for time series
analysis known as Statistical Process Control (SR8,

14] that has shown to be effective in manufactuangl
recently also used in software contexts. It wasetiped

by Shewhart in the 1920s and then used in manyr othe
contexts. It uses several “control charts” togetivih
their indicators to establish operational limitsr fo
acceptable process variation. By using few datatppit

is able to dynamically determine an upper and lower
control limit of acceptable process performance
variability. Such peculiarity makes SPC a suitable
instrument to face problem 1. Process performance
variations are mainly due to: common cause variatio
(the result of normal interactions of people, maehbi
environment, techniques used and so on); assignable
cause variations (arise from events that are natgfdhe
process and make it unstable). A process can lided

by measurable characteristics that vary in time thue
common or assignable cause variations. If the tiarian
process performances is only due to common cattses,
process is said to be stable and its behaviowedigiable
within a certain error range; otherwise an assifgnehuse
(external to the process) is assumed to be presehthe
process is considered unstable. A control chargllysu
adopts an indicator of the process performancesraten
tendency (CL) and upper and lower control limitC{l$

and LCLs). Process performances are tracked oveitim

a control chart, and if one or more of the valual f

outside these limits, or exhibit a “non random” agbur

an assignable cause is assumed to be present. Many
control charts exist, but in software processes, tuthe
scarceness of data and since measurements oftem occ
only as individual values, the most used onesteeXimR

i.e. individual and moving range charts (Figurdg1%, 16,

17, 18]. They will be briefly introduced.

In the X chart: each point represents a singleevaluthe
measurable process characteristic under obsery&ion

is calculated as the average of the all availalleies;
UCLx and LCLx are set at 3sigmaaround the Ck;
sigmg is the estimated standard deviation of the obskrve
sample of values. Formally, given a set of obsémat

_ — 1
X —{Xl,...,Xm} ‘MR = m_lxiﬂ;n_l‘xi—l _X‘

3sigmay=2,660*mR. UCLy= X +2,660*mR; ClLy=X ;
LCLy= X -2,660*mR. In the mR chart: each point
represents a moving range (i.e. the absolute dififer
between a successive pair of observations);&Cls the
average of the moving ranges; U= CLyr,+3sigmar
and LCL,r=0; sigmagr is the estimated standard
deviation of the moving ranges sample. Formally:
UCLx=3,268*mR; LCLz=0 and Cl,g= mR.

and

+3 sigma
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Figure 2: Example of Individual and moving ranges barts
(XmR charts)

Sigma is calculated by using a set of factors tatiedl by
statisticians (for more details refer to [19]) @h& based
on statistical reasoning, simulations carried out apon
the heuristic experience that: “it works”. A good
theoretical model for a control chart is the normal
distribution showed in Figure 3 where: the percgata
values reported express the percentage of obsemgati
that fall in the correspondent arga;is the theoretical
mean;o is the theoretical standard deviation. In the3f,
pu+30] interval, fall 99.73% (i.e. 2.14 + 13.59 + 34.13
34.13 + 13.59 + 2.14) of the total observationsusTanly
the 0,27 % of the observations is admissible tiooiatside
the [u-30, p+30] interval.

If we consider sigma in place af, the meaning and
rational behind a control chart results clear. For
completeness it is necessary to say that the normal
distribution is only a good theoretical model but,
simulations carried out have shown that indepergent



from the data distribution, the following rules tifumb
work:

- Rulel: from 60% to 75% of the observations fall in
the [CL-sigma, CL+sigma]

- Rule2: from 90% to 98% of the observations fall in
the [CL-2sigma, CL+2sigma]

- Rule3: from 99% to 100% of the observations fall in
the [CL-3sigma, CL+3sigma]

2.14% 13.59% 34.13% 34,13%  13.59% 2.14%

| N
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Figure 3: Normal Distribution

The control limits carried out using SPC are based
process observation and they are expression dtiy
are not the results of expert judgement and, fumbee,
there is a clear way to obtain them.

2.2. Problem 2: Process Anomalies

In the monitoring activity a fundamental task isptoint

out process anomalies in order to quickly reacthtem.

But, what are process anomalies and how can we find
them? The anomalies are in general some kind skniai

the process performances, the results of an unknown
cause in action that implies unattended variatiorbétter

or worse) and thus a lower process predictabilitythe
software context, relevant examples in this semsethe
introduction of a new case tool that speeds up the
development; the use of a new testing or inspection
technique that reduces the post release defects; th
degradation of system maintainability due to theklaf
documentation; the presence of an unknown bug én th
hardware platform or in the operative system thatl§ to

a crash of the application and unattended dissesyithe
involvement of low profile programmers in the pdje
team that determine lower productivity; an unexpdct
absence of a key person that implies project fajland

so on. Anomalies are consequences of the presdnce o
causes in the process that determine unattended
performance variations (in better or worse). Tha aff
monitoring activity is to point out the anomaliesda
stimulate the search of the possible causes. Tineo#i
Software Process Improvement is to find the causes,
eliminate them if detrimental or, otherwise, maker

part of the process. The possible causes of vamiatan

be many such as their effect on process perfornsasuce,

consequently, the observable anomalies. A standard
mechanism is needed able to characterize an an@nd)y
at the same time, to point out it.

Proposed Solution.The proposed solution is based on
previous research of the authors who have propased
solution a set of Run-Tests for selecting SPC imtoics.
According to the set,, an appropriate Run-Test
Interpretation concerning “what is going on” in the
process, is also provided.

Run-Test Set. It is a selection of a set of indicators,
among those presented in SPC literature, along tivétr
arrangement in logical classesgma, limit and trend
(Tablel).

Table 1: Run-Test Set details

Class Run-Test Description zone
Based
. . 1 point beyond a
RT1:Three Sigma control limit (x3sigma) No
©
I . . 2 out of 3 points in a
-Ug)’ RT2:Two Sigma row beyond #2sigma Yes
RT3:0One Sigma 4 out of 5 points in a Yes
row beyond *sigma
RTaun above or | 1,007 sonsene |
below the CL p .
the centerline
= 8 points in a row on
£ RT5: Mixing/ both sides of the Yes
- Overcontrol centerline  avoiding
tsigma area
. e . 15 points in a row
RT6: Stratification within +sigma area Yes
RT7:Oscillatory 14 alternating up and
S No
- Trend down points in a row
c
g 6 points in a row
RT8:Linear Trend steady increasing or No
decreasing

Note that the sigma tests, whose unreliabilityssneated

of less than 1% have been supported by other {gsts
agreement to software process characteristics)hwaie
not based on sigma, and that represent the prityadfila
“rare event”.

For example, leaving out rigorous discussions, 4test
indicates the probability that 7 to 9 points fall the same
side of the central line. So, considering that the
probability that a point falls on one side or amutbf the
central line is of 0.5, the probability that atded points
fall on the same side is of 0.0078 (0.5As so, the
probability of a “rare event” is approximately that a
sigma test.

Finally, the indicators have been classified asezibased
or not. This because the zone based indicatorsnare
longer significant on Moving Range (mR) charts &melr
use is therefore not advised on such charts.

The next figure shows some patterns of observations
detected by each Run-Test of the set:
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Run-Test Interpretation. It considers the interpretation
from the software process point of view, of eveggttin
each class, in particular a class-level descriptiotine run
test interpretation is here presented (more deta[s)):

- Sgma Tests. They provide an “early” alarm indicator
that must stimulate searching possible assignable
causes and, if the case, their identification amthér
elimination. One, Two and Three sigma tests point
out a potential anomalous “trend” that “may”
undertake assignable causes. In general, due to the
high variance in software process especially when w
manage individual rather than sample data, thesfaul
highlighted by these tests could be numerous st le
meaningful than in manufacturing contexts. For
example, in a manufacturing process a party of poor
quality raw material may be a potential assignable
cause that must be investigated and removed. In
software processes a possible assignable cause may
be an excessive computer crash due to a
malfunctioning peripheral but also to a headache of
the developer. Therefore the signals that Sigmis tes
detect may express a general behaviour determined
by an assignable cause or passing phenomena.

- Limit Tests. This class of tests point out an occurred
shift in process performance. They highlight theche
to recalculate the control limits when the actua¢®
are inadequate, because they are too tiny or larger
than required. In software process monitoring and
improvement we represent a measurable
characteristic that expresses a human relateditgctiv
outcome (time spent, productivity, defect found
during inspection etc.) on a control chart. Thus a
“sequence” of points that Limit Tests detect means
that something has changed within the process (i.e.
performance mean or variability).

- Trend Tests. While the previous tests class points out
the presence of an occurred shift, this one hibldig
an ongoing or just occurred phenomena that is
resulting in an ongoing shift that needs to be
investigated. Typically a failure in this test dasan

be the result of both spontaneous or induced psoces
improvement initiatives.

More interpretation details about each run-test are

summarized in Table2.

Table 2: Run-Test Interpretation details

R:ig;;;?:t Run-Test Int_erpretation
s what happens in the process
No RT “controlled” Process
RT1 just early alarms
RT2 just early alarms
RT3 just early alarms
RT4 performance mean changed
RT5 performance variability increased
RT6 performance variability decreased
RT7 source of performance variability changed
RT8 ongoing phenomena

Finally, according to the interpretations here désd
(and more detailed in [5]) we are able to define th
following function:

(: {Run-Test Set} =» {Run-Test Interpretation}
“the signals” “what hapsé

such function(D for each failed run-test assigns the
appropriate interpretation and thus it is abledlate the
statistical “signal”, detected during monitoringtigities,

to “what happens” within the process.

2.3. Problem 3: Sensibility

The concept of Process Diversity means that a psoce
varies between different organizations, differertjgcts
and also during the execution of a project [3]. sThi
implies estimation model diversity [20]. The neeat f
recalibrating a model is well known in the software
estimation community. Process changes impact on the
parameters and drivers predicted by the estimatiodels

in use and, as a consequence, they determine #stisia
inaccuracy. Thus, even when the predictors andective
parameters are adequately estimated at the begimfin
the project, their values tend to change duringcetien

as the context changes. Typical in this sense assth
called “maturity effect”, i.e. an improvement of rhan
performances due to the experience collected during
process execution: a better knowledge on the tquha

in use, a better confidence with the developmeuitetc..
Hence, even though a good initial estimation of the
process performance is done, it will not prevent
estimation errors during project execution.

A further confirmation in this sense comes from
COCOMOII [21] that implies the use of different tos
drivers for each development process stage (Appita
Composition, Early Design, Post Architecture).

All these considerations imply the difficulty in rcectly
characterizing process behaviour from the stathé¢oend



in terms of upper and lower control limit. The pees
performance limits must be recalibrated according t
relevant process performance changes pointed out by
process anomalies. The sensibility of the monitprin
activity have to be tuned continuously. The risknuit
tuning sensibility is to miss anomalies as the ltest
using larger limits than necessary or having sévaise
alarms.

Proposed Solution. The monitoring activity based on
SPC is carried out with control limits as baselimgthin
which the process can vary. The latter is monitored
according to specific characteristics (of the meament
object) selected by the SPC manager.

Given the characteristics of the proposed monigprin
activity, the inappropriateness of the SPC moniipri
model, following to process changes can be atteithuid
the following factors:

- control limits are no longer appropriate: too tigiob
wide or the central line is no longer represengatf
the average process performances;

- measurement object is no longer representative: the

measures used may no longer express the process

variability.
In both cases, in order for SPC definitions to pdated it
is necessary to:

1. identify the process events that require such @glat

2. quickly intercept the situations in order to moveto
the updates.

Point (1) has been faced in a generalization activity
carried out on the experience acquired during eogbir
validation of the approach in a previous study [Bhis
experience has allowed to generalize a set oficakt
between “what happens” in the process and whabdisée

actions to undertake are. Table 3 synthesizes these

relations.

Table 3: Relationship between “what happens” withinthe
process and the necessary SPC Updates

What Happens

SPC Settings

“controlled” Process

no action

just early alarms

no action

performance mean changed

identify a new threshold
(new reference set)

performance variability
increased

identify a new threshold
(new reference set)

performance variability
decreased

identify a new threshold
(new reference set)

source of performance
variability changed

identify a new
measurement object

ongoing phenomena

no action

Using such relations and considering that the “what
happens” in the process has been described thrthegh

“run-test interpretation” we are able to define the
following function:

\/: {Run-Test Interpretation} =» {SPC Settings}
“what happens” “what to do”

such function\|l for each new event occurred in the

process assigns the appropriate SPC Setting tateija
order to preserve the sensibility of the processitodng.

Point (2) is faced composing functiond® and [/

previously defined, in order to obtain a new fuot) =

(woo):
P: {Run-Test Set} = {SPC Settings}
“the signals” “what to do”

such functionP for each statistical “signal” is able to
suggest the suitable action to undertake in order t
preserve the sensibility of the process monitoring.
Summarizing, the authors suggest a quick and éféect
solution that takes into account the issue of @®ce
monitoring sensibility and allows the proposed
monitoring tool to identify the process anomaliesotigh
SPC signals, distinguish among anomalies and iigenti
the most appropriate actions in order to updateSR€
definitions, redefine the monitoring model in usel de
careful to preserve its sensibility.

3. Proposed Monitoring Automation

The solutions presented in section2 represent poged
for overcoming the barriers that obstruct autonmatid
software process monitoring. Given these solutithis,
section presents the tools for monitoring autonmatio
particular two tools will be commented:

- SPC-DecisionTable: tool for representing and
identifying the solutions proposed in section 2

- SPC-InvestigationProcess:.  the  process  that
coordinates the monitoring activities based on the
solutions in section 2

3.1 SPC-DecisionTable

The authors propose a decision table as means for
formalizing the above contents and make the coscept
proposed in the previous paragraphs operative.

More precisely, the table not only is able to idfgnthe
anomalous signals in the process, but it is able to
distinguish different levels of warning among the
anomalous signals and, identify the related actit;ms
undertake.

Through the SPC-DecisionTable we are able to:

- formalize the relations between the “signals” that
SPC detects and the “events” actually occurredimith
the process

- suggest the appropriate “actions” to preserve the
approach sensibility



- update such relations whenever deep changes in the
monitored process lead to new interpretations

- solve conflicts that arise among the

“advice”

suggested by SPC due to multiple and simultaneous
events identified by the approach
- allow the interpretation of two control charts, X-

Chart and mR-Chart, which is highly recommended
in literature.

Consultation of each SPC-DecisionTable, startirgmfr
the Run-Tests (the “signals”) failed in the adoptedtrol

charts, extracts a list of advice for the processager, in
particular each consultation extracts:

- according to thep function, the information about
“what happens” within the monitored process

- according to theD function, the actions to carry out

(in figure6 in ITALIC character) by the SPC-manager

for updating the SPC settings and preserve its
sensibility (i.e. recalculating control limits, eeting

a different
measurement object, continuing the monitoring with
the same control limits, ...)

control

chart,

choosing a

new

In order to well understand the implemented taivlehe
following sections the authors firstly introduceethasic
concepts of decision tables and then describe the

implemented SPC-DecisionTable.

Decision Tables “pills”. A decision table is a tabular
representation of a procedural decision situatishere

the state of a number of conditions determines the
execution of a set of actions [22, 23, 24]. In gahea
decision table is a table divided by a double line,
horizontal and vertical, into four quadrants (Figus).
The horizontal line divides the table in a conditibpart
(the top part) and an action part (the bottom part)
Moreover, the vertical line divides the input vaugeft
side) from the rules and combination of conditiosiates
(right side). The table is defined so that each lwoation
of conditions (conditional states) corresponds teet of
actions to carry out (rule). A tabular representatof a
decision situation is characterized by a separdi@ween
conditions and actions on one end, and betwees axid
conditional expressions on the other. Each colufmihe
table (decision column) identifies which actionssla
(or shouldn’t) be carried out for a specific condtion of
conditional states. The conditional oriented apphoaf a
decision table allows to express all the knowleddated
to the problem being considered.

Cond, CSh

CSip

Condz CSy ‘ CSpn ‘
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Figure 5: an example of decision-table
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Figure 6: Decision-Table supporting Run-Test Evalugion (compact version)



SPC Implementation. Following to the generic
presentation of the decision tables, we now focus o
attention on presenting, how they have been imphtede
in SPC context (Figure 6).

The CONDITION quadrant includes the two different
control charts that must be interpreted jointly for
identifying appropriate actions. The CONDITIONAL
STATES quadrant contains, for each chart, the Ghart
applicable tests that may fail. So each conditistate
means “tests failed” or “no tests failed” in theseaof a
“null” value. The ACTIONS quadrant lists the set
“occurred events” + “actions to carry out”. The RER
quadrant contains rules that associate each pessibl
combination of conditional states (tests failedpateet of
appropriate actions.

3.2 SPC-InvestigationProcess

For successful software process monitoring a soéwa
process must be constantly monitored and evaluated
order to determine its stability. This allows, amechand,
to quickly react with improvement initiatives in se&a
process performances slow down, on the other htand,
verify the validity of the improvements made. The
investigation process here proposed is able totaotig
monitor process performance and point out its tiana
either it be spontaneous or induced by improvement
initiatives.

- identify measurable process characteristics
- select the appropriate control-charts

|
v

- select the observations for the Reference-Set
- compute the centerline

- compute the control-limits

- plot observations on control-charts

- execute Run-Test set

Object
\ 4

Determination
Measurement

exclude
observations
-freezelci_en_terllne Reference-Set
- control-limits identified

- plot next observation on control-charts
- execute Run-Test set

Determination Reference-Set
observed characteristic not adapted

change of process performances:
average and/or variability

process
under

statistical
control

false
positive

Process Monitoring
and Stability Evaluation

occasional anomaly OR

Run-Test
Evaluation

Figure 7: Investigation Process

The investigation process (Figure 7) includes:

- Determination of the Measurement Object: i.e.
selection of both processes to evaluate and
measurable characteristics that describe process
performances.

- Determination of the Reference-Set: i.e. a set of
observations of the measurable characteristicsatteat
representative of the process performances and the
control limits calculated using such observations.

- Process Monitoring and Sability Evaluation: the
control limits are fixed, data is tracked over tioe
the charts, and the tests are executed for each new
plotted data point. Whenever a test fails, presafce
an assignable cause is investigated.

- Run-Test Evaluation: when a run-test fails, it suggests
the actions to carry out. Such activity is suppibibg
the SPC-DecisionTable consultation (Figure 6).

4. Conclusion and Future Works

This paper has faced the three main issues thadsenmt a
barrier to software process monitoring automatibor
each of these, the authors have suggested a sothtid
represent an important contribution for overcomtimgm.
Also, authors propose two tools that support maoimtp
automation based on the 3 solutions suggested. In
particular, a DecisionTable for formalizing the@wions
proposed; the Investigation Process for coordigatind
executing the monitoring activities presented.
Nevertheless, a complete automation of softwareqa®
monitoring still represents an open issue. As dised in
[25], there are many aspects related to softwaoegss
measurement such as the difficulty of collectingtnus,
their reliability, their selection as measuremebjfeots
that leave a lot of space for subjective management
decisions that can influence the success/failure of
monitoring activities. In this sense, the authome a
carrying out studies on identifying the most appicte
metrics for the automated approach proposed.

Finally, in the appendix the authors illustratecaerview

of a software toolkit, SPC-Toolkit, developed ad: ho
support the execution of the proposed process wramit
automation.

Appendix. Overview of SPC-Toolkit

SPC-Toolkit is a kit of software components able to
support the execution of the proposed process wramit
automation (available at: http://serlabO1.di.urtiaPC-
Toolkit).

The architecture follows a Maodel-View-Controller
(MVC) pattern. It has been developed using J2EE
technology. In particular:

- Java Server Pages for View area: presentation logic
- Java Servlet for Control area: control logic

- Java-Beans for Model area: business logic



The toolkit is made up of three different archives:
- SPC-Engine.jar
- SPC-DecisionTable.jar
- SPC-Wizard.war
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System 1 System 2
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\ R
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Figure 8: Architecture of SPC-Toolkit

SPC-Engine. jar

According to the first part of the proposed theoat
model, such archive automates the activities of our
proposal. In particular the archive is made up wb t
different componentdernel andGraphBuilder.

Kernel. According to our proposal such component
coordinates how to use the control charts, thetests
and their interpretations. Furthermore, it embels t
control flows described in tHevestigation Process.

GraphBuilder. Such component builds the interactive
graphs representing the SPC control charts and thei
failures. In particular, such graphs are implementsing

the Scalable Vector Graphics (SVG) technology, that is a
graphics file format and Web development language
based on XML.

SPC-DecisionTable.jar

Such archive supports the consultation of the SPC-
DecisionTable in order to interpret the SPC sigraaid
relate them to “what really happens” within the q@ss.
Such activity implements the last step of theestigation
Process. Furthermore, there is an editor for updating the
SPC-DecisionTable in order to collect and to foireal
the experience acquired during its use.

SPC-Wizard.war

It is a web archive that implements the presematigic
for supporting the user interaction with the jartaves. In
other words SPC-Wizard contains appropriate Javeege
Pages and Java Servlets that, linked to the twdil@,
make the whole SPC-Toolkit a web-application.
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