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Abstract.

We arebuilding a wide-aredocationservicethattracksthe currentlocationmobile objects. The
locationserviceis distributedover multiple nodesto supported 02 objectson aworldwidescale.
Changingthelocationinformationusuallyinvolvesmultiple nodes.If ary of thesenodescrashes
while the informationis modified, informationcanbe lost andthe locationservicecanbecome
inconsistent. To recover the lost information and resole theseinconsistencieswe inventeda
crashrecorery method.The methodconsistof executinglost operationsa secondime. We shav
thatif we focuson creatinga new consistenstate jnsteadof completelyrestoringthe statebefore
thecrash recorery becomesimpleandefficient. To validateour ideaswe have built a prototype.

Keywords: distributed systemshaming/locatiorservice mobile computing worldwidescalable
systemsfault tolerance crashrecovery
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1 Intr oduction

Mobility hasbecomencreasinglyprominentin informationnetworks[1, 2, 3, 4, 5]. We usetheterm
mobile object to referto a hardware or software componenin a network that changests location.
A mobile objectusuallycommunicatesvith its userand other(mobile) objectsto performits tasks.
Efficientcommunicatiorwith anobjectusuallyrequiresknowledgeof its location. Sincethelocation
of a mobile object may changeoften, an efficient way is neededo obtainits currentlocation. A
location service is a directory servicethatis designedo track the locationof mobile objects,and
provide thisinformationefficiently.

A locationservicein a wide-areanetwork is likely to be distributed acrossmultiple nodes.Up-
datingtheinformationon anobjectmightthereforenvolve severalnodes.This makesa globalmodi-
ficationalgorithmsusceptibléo nodecrasheswhichin turn couldintroduceinconsistenciebetween
thosenodes.

As part of our researchon a worldwide distributed systemcalled Globe [6], we are building a
wide-areaocationservice. The global modificationalgorithm usedby our locationservicealways
succeed# modifying the (distributed) state,evenif oneor moreof the nodesinvolved in the mod-
ification crash.In this paper we shav thatby designingour serviceto useoperationghatareidem-
potent,commutatie, andatomic,we caneasilysolve consisteng problemsdueto nodecrashesin
particular crashrecovery generallydoesnot requireextra accesse$o disk, andonly a little extra
communicatioris neededn therecovery phase.Thefocusof this paperis on dealingwith inconsis-
tentdistributed state;mediafailuresor otherproblemswith persistenstoragearenotaddressedThe
researctiescribecdereis a steptowardsproviding afully fault-toleranwide-aredocationservice.

The restof this paperis organizedasfollows. Section2 providesan overviev of our location
service.Section3 describefiow locationinformationis updatedn thelocationservice.Sectiord then
explainshow the updatealgorithmsdealwith nodecrashes.In Section5 we describethe prototype
we built to testour ideas. Section6 comparesour approachto the work of others. We drav our
conclusionsn Section?.

2 A Wide-ArealLocation Sewice

In our model,to communicatavith anobjectwe needto know its contactaddress For example the
contactaddressesf awebsener objectwould specifythatthe objectcanbecontactedhroughHTTP
ataspecificTCP addressObjectsareoftenreplicatedo increaseaccessibilityandperformanceWe
thereforetake into accounthata single objectcanhave multiple contactaddresseat the sametime,
onefor eachreplica.

A traditionalnamingservicecan,in principle,beusedto provide the contactaddressesf mobile
or replicatedobjects. However, to supportmobility, the namingserviceshouldallow the name-to-
addressnappingto beupdatedrequently Thisrequirementannotbemetby currentnamingsystems
suchas the InternetDomain Name System(DNS) [7] or the X.500 Directory service[8], which
explicitly assumehatmappingsarerelatively stable.Consequentlywe follow a differentapproach.

2.1 Naming architecture

The Globe namingarchitectureseparatethe task of the namingserviceinto two distinctfunctions:
naminganobjectandlocatinganobject(seeFigurel).

Our namingservicebindsone or more (humanreadablenamesto anobject handle. An object
handleis usedto designatenobject,andis locationindependentlt nameghe objectthroughouthe
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objects entirelife time. It doesnotchangevhenthedesignatedbjectmovesto adifferentlocationor
whenit is replicated.In our approacha traditionalnamingservicecanbe usedto mapobjectnames
to objecthandlessincethe bindingbetweerthe namesandhandlesds relatively stable.

In contrastpur locationserviceprovidesa mappingfrom anobjecthandleto oneor morecontact
addressesThis mappingis allowedto changdrequently Thelocationserviceshouldscalewell with
respecto thenumberf objectssupportedindthegeographicaareaserviced Ourcurrentdesigngoal
is to support10t? objectsownedby 10° users,andstill allow large numbersof updateandlook-up
requests$o be handled.Sincethelocationserviceis distributedacrossa wide-areanetwork, it should
dealgracefullywith nodefailures,network partitions,andlong network delays.

The locationserviceprovidesthreebasicoperations:inserting,deleting,andlooking up contact
addressesTheinsertanddeleteoperationsrereferrecdto asupdateoperationsThelook-upoperation
searchegor contactaddressesf a designatedbject. An overview of our locationservicecanbe
foundin [9].

2.2 Location sewice structure

To efficiently updateandlook-up contactaddressesye organizethe underlyingwide-areanetwork
asa hierarchyof geographicaltopological,or administratie domains similar to the organization
of DNS. For example,a lowestlevel domainmay represent campus-widenetwork of a university
whereaghe next higherlevel domainrepresentshe city wherethat campusis located. The lowest
level domainsare called leaf domains Eachdomainis representedn the location serviceby a
directory node Thedirectorynodestogetherform aworldwidesearchree.

A directorynodehasa contactrecordfor every objectin its domain.A contactrecordcontainsa
numberof contactfields, onefor eachchild node.A contacffield storeseitheraforwarding pointer
or theactualcontactaddressesA storedcontactaddressorresponds$o a contactpointin thechild’s
domain. A forwardingpointerindicatesthat contactaddressesanbe found at the child node. The
contactaddressem the contactfield arestoredin a set. Every contactaddresss thereforeuniquein
the contactfield. A leaf nodehasonly one contactfield storingthe contactaddressefrom the leaf
domain.

Every contactaddress$asa pathof forwarding pointersfrom the root down, pointingto it. We
canalwayslocatea contactaddresdy following this path. In the normalcase contactaddresseare
storedin the leaf node. However, storingaddressest higherlevel nodesmay, in the caseof high
mobility, leadto considerablenoreefficientlook-ups,aswe explainin [9]. Algorithmic detailsof our
locationservicecanbefoundin [10].

Figure2 shavs anexampleof atreefor onespecificobject. In this example,leaf nodeN4 stores



contactaddressesi pathof forwardingpointersthereforeexistsfrom rootnodeNO, via N1 andN3,
to leafnodeN4. NodeNL1 storesbesideghe forwardingpointer addressesddr-1 andAddr-2 from
thedomainof its child nodeN2.

D Empty contact field

Contact field with forwarding pointer

. Contact field with address(es)

Figure2: Theorganizationof contactrecordsin thetreefor a specificobject

To ensurethe properoperationof the location service,the distributed searchtree mustadhere
to certainconsisteng rules. Every updateoperationmusttransforma consistentiree into a new
consistentree.For our discussiorhere thefollowing rulesmustbe obegyed:

1. A contactfield mustnever storebotha contactaddresseanda forwardingpointer

2. Everyforwardingpointermustpointto achild nodewhich storescontactaddressesr forward-
ing pointers.

3. If anodestorescontactaddressesr forwarding pointers,its parentmuststorea forwarding
pointerpointingto thatnode.

Theimplicationof thefirst ruleis thatonapathfrom therootto aleafthereis only onenodewhere
contactaddressearestored. The secondandthird rule ensurethat a contactaddressanalwayshbe
foundby following a pathof forwardingpointers.However, bothapplyif no updateoperationsrein
progressn thetree.

Communicatiorbetweemodesis basedon RemoteProcedureCalls (RPC)[11]. UsinganRPC
mechanismallows us to implementthe updatealgorithmsat a high level of abstractionshielding
the updatealgorithmsfrom communicatiorandschedulingssues.For updateoperationseachnode
communicatesvith only its parent. The executionof an RPC usuallyinvolves performinganother
RPCattheparent]eadingto cascadethvocations.In thecaseof updateoperationst leadsto achain
of RPCsfrom theleaf upwards,possiblyto theroot.

Problemsarisewhenary nodein thechainof RPCscrashesThe updateoperatiorwill have been
performedonly by somenodes,leadingto inconsistencie®etweennodes. The main focus of this
paperis how our location servicedealswith this problem. It shavs how global updateoperations
continueafteranodecrashanduponcompletionleave thetreein a consistenstatewith the operation



performed.Look-up operationglo not affect the consisteng of thetree. The only problemfor look-
up operationsve arethereforefacedwith is to ensureprogressn the faceof broken links andnode
crashesln practice this problemis easyto solve, for which reasorwe omit furtherdiscussion.

3 Update operations

To explainthecrashrecovery of updateoperationsn thelocationservice wefirst needanunderstand-
ing of theupdateoperationghemseles.

3.1 Update Operation

The insertoperationis illustratedin Figure 3. It consistsof an upward phasein which the proper
level to storethe contactaddresss decided(Figure3a),anda downward phasen which the pathof
forwardingpointersis createcandthe contactaddresss inserted Figure3b). Decidingwhereto store
thecontactaddresss itself distributedoverthenodesonthepathfrom theleafto theroot. Thegeneral
mechanisnis thata nodedecidedor itself whetherit shouldstorethe contactaddressandasksits
parentto agree.The parentthenagreeswith or overturnsthenodes decision.

Theupwardphasestartsat theleaf nodeof thedomainto which the contactaddres®elongs.The
leaf nodemales a preliminary decisionwhetherit wantsto storethe contactaddressandinforms
its parentof its decision. This procesds recursiely repeatedat every nodeon the pathto the root.
An intermediatenode makesits preliminarydecisionbaseduponon its child’s requestandits own
desireto storethe contactaddressTherecursiorstopsassoonasanodeis reachedhatalreadystores
contactaddressesr forwardingpointersor otherwiseattheroot.

Thedownwardphasestartsatthe nodeat which therecursionstopped This nodestoreseitherthe
contactaddres®r aforwardingpointer andinformsits child whatwasstored.Thechild nodedecides
usingits parents reply andits own preliminarydecisionwhatto doitself. If the contactaddressvas
storedhigherup in the tree, the child storesnothing. If the child wantsto storethe contactaddress
itself, it insertsthecontactaddressOtherwisethecontactaddresss to bestoredn the subtreaooted
by the child’s child, andthe child insertsa forwardingpointer The child nodethen,in turn, informs
its own child whatwasstored. This processs repeatedat every nodeon the pathto the leaf. The
insertoperations completecaftertheleaf nodehasperformedts action.

Thedeleteoperationconsistof finding the nodewherethe contactaddresss stored deletingthe
contactaddressand deletingthe path of forwarding pointers. A deleteoperationstartsat the leaf
nodeof the basicdomainwherethe contactaddressvasinserted.It searcheshe contactaddressat
thenodeson the pathto theroot. Whenthe deleteoperationfindsthe contactaddressit removesthe
contactaddresdgrom the contactrecord.If the contactrecordno longercontainscontactaddressesr
forwardingpointers the pathof forwardingpointersto it is recursiely remosedupwards.Thedelete
operatioris completedafteranodeis reachedhatalsocontainsthercontactaddressesr forwarding
pointers,or otherwiseattheroot.

Eachupdateoperationat a nodeconsistof threephases.

1. Modify the contactrecordin mainmemoryonly. This modificationis calledtentative.
2. Inform the parentof the modification.This allows the parentto malke its own modifications.

3. Make themaodificationpermanenbr discardit. Making the modificationpermanenor discard-
ing it, malesthe contactrecordauthoritati ve.
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Figure3: Insertoperation

Only the insertoperationdecideswhetherto make its modificationpermanenor to discardit.
The deleteoperationalways makesits modificationpermanent.The nodeinforms the parentof its
tentatve modificationby requestinghe parentto inserteither a forwarding pointer or the contact
addressHowever, if theparentdecidedo storethecontactaddresétself, thenodeis forcedto discard
its tentatve modificationin thethird phase.

After thethird phasethenodesendshe RPCreply whichlocally completeghe operation.How-
ever, we neednotwait until anupdateoperations completedeforemakingthetentatie resultavail-
ableto look-upoperationsThemodificationmadein thefirst phaseconcerninghe contactaddresss
valid; it mayjustbetentatvely storedatthewronglevel.

3.2 Concurrency

A nodecanreceve concurrentlymultiple updaterequestdrom its children. If theserequestause
differentobjecthandles the requestsan be handledindependentlyas every objecthandlehasits
own contactrecordindependenof all otherobjecthandles However, if requestsisethe sameobject
handle someform of mutualexclusionis neededThelocationserviceusesa speciafform of mutual
exclusion,describedelor. Themethodbehaesdifferently dependingpnwhethertherequesteame
from the samechild or from differentchildren.

If the updaterequestzamefrom the samechild node,the child nodesentthemin somespecific
order This orderneeddo be maintainedor thetreeto remainconsistentlf, for example,a deleteis
followed by aninsertrequesttheresultis (generally)thata forwardingpointeris inserted.Changing
the orderwould resultin insertinga forwardingpointerwhich is thenimmediatelydeleted possibly
violating thethird consisteng rule.

Nodesmaintainthe orderof updatesy addinga sequenceiumberto every RPCrequest. The
receving nodeschedulesherequesteaperationsn sequenceDuring theexecutionof anoperation,
the operationholdsa lock on the contactrecordused. The operation however, is requiredto release
this lock whenit blockswhile performingan RPC.This allows the next operationto be run. When
theRPCis finished the blocked operationcancontinueafterobtainingthe lock. Operationsontinue
afteranRPCin thesameorderasthey startedthe operation.The operationghusrun concurrentlyin
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apipelined fashion.

If the updaterequestamefrom different child nodes,a randomorderingis used. This does
not affect consisteny, sincethe updateoperationamodify different contactfields. It canhowever
influencethe final stateof the tree,asshavn in Figure 4. In this figure therearetwo concurrent
updateoperationsa deleteandaninsert. NeithernodeN3 nor N1 wantsto storecontactaddresses.
However, if nodeN1 executegheinsertoperatiorfirst, the nodeis forcedto storethe contactaddress
by consisteng rule 1. If nodeN1 executesghe deletefirst, theinsertwill propagateo theroot, which
will subsequentigtorethe contactaddress.

B
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i i

delete request insert ‘request
a) Initial situation b) Insert wins c) Delete wins

Figure4: Raceconditionbetweera deleteandaninsertoperation.

4 Crashrecovery

The purposeof the recovery mechanisnis twofold: (1) it correctsthe inconsistenciegreatedby
a nodecrashduring an updateoperation,(2) it allows updateoperationsto complete,even though
nodescrashduring the execution. The recavery mechanismmustdealwith lost RPCrequestand
replies,andwith RPCchainsseveredwhenthe nodecrashedhfter having sentupdaterequestgo its
parent. The nodelosesall tentatve changeshut the parent(unavare of the crash)still modifiesits
own contactrecord. The severedchain of RPCsthusresultsin somenodesperformingtheir part of
theupdateoperationwhile othernodesdo not. Thismayresultin inconsistencies thetree.Figure5
shavs how a partly executeddeleteoperatiorcreatesuchaninconsisteng

4.1 Assumptions

Our model assumes fail-silent system[12]. That is, the nodejust stopssendingmessageand
crashesno erroneousnessagearesentbeforethe crash. The nodeis rebootedaftera finite amount
of time. Sincethefocusof thisresearchs onresolvinginconsistencies thedistributedsearchree,
we assumehat no mediafailuresoccur Our modelassumestomicdisk writes anddisksthatare
not affectedby a nodecrash[13]. A nodecrashthereforeresultsonly in the permanentossof main
memory andthusall tentatve modifications.
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4.2 Recovery mechanism

Thecentralnotion of the recorery mechanisnis thatthe children of the recoreringnodehave all the
informationrequiredfor the recovery. The problemof lost messageandinconsistenciess solved
by having the children retransmittheir outstandingrequestsand the recorering node perform the
requestedperationspossiblyagain.No separateorrectionphasds used.

After the crash,the recovering node entersthe recorery phase andinforms its childrenit is
recoreringfrom acrash.Uponreceving the news thatthe parentis recovering, eachchild retransmits
its outstandingrequestdn the original order Theserequestswill be executed(almost) normally
by the parent,aswe describebelown. After all childrenhave retransmittedheir old requeststhey
continuewith sendingnew requests.The recovery phaseis finishedwhenall inconsistenciebave
beenresohed, whichwe alsodescribebelow.

4.3 Resolvinginconsistency

The recovering noderesohesinconsistencieby simply executingthe operationsagainthat created
theinconsistenciesThe importantthing to noteis thattheseoperationsarenot treatedassomething
special.Instead the recovering nodeinformsits parentof its intendedmodificationasit would nor-
mally do,andawaitstheparents answer Theparent,n turn, will useits currentversionof thecontact
record,andreportbackto therecoseringnodeasusual. In otherwords,by simply replayingthe lost
operationsasif nothinghadhappenedwe canshav thatthetreeeventuallyentersa consistenstate
again.

How canthis be? Basically we force the recorering nodeandits parentto becomemutually
consistentagain. Considerfirst the situationof re-executingan insert operationat the recovering
node.If its associatedontacffield atthe parentalreadystorescontactaddresseghe parentwill store
thenew contactaddressandthe parentwill tell therecoreringnodeto discardits modification.If the
contactfield alreadystoresa forwarding pointer the parentwill tell the recovering child to storethe
contactaddresslf the contactfield is empty the parentcanchoosewvhatto do, andsubsequentlyell
therecoreringnodewhatit shoulddo.

Now considetthe situationwhentherecoreringnodere-executesa deleteoperation If thedelete
operationwas alreadyexecutedthe by the parent,the parentwill find the associatedontactfield
empty In thatcase,t cansimply tell therecovering nodeit hascompletedts partof the operation,
asusual. If the parentdid not receve the deleterequestbefore,it will simply performthe delete
operation.

Unfortunately during the recovery phasethe operationshave to dealwith the inconsistencies
betweerthe two contactrecords.Theseinconsistenciemainly threaterthe correctexecutionof the
insertoperation.Normally, anodedecidedo inform its parentof aninsertionusinginformationfrom
its own contactrecord.If thecontactrecordalreadycontainscontactaddressesr forwardingpointers,
theparenttheparentis assumedo have aforwardingpointer andthe nodedoesnotcontactits parent.
This decisionassumeshat the contactrecordis consistenivith that of its parent,which is the case
in the absenceof nodecrashes.However, if the two contactrecordsare not consistentias shavn
in Figure5d), the insertoperationwould incorrectlyassumehe forwarding pointerexists, and stop
prematurely(Thedeleteoperationalwaysmalkesthe correctdecisiononinforming theparent.)

To dealwith this kind of inconsisteny, the recovering nodebehaesdifferentlyin the recorery
phasen the following way: The nodealwaysforwardsinsertrequestgo its parent,insteadof only
when the nodeinsertsthe first contactaddressor forwarding pointerin the contactrecord. It is
possiblehatthe parentinsertstheforwardingpointerfor thesecondime, but thisis no problemgiven



theidempotennatureof insertinga forwardingpointer: only oneforwardingpointeris stored.

4.4 Recovery phase

Therecorery phasdastsuntil all contactrecordsattherecoreringnodeareconsistentvith thoseatthe
parent.The problemis how to determineefficiently whenthis pointis reached Every inconsisteng
is causedby an updateoperationthat had partly completedat the crashedchode,and for which the
crashednodewas awaiting an answerfrom the parent. That sameinconsisteng will disappeaif
the nodesimply re-executesthe updaterequestasif nothinghadhappened.A nodethusbecomes
consistenwhenit hasexecutedall operationghat were broken off by the nodecrash. Therefore,
wheneachchild of the recovering nodehasfinishedsendingpreviously issuedupdaterequeststhe
recovery phases finished.

Therecorery phasds implementedy distinguishinghe RPCrequestsesentfteranodecrashas
recovery requests A specialend-recorery-phasemessagsignalsthe endof therecosery requests.
If the recarering nodehasreceved end-recuery-phasenessagefrom all it children,it knows that
whenall currentlyrunningoperationarefinished,its contactrecordsare consistenwith the onesat
its parent.

45 Correctness

This schemeworks for threereasons:ihe modificationdueto an updateoperationis madeperma-
nentatomically, the modificationis idempotent, and modificationsfrom differentchild nodesare
commutative.

Themodifiedcontactrecordis savedto diskin anatomicfashion.The nodehaseithersaved the
modifiedcontactrecordin thelastphaseof theupdateoperationor it crashedeforesaving. Contact
recordson disk are thereforenever corruptedby a nodecrash. Sincea contactrecordis written to
disk with onewrite operationtherecorery mechanisndoesnot have to worry aboutinconsistencies
within anode.

Themodificationgo thecontactecordareidempotentsincecontacfieldsusesetsto storecontact
addressesand a forwarding pointeris basicallya booleanvalue. Insertinga contactaddressn or
deletingit from thecontacffield for asecondime doesnotchangdhecontacffield. Settingor clearing
the forwarding pointera secondtime doesnot changethe contactfield aswell. Being idempotent
allows the modificationgo beredonewithoutadwerseeffect. Theidempoteng alsoappliesto groups
of operationssincethe updateoperationareretransmittedn theoriginal orderandfor every contact
addres®r forwardingpointeronly thelastoperation(insertor delete)really matters.

Themodificationgequestedby differentchild nodesarecommutatie, sincethedifferentchildren
operateon differentcontactfields. Requestsetransmittedy differentchild nodesthereforedo not
interfere.However, thefinal resultcanbe differentthanexpectedoeforethe crash sincethe ordering
of requesbf two childrencanbe differentduringtherecovery. Thisis notaproblem,sincetheissue
is notwhetherwe restorethe original state put instead thatwe endin a consistenstate.

4.6 Multiple nodecrashes

The recavrery mechanisnis transpaent to the updatealgorithmsat the parentand children of the
recovering node. The updatealgorithmsat a child node are unavare of the RPC systemsending
repeatednvocationrequests. The updatealgorithm requestsan RPC only once. Whenits result
returns,the operationis guaranteedo be performedat the parent,possiblymore thanonce. The



updatealgorithmsatthe pareninodeareunavareof receving thesameRPCrequestessagenultiple
times, they dealwith themasseparateequests.This doesnot leadto problemsbecausehe update
operationsareidempotent.

It follows from this recorery transparenc at child and parent,that multiple concurrentnode
crashescan be handledwithout extra effort. When two nodesnot on the samepath from leaf to
root crash their recorery is unrelated Whentwo nodescrashon the samepathfrom leaf to root but
which arenotdirectly linkedin thetree,no problemarisesaswell. In bothcasetherecoseringnodes
have normalrunningchild nodeswhich retransmitheirlost requests.

The questionis whathappensf two directly linked nodes(parentandchild) crash.In this case,
the recovering child will receve retransmissiongrom the grandchildren. During its recovery the
recovering child will transmitits requestgo the recovering parent,just asin normalrecovery of the
parent. The algorithmsat parentand child are completelyunawvare of the others recorery. The
recoveringchild nodewill sendits end-receery-phasenessageyhenit hasrecoered.

4.7 Leaf nodes

A leaf nodedoesnot have ary childrento retransmithe lost requestsEvery leaf nodethereforehas
apersistentmessagéog to storeincomingrequestsrom clientsof thelocationservice. Themessage
log is partof the RPCmechanismThe RPCmechanisnsaresevery incomingrequestessago the
log beforehandlingit. After the operatioris completecandareply messagés sentbackto theclient,
therequests deletedfrom thelog. A possibleway to minimize the overheadof loggingis the use
of non-wlatile RAM aspersistenstorage.A leaf nodereplaysits messagdog during the recorery
phaseafteracrash.

5 Prototypeimplementation

To testour ideas,we have built a prototypeof our locationservice.In this prototype,eachnodehas
threelayers:thealgorithmlayer, the RPClayer, andthe Messengelayer(seeFigure6).

Child Parent
Algorithm Layer Algorithm Layer
RPC Layer RPC Layer
Messenger Laye Messenger Laye!
Network

Figure6: Layersin anode

Thealgorithmlayerimplementsof theinsert,delete andlook-upoperation.t dealswith access-
ing andmodifying contactrecordsfrom the nodes contactrecorddatabaseThis layeris unavare of
theschedulingandcommunicatiordoneby thelower layersor thecrashrecorery performedoy other
nodes.
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The RPC layer containsthe implementationof the RPC mechanismand schedulingpolicy. It
will senda requesimessagandwait for a reply messagelt alsostartsoperationsuponthe receipt
of requestmessages.The schedulingpolicy dealswith the locking of contactrecords. The RPC
layerimplementsat-least-oncesemantic§14]. The RPClayerrecordsall outstandingequestsand
retransmitghe requesimessagewhenthey arelostdueto a nodecrash.Only requesimessageare
retransmittedreply messagesanbelostwhenthe peemodecrashesThe RPCrepliesfrom orphaned
operationsareignoredby thenode.

TheMessengelayerimplementgeliableorderednessaggassingoetweemodes It ensureshat
a messages deliveredexactly onceby the recipient. This reliability is guarantee@nly whenboth
nodesdo not crash.It alsoensuregshatmessagewill be deliveredin the orderthey weresent. The
Messengelayerinformsthe RPClayerwhena peernodehasrestartecaftera crash.The Messenger
layeruseUDP astransporimechanism.

6 Comparison

Crashrecovery in thelocationserviceis a simplifiedform of sendetbasednessagéogging[15]. We
canusea simplified form, sincewe have full knowledgeandcontrol over the applicationlevel. An
importantdifferenceis messag®rdering. Sendeibasedmnessagéogging usesa three-vay message
exchangeo log thereceve orderof messagefom differenthosts.This ensureshatmessagefom
differenthostscanberepeatedn exactly the sameorder Sincethe updatealgorithmsdo not require
the sameorderingof requestdetweenchildrenwhenretransmitting this part of the protocolis not
needed.We log only requestmessageswe allow reply messageto be lost whena nodecrashes,
sincethe updatealgorithmsareidempotent.The nodemakesa checkpointy saving the changeto
disk beforeit sendghe reply messageandfinishesthelocal operation.We usea hybrid approacto
dealwith leafnodefailures.To avoid burdeningthelocationserviceclientwith messagéogging,leaf
nodedog incomingmessaget diskthemseles.

Messagdogging systemg16] have to deal with the problemof orphanprocesses.They are
eitheravoidedby makingthelogging proceduresynchronougin pessimisticsystems)pr the orphan
processearekilled [14] andtheir changesindone(in optimisticsystems)Our locationservicedoes
neither Orphanprocessareallowedto continue,sincetheir changesare never incorrect. Whenan
updateoperationis restartedijt will find its changesrealreadydoneby the orphanedrocess.This
is no problem,sincethe updateoperationareidempotent.

TheRovertoolkit [17] simplifiesthe programmingdf mobile awareapplications Mobility intro-
ducegheneedto dealwith intermittentconnectionslf the mobileapplicationneedso communicate
with a sener applicationbut no connectionexists, the mobile applicationstoresits RPCsin a log.
Theseso-calledQueuedrPCsaretransmittedvhenthe connectioris restored. Meanwhile,the mo-
bile applicationcontinuesasthoughthe RPCshave succeededOur locationserviceusesthe same
methodto deal with unavailable hosts,althoughthe log is not storedon disk. QueuedRPC uses
an asynchronouprogrammingmodelin which a handler associatedvith an RPC,is calledwhen
the RPCis actuallyperformed. The locationserviceusesa synchronousnodelin which the thread
performingthe RPCis suspendedts modificationis however alreadymadevisible.

The DNS nameservice[7] doesnhot have ary problemwith updateoperationssinceit basically
dealsonly with look-up operations. Datais changeddirectly in the namesener databaseind no
changeseedto bepropagatedDNS usegeplication,but allows inconsistenciet exist temporarily
Thereplicasfollow the primarynodewherethe datais changednly in alazy fashion.
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7 Conclusion

In ourlocationservice the useof sendetbasednessagéogging providesan easyway to implement
crashrecovery. Basedoninherentpropertiesof the system suchasidempotenandcommutatie set-
like operationsthe crashrecovery basicallycomesfor free. No specialcorrectionphases needed.
The sameoperationghat have to be executedaryway, are usedfor recosery. This in contrastto a
moreheary-weightgenerakrashrecorery mechanismsyhich attemptto restorethe lost state.

Futurework will consistof performingfurthermeasurementsn our prototype Anotherimportant
areais to look at otherwaysto determinghe endof therecorery phase.The currentimplementation
requireghatparentandchild communicateegularly to determinevhetherthe peernodeis still alive.
Designingan efficient disk subsystenthat implementsthe assumptionsisedby the crashrecorery
algorithm,will alsorequirefurtherresearch.
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