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Abstract

We consider the problem of finding a commonly agreed upon diagnosis for errors
observed in a system monitored by a number of different expert agents, each hav-
ing its own specialized view on the system. That is, the expert agents have to agree
on one or more diagnoses based on their specialized views of the system. Reaching
an agreement is complicated by the two factoii$:d{fferent specialisms need not
distinguish the same fault modes of a component ah#rjowledge of different spe-
cialisms need not be correct in some cases. This paper analyzes these problems and
presents protocols that enable the agents to deal with these issues.

1 Introduction

A traditional diagnostic tool can be viewed as a singjisgnostic agenhaving a model
of the whole system to be diagnosed. In some applications, however, such a single agent
approach is infeasible or at least undesirable. For example, if the application requires
knowledge from different fields of expertise and in order to maintain the knowledge in a
manageable way, it is undesirable or unfeasible to integrate the knowledge into one model
of the system in which all the relevant expertises are integrated. Instead it would be better
to introduce specialized agents. This knowledigedenoted asemantically distributed
[4].

The introduction of specialized (expert) agents immediately raises the problem how
to reach an agreement on the cause of observed anomalies. As was pointed out in [7,
8], assuming a maximum number of broken components, there exists a polynomial time
protocol for reaching an agreement between the agents in case of a semantic knowledge
distribution. This protocol in rather straight forward. A more difficult situation arises if
the knowledge of some agentsisompletan the sense that the agents have no behavioral
knowledge about some fault modes, or if the knowledge of some agenteisectin the
sense that the agents have incompatible knowledge about the behaviors of components.
In this paper, we will address both issues.

This paper is organized as follows. Section 2 specifies the diagnostic setting, which is
extended to multi-agent diagnosis in section 3. Section 4 introduces protocols for multi-
agent diagnosis and section 5 concludes the paper.

1Besides a semantic knowledge distributed, we also distingisphtial knowledge distributiorknowledge
of system behavior is distributed over the agents according to the spatial distribution of the system’s components.
The latter has been discussed in [9].



2 The diagnostic setting

A system to be diagnosed is a tugffe= (C, M, Id, Sd, Ctz, Obs) whereC' is a set

of componentsM = {M,. | ¢ € C} is a specification of possible fault modes per
component,/d is a set of identifierg of connection points between componerfig,

is the system descriptiort;tx is a specification of input values of the system that are
determined outside the system by the environment@idis a set of observed values of

the system. A component iff has a normal modeor € M., one general fault mode

ab € M, and possibly several specific fault modes. We assume that all components have
in- andoutputs?

The system descriptiofid = Str U Beh consists of a structural descriptiéftr and
a behavioral descriptioBeh of the components. The structural descriptiym consists
of instances of the formp = in(x,c¢) or p = out(z,c) wherex is an in- or an output
identification of a componentandp € Id is a connection point identifigr Of course,

a connection poinp € Id is connected to at most one output of some component; i.e.
if p = out(z,c) andp = out(y, ), thenz = y ande = ¢’. A connection point has a
value, which is determined by the output of a component or a system input. The function
value(p) denotes the value of the connection point.

The setBeh = |J . Beh. specifies a behavior for each component C. The
behavior descriptioBeh,. of a component describes the component’s behavior for each
(fault) mode inM., possibly with the exception afb € M,; i.e. mode(c,ab) — T. In
this specification, the predicateode(c, m) is used to denote the mode € M, of a com-
ponentc. For each instancewode(c, m), Beh, specifies a behavioral description of the
form: mode(c, m) — ® wherem € M..* The expressio® describes the component’s
behaviour given its mode, € M..

The setCtx describes the values of system inpufd = {p € Id | Vz,c : (p =
out(x,c)) ¢ Str} that are determined by the environme6@t.z consists of instances of
the formvalue(p) = v wherep € cId is a connection point andis a value.

Finally, the seObs describes the values of those connection points that are observed
(measured) by the diagnostic agent. It therefore also consists of instances of the form
value(p) = v wherep € Id is a connection point andis a value.

A candidate diagnosis a setD of instances of the predicateode(, ) such that for
every component € C there is exactly one modein € M, such thatnode(c,m) € D.

A diagnosisis defined as follows:

Definition 1 LetS = (C, M, Sd, Ctx, Obs) be the system to be diagnosed and-eto
denote the possibly limited reasoning capabilities of a diagnostic systdoreover, let
Obscon, Obsana C Obs be subsets of observations and I2the a candidate diagnosis.
ThenD is a diagnosis forS iff

DUSdUCtx |~ A\ pandD U Sd U Ctx U Obscon L.

©€O0bsaba

2This assumption is not valid in every system. We can, however, transform most systems to a system con-
sisting components with only inputs and outputs (see for instance [3]).

3A connection between components is modeleddiynection pointhat is shared by a both an input and an
output. Note that a physical connection should be modeled by component.

“Note that we may use a single description for a class of components. Instances of this description must
imply the form of description give here.

le{p | S o} C{r T | ¢}



Remark In the literature two types of diagnoses are distinguishamhsistency based
[5, 6] andabductivg1] diagnosis. Both can be combined into one more general diagnostic
definition [2]. This latter definition is used here.

3 Multi-agent diagnosis

A knowledge distribution over multiple agents induces a division of a system into several
subsystems. In the case ofsamanticalknowledge distribution, each agedt makes
diagnosis of a differerdispectof the system. An aspect defines a systgnaonsisting of

a structural descriptios'tr; and a behavioral descriptiaieh. ;. A component € C

has a specific behavionode(c,m) — ®; € Beh,.; for each fault moden € M,

and each aspeét Of course, giverk different aspectsBeh?_; = U.cc Behe: and

- (P1 A ... ADy) < @ whered the complete (single agent) behavior of a fault mede

Without loss of generality, we may assume that the value of each output of a com-
ponent is completely determined by the behavior with respect to one aspect. Therefore,
also the structural description and the observations are distributed based on the aspect that
determines the value of an output or requires the value of an iput:andObs;.

By distributing knowledge, i.eBeh; andStr; over the agents, we must provide agents
with information about the components’ inputs that (i) are needed for the components’ be-
havioral description and that (ii) belong to different knowledge types. Other agents must
provide the agent with the values of these inputsin; and Out; will be used to de-
note the connection points the values of which are provided by other agents, respectively
the connection points the values of which must be passed on to other agents. Hence,
S; = (Cy, M, 1d, Sd;, Ctzx, Obs;, In;, Out;) is a subsystem to be diagnosed the agent. A
candidate diagnosis of the subsystépis denoted byD;.

The diagnosis of one agent Each agent4; in the multi-agent system must make a
diagnosis of the subsystety = (C;, M, Id, Sd;, Ctx,Obs;, In;, Out;). This can be
viewed a single agent diagnosis if values of the inputs and outputs of the subsystem are
known. We use the séf; to denote value assignmentslue(p) = v with p € In; to the

inputs. V; is the local context of the subsystesh that is determined by the outputs of
other subsystems. We therefore extend Definition 1 to the diagnosis of subsystems.

Definition 2 LetS; = (C;, M, Id, Sd;, Ctx, Obs;, In;, Out;) is a subsystem to be di-
agnosed. LeObscon i, Obsaba,; C Obs; be subsets of the observations, andigbe
a (partial) descriptions of the values of the connection points Finally, let D; be a
candidate diagnosis. Thel, is a diagnosis forS; iff

D;USd;UCtzUV; |~ A pandD;USd;UCtxUV;UObscon i L.

p€Obsaba,i

The diagnosis of multiple agents Given multiple diagnostic agents, an important ques-

tion is how the diagnoses of the agents relate to the diagnoses of a single agent that has
complete knowledge of the system description and the observations. To answer this ques-
tions we assumthere are no conflicts between the knowledge of the different agents

there always exists a diagnogissuch that:D U Sd U Cxt U Obs is consistent. We need

this assumption because single agent diagnosis requires consistent knowledge.



Proposition 1 ® Let Sy, ..., S, be the subsystems that make up the systeoreover,
let D be a single agent diagnosis 6f ThenV; = {(value(p) = v) | p € In;, DU
Sd U Ctz |~ (value(p) = v)} is the local context of; that is determined by the other
subsystems$;, andD; = {mode(c, s) | ¢ € C;, mode(c, s) € D} is a diagnosis oF;.

Proposition 2 Let S, ..., Si be the subsystems that make up the systemMoreover, let
the local context’; of S; describe the values of connection points/in; that must be
determined by the other subsysteffjs and letD; be a diagnosis of; determined by
agentA; givenV;. Then,D = Ule D, is a single-agent diagnosis D is a candidate
diagnosis and if for every=1,...k: D; U Sd; U Ctx UV, p~ (value(p) = v) for every
p € Out;, p € In; and (value(p) = v) € V.

Note that a global diagnosis is also a diagnosis of the agest if an aspectl; plays a
role in every component e C.
The above propositions show that multi-agent diagnosis is possible. Note, however,
that given a global candidate diagnosispredicting the values of all connection points is
an NP-Hard problem [8]. When knowledge of the system is semantically distributed over
the agents, often there are only a few connection points between the subsystems managed
by different agents. Moreover, if the connections between subsystems do not form cycles,
the distribution of knowledge over the agents does not contribute significantly to the time
complexity of predicting the system’s behavior given a diagnosis. Since usually, there are
not many connections between different behavioral aspects of the system, in the remainder
of this paper, we will assume that the prediction of the system’s behavior is not an issue.
A single agent approach is based on the implicit assumption that an agent has complete
and consistent knowledge of a component’s behavior given its known behavioral modes.
Without this assumption, an single agent cannot make a diagnosis using Definition 1.
Hoewever, when knowledge is semantically distributed, this assumption need not be valid.
Therefore, we must study the consequences of imprecise and inconsistent knowledge on
establishing a global diagnosis.

Agents with incomplete knowledge When agents look at different aspects of a com-
ponent, they may not have the same detailed knowledge for every aspect. Concerning
the electrical aspects of an integrated circuit for instance, an agent may distinguish many
specialized fault modes for which knowledge concerning the thermodynamic aspects of
the circuit is lacking. Hence, for a componenan agent4; may only have behavioral
knowledge for some of the component’s fault modés; C M..

The lack of knowledge about a component’s behavior for some fault modes raises a
problem. The agents may not be able to reach an agreement. To overcome this problem
an agent4; may just assume a behavior for each fault mede= (M. — M.;). The
question is, which behaviors can validly be assumed? If the behavior of a less specific
fault mode would be known, this behavior may be used. Since a set of fault mades
always contains the normal moader and the least specific fault modé (even if no
behavior ofab is known), we may assume the existence of a hierarchy of fault modes
ordered with respect to specificity. We call such a hierarchy and abstraction hierarchy.

6The proofs are omitted because of lack of space.



Definition 3 Let ¢ be a component with/,. as its set of behavior modes. An abstraction
hierarchy on}M. is a strict partial order>- defined onM. — {nor} where the intuitive
meaning ofn = m’ is thatm is more specific tham’ andab is the unique least specific
element in the hierarchy, i.e. for ath € M, — {nor,ab}: m > ab.

A more specific mode implies a more specific description of the faulty behavior of the
component. Therefore, the following requirement must hold.

For everym,m’ € M.;: if m > m/, mode(c,m) — ® € Beh,.,; and
mode(c,m') — @' € Beh,;, then|- & — &'

Moreover, we assume that for any componentiode(c, ab) — T holds. That is, there
is no behavioral description for the fault mod

Definition 4 Let®, ,., be the normal behavior with respect to aspeof a component
and letC'st be a set of formulas describing the physical constraints of the world.

An abstraction hierarchy isompleteiff for each a fault moden,, if mq is not a most
specific fault mode, then there is a set of fault mades..., m, such thatn; > m for
j > 1,mode(c,m;) — ®; ; € Beh.; andCst |- (; 0 AP nor) < (D1 V...V, 0).

The abstraction hierarchy on the fault modes defines a similar abstraction hierarchy
on the diagnoses.

Definition 5 Let D, D’ be two candidate diagnosesD is at least as specific a’,
D = D', iff for everymode(c, m) € D there is amode(c,m’) € D’ such thatm = m’.

Note that agents that wish to give a best possible explanation for the observed anomalies,
should focus on thenost specifidiagnosis. Whether the agents only determine the most
specific diagnoses depends on the type of diagnosis they use; i.e. the choice for the sets
Obs,ba andObscon.

Proposition 3 Pure abductive diagnosis produces only the most specific diagnoses.
Pure consistency based diagnosis also returns every less specific diagnosis.

Proposition 4 Let Sy, ..., S, be the subsystems that make up the systesnd let the

abstraction hierarchy of fault modes be complete. Moreovelée a most specific di-
agnosis ofS. Then there exists a set of most specific diagndses., Dy, for respectively

S, ..., S such thatD = J¥_, D;.

The behavioral descriptioBeh. ; of a component with respect to an aspect need not
specify a behavior for each fault mode .. In order for the agent to establish a global
diagnosis, the missing behaviors have to be added. The following assumption serves this
purpose.

Assumption A fault modem of a component for which an agent has no behavioral
knowledge, has the same behavior as the most specific mode)/. ; such thatn +

m'.

The assumption extends the behavioral description, making the behavioral knowledge
of every fault mode of every component complete for all aspects. Hence, the results of
propositions 1 and 2 apply.

“Some abnormal behaviors of a component need not be physically possible. For these behaviors, a complete
hierarchy need not contain a fault modes describing them.



Agents with incorrect knowledge Agents lacking knowledge about behavior modes is

not the only problem that may arise in a multi-agent system. Knowledge of agents may
in some situation be incorrect leading to inconsistencies between local diagnoses. Hence,
the agents will not be able to agree on a global diagnosis.

A robust multi agent system should be able to handle situations in which inconsisten-
cies between local diagnoses arise. One possibility, which has been proposed in [10], is
the use of voting. However, if agents look at different aspects of the system, voting offers
no solution. Voting requires the communication of all local diagnoses of all agents. The
number of these diagnoses may be exponential in the number of components.

The abstraction hierarchy on the fault modes also makes it possible to handle incon-
sistencies. When agents cannot agree on a most specific diagnosis, they may investigate
whether they can resolve the inconsistency by looking at less specific diagnoses. If the
agents apply pure consistency based diagnosis, such a diagnosis always exits since there
is no behavioral description for the fault mode Hence, one or more global diagnoses
always exists but these global diagnoses need not correspond with most specific diagnoses
of individual agents. An agent may determine several more specific diagnoses which can-
not be diagnoses according to other agents. Especially if the abstraction hierarchy of fault
modes is complete, knowledge of the agents must be inconsistent.

Proposition 5 Let Sy, ..., S; be the subsystems that make up the systesnd let the
abstraction hierarchy of fault modes be complete. MoreoverDidie a most specific
diagnosis ofS. Then, the knowledge of two agett and A; is inconsistent if agent;
has a diagnosi; > D and for every diagnosi®; > D there exist no diagnosi®,
established by agent; such that{mode(c, m) € D} | c € C;} C D;.

A difficult issue is comparing the quality of the diagnoses. Clearly, the most specific
diagnoses are preferred. There is, however, another way in which diagnoses can be dis-
tinguished. Assuming that the abstraction hierarchy of fault modes is complete, given
two consistency based diagnosesand D’, the diagnosisD may abductively explain
an observationp while a diagnosisD’ may not. Clearly, diagnoses that give an better
explanation should be preferred.

Definition 6 A diagnosisD gives a better explanation than diagno&iff
{p € Obs | DU SAdUCxt |~ ¢} C{p € Obs | DUSAUCxt |~ ¢}.

4  Protocols for establishing a diagnostic agreement

The agents may determine a global diagnosis by first determining all fault niddes
;’;1 M. ; as well as the abstraction hierarchyon M. for each component, and sub-
sequently exchanging all their local diagnoses. The first step is straight forward and will
not be discussed here because of space limitations. The second step is more problematic.
The number of diagnoses to be exchanged between the agents can be quite high and can
be exponential in the number of component is the worst case. In order to control the com-
plexity, agents should focus on diagnoses in which a minimum number of components is
broken. This restriction is valid if the a priori probability that a component is broken is
sufficiently small. In that case likely diagnoses correspond with minimum diagnoses.



Since a local minimum diagnosis need not be a global minimum diagnosis, agents
should use an incremental approach in order to reach an agreement. Starting with their
minimum diagnoses, agents will exchange the diagnoses in the order of decreasing likeli-
hood. They stop the moment they agree on the diagnoses of a certain likelihood.

The incremental approach can be improved if agents supply the reasons of rejecting
a proposed diagnosis. When agéntproposes a partial diagnodi¥ , agentsA,, ..., Ag
might reject the diagnosis because some (combination of) modes is inconsistent with its
observations. LeRR; C D; be such (a combination of) modes. ThBnis a smallest
subset ofD; such that:R; U Sd; U Ctxz U Obs; |~L for2 <i <k.

Note that an agem; can might determine more than one smallest suBsetf SR;
is the set of all smallest subseks, agentA, can use this informatioff R = | Jy«; <, SR;
as a set of constraints in its search for a next diagnosis. It may not select a new diagnosis
Dj containing anyR; € TR as a subset.

The following simple protocol shows how the agents may proceed. To gain robust-
ness, eventually, always one of the agents takes the initiative to establishes the global
diagnoses. In the protocol , the agent that takes the initiative is agent

Agent Action

Aq n.=1;

Aq TR =@,

Ay finished := false;

Ay onefound := false;

Ay while not finished do

A generate the next most specific diagndsisof .S; with n broken
components such that formd e TR: R C Dy;

Ay if not diagnosisfound and not ondound then

Ay n=n+1;

Ay else if not diagnosigound and ondound then

A finished := true;

A end;

Ay while diagnosisfound and not finished, far:= 2 to k do

Ay send ‘proposdé);’ to A;;

A; determine a most specific local diagnosisof .S; such thatD, > D;;

A; if a diagnosisD; exists then;

A; send ‘accepD;’ to Ay;

A; else

A; send ‘rejectSR;’ to Ay;

A; end;

Ay if A, receives ‘accepbD;’ then

Ay Dy := Dy;

Aq else

Ay TR =TRUSR;;

Aq diagnosisfound := false;

Ay end;

A end;

Ay onefound := diagnosigound;

Ay end;



5 Conclusion

In this paper, we analyzed the problem of multi-agent diagnosis when knowledge is se-
mantically distributed over the agents. Especially the case that the agents’ knowledge
concerning the observations and the faulty behavior of some components, is incorrect has
been considered. A solution based on an abstraction hierarchy on the fault modes has been
proposed and a protocol for determining the global diagnoses with a minimum number
of broken components has been given. These minimum diagnoses need not give the best
possible explanation of the observed anomalies. Therefore an important open problem is
how the agent must decide whether to investigate non minimum diagnoses hoping that
these diagnoses give a better explanation.
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