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Absolute path, 395, 733

Access control element, 846-847
Access control list, 647-650, 846-847
Access token, 846

ACE (see Access Control Element)
Acknowledged datagram service, 555
Acknowledgement, 121, 554

ACL (see Access Control List)
ACPI, 370

Active message, 537

Adapter, 271

ADC (see Analog digital converter)
Address space, 34

Address windowing extensions, 816
Admission control algorithm, 458
Admission scheduler, 140

Analog digital converter, 460
Andrew file system, 564-565
Antivirus techniques, 628-635
Behavioral checkers, 633
Integrity checkers, 632
Virus scanners, 629-632
APC (see Asynchronous Procedure Call)
Aperiodic process, 149
API (see Application Program Interface)
Applet, 637
Application program interface, 54
Architectural coherence, 861
Architecture, 3
Associative memory, 211
Asymmetric digital subscriber line, 454, 727
Asynchronous call, 535
Asynchronous procedure call, 783
Atomic action, 110

ADSL (see Asymmetric Digital Subscriber Line) Attribute, file, 386-387

Adversary, 585

Affinity scheduling, 523

AFS (see Andrew File System)
Agent, 637

Aging, 146, 220-222

Alarm signal, 36

Audio encoding, 459-461

Authentication, 121
challenge-response, 600
user, 591-606

Automounting, 749

AV disk, 324
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B

Backing store, 246

Backup, file system, 416-421

Bad block, 322-324, 418

Bad-news diode, 892

Balance set manager, 820

Banker’'s algorithm, 178-180
multiple resources, 179-180
single resource, 178-179

Bank switching, 816

Barrier, 123-124

Base record, 834

Base register, 26, 196

Basic input output system, 33, 190

Batch system, 7

Battery management, 369

Battery-powered computers, 896-897

Behavioral checker, 633

Belady’s anomaly, 229

Bell-La Padula model, 657-658

Berkeley fast file system, 744-745

Berkeley UNIX, 675-676

Best fit algorithm, 201

Biba model, 658-659

Binary exponential backoff, 552

Binary semaphore, 111

Binding time, 874

BIOS (see Basic Input Output System)

Bitmap, 199-200, 352-354

Bitmap graphics, 344

Block cache, 424-426, 492-494

Block device, 270, 290

Blocking call, 535

Blocking network, 510

Blocking versus nonblocking call, 535-537

Block size, 298, 411-412

Block special file, 40, 383, 724

Boot block, 399

Boot sector, 810

Booting UNIX, 708-710

Booting Windows 2000, 810-811

Bottom-up implementation, 876-877

Bounded-buffer problem, 108

Bridge, 552

Brute force solution, 881

BSD, 13

BSS segment, 711

Buddy algorithm, 721

Buffer cache, 424-426, 728

Buffering, 294-296
double, 295-296
Buffer overflow attack, 610-612
Burst mode, 278
Bus, 31-34
Bus-based multiprocessor, 506-507
Busy waiting, 30, 104, 285
Byte code, VM, 643

C

Cache, 87
Cache-Coherent NUMA, 511
Cache hit, 24
Cacheline, 23
Cache manager, Windows 2000, 785
Caching, 887-888
file, 424-426
multimedia, 492-494
Windows 2000, 849-851
Call gate, 261-262
Canonica mode, 337-340
Capabhility, 650-653
Capability list, 650
CC-NUMA, 511
CD-recordable, 310-312
CD-Rewritable, 312-313
CD-ROM, 33-34, 306-310
file system, 430-435
multisession, 312
session, 312
VTOC, 311-312
XA, 311
Central processing unit, 21-23

CERT (see Computer Emergency Response Team)

Certificate, 591
Challenge-response, 600

Character device, 270, 291
Character special file, 40, 383, 724
Checkerboarding, 253
Checkpointing, 174

Chief programmer team, 891
Child process, 35, 691
Chrominance signal, 462
Ciphertext, 587

Circuit switching, 529

Circular wait condition, 164-165, 182-183
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Classical IPC problems, 124-132
dining philosophers, 125-128
readers and writers, 128-129
sleeping barber, 129-132

Cleaner, 430

Cleaning policy, 241

Client process, 62

Client-server model, 61-63

Client-server system, 869-870

Client stub, 538

C-list, 650, 730

Clock, 327-333
square-wave mode, 328
one-shot mode, 328

Clock hardware, 328-329

Clock paging agorithm, 218-219

Clock software, 329-332

Clock tick, 328

Cluster computer, 526

Cluster of workstations, 526

Cluster size, 440

CMOS memory, 25-26

CMS (see Conversational Monitor System)

Code page, 347

Codereview, 610

Code signing, 641-642

Color palette, 346

Command interpreter, 35

Compaction, memory, 197

Compatible Time Sharing System, 11

Composite video, 462

Computer
first generation, 6-7
fourth generation, 14-16
second generation, 7-9
third generation, 9-13

Computer emergency response team, 637

Computer hardware, 20-34

Condition variable, 116, 698

Configuration manager, Windows 2000, 785

Confinement problem, 661-663

Constant data length, 485

Constant time length, 485

Context switch, 28, 142

Control object, Windows 2000, 783

Conversational monitor system, 59-60

Cooked character stream, 731

Cooked mode, 336

Copy on write, 241, 701, 815

CORBA, 565-567
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Coreimage, 35

Core map, 716

Co-scheduling, 525
Countermeasures, 606

Covert channel, 661-665

COW (see Cluster Of Workstations)
CPIM, 14, 435-438

CPU (see Central Processing Unit)
CPU scheduler (see Scheduling algorithm)
Cracker, 592, 593-596

Crash, 290, 417, 678, 814

Critical region, 102-103

Critical section, 102

Crossbar switch, 507

Crosspoint, 508

Cryptography, 587-591

CTSS (see Compatible Time Sharing System)
Cube, 527

Current directory, 396

Cycle stedling, 278

Cylinder, 24

Cylinder group, 745

Cylinder skew, 316

D

DACL (see Discretionary ACL)

Daemon, 74, 299, 690
printer, 101

DAG (see Directed Acyclic Graph)

Data confidentiality, 584

Data encryption standard, 843

Datagram service, 555

Data integrity, 584

Data segment, 50, 711

Deadlock, 36-37, 159-185
conditions, 164
definition, 163

Deadlock avoidance, 175-180
multiple resources, 179-180
single resource, 178-179

Deadlock detection, 168-175

Deadlock modeling, 164-167

Deadlock prevention, 180-185
attacking circular wait, 182-183
attacking hold and wait, 181
attacking mutual exclusion, 180-181
attacking no preemption, 182
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Deadlock recovery, 173-175
using killing processes, 174-175
using preemption, 173-174
using rollback, 174
Decibel, 459
Dedicated 1/O device, 297
Deferred procedure call, 783
Degree of multiprogramming, 141
Demand paging, 222
Denial of service attack, 584
DES (see Data Encryption Standard)
Design, operating system, 855-898
Design principles, 859-861
Device context, 351
Device controller, 271-272
Device driver, 29, 289-292
uniform interfacing, 293
Windows 2000, 827-830
Device independence, 283
Device independent bitmap, 354
Device object, 828
Device register, 2
Diameter, network, 527
DIB (see Device independent bitmap)
Digital signature, 590-591
Digital versatile disk, 313, 454
Digital video, 467
Digital video disk, 313
Digram, 588
Dining philosophers problem, 125-128
Directed acyclic graph, 408
Direct memory access, 31, 276-279, 287
Directory-based multiprocessor, 511
Directory, 38, 383, 393-399
CPIM, 437-438
current, 396
distributed system, 560-561
hierarchical, 395
implementation, 405-408
1SO 9660, 432-433
MS-DOS, 440
root, 393
single level, 393-394
UNIX version 7, 445-446
Windows 98, 443-445
Windows 2000, 839-840
working, 396
Directory operation, 398-399
DirectX, 781
Dirty bit, 210

Disabling interrupts, 103-104

Discretionary access control, 657

Discretionary ACL, 846

Disk, 300-327
CD-ROM, 306-310
CD-recordable, 310-312
CD-rewritable, 312-313
DVD, 313-315
IDE, 300
magnetic, 300-302

Disk arm scheduling, 318-322
elevator algorithm, 319
shortest seek first, 319

Disk backup, 416-421

Disk farm, 490

Disk formatting, 315-318

Disk hardware, 300

Disk interleaving, 317-318

Disk quota, 415-416

Disk scheduling, 318-322
dynamic, 496-498
multimedia, 494-498
static, 495-496

Disk space management, 410-411

Dispatcher, 87

Dispatcher object, 783

Distance string, 232

Distributed operating system, 16

Distributed shared memory, 242, 540-544, 568

Distributed system, 505, 549-577
DLL (see Dynamic Link Library)
DMA (see Direct Memory Access)
DNS (see Domain Name System)
Domain name system, 557
Domain, protection, 645

DOS (see MS-DOS)

Dotted decimal notation, 594
Double buffering, 295
Doubleindirect block, 446, 744
Doubletorus, 527

DPC (see Deferred Procedure Call)
Driver interface, 370
Driver-Kernel Interface, 728
Driver object, 824

DSM (see Distributed Shared Memory)
D-space, 239

DVD (see Digital Versatile Disk)
DV (see see Digital Video)
Dynamic disk, 825

Dynamic link library, 794
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E

Earliest deadline first, 473-476
Early binding, 874

Echoing, 337-338

EDF (see Earliest Deadline First)
EEPROM (see Electrically erasable ROM)
Effective UID, 755

EFS (see Encrypting File System)
Electrically Erasable ROM, 25
Elevator algorithm, 320

Embedded systems, 897
Encryption, 587-589, 842-844
Encrypting file system, 842
End-to-end argument, 868-869
Environment Subsystem, 792
Error-correcting code, 272

Error handling, 322-324

Error reporting, 297

Escape character, 340

Escape sequence, 341

Ethernet, 551-552

Event-driven paradigm, 862

Event, Windows 2000, 801-802
Exclusive lock, 736

Executive, Windows 2000, 784-787
Exokernel, 61, 868-869

Experience, role of in project mgmt, 893-894
Extended machine, 4

Extensible system, 870

External fragmentation, 253

F

Fair share scheduling, 148
False sharing, 541-543
FAT (see File Allocation Table)
Fiber, Windows 2000, 798
Field, 461
FIFO page replacement algorithm, 217
File, 38-41
block size, 411-412
contiguous, 400-402
shared, 408
special, 40, 383, 724
File access, 385-386
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File allocation
using FAT, 403-404
using linked list, 402
File allocation table, 403-404
FAT-16 file system, 830
FAT-32 file system, 830
File attribute, 386-387
File caching, 494
File compression, 841-842
File descriptor, 39, 389, 737
File encryption, 842-844
File extension, 381
File handle, 749
File implementation, 400-405
File management, 413-414
File name lookup, 839-841
File naming, 380-382
File operation, 387-388
File placement
multimedia, 481-492
near video on demand, 486-487
File read ahead, 427
File sharing, 562-564
File structure, 382-383
File system, 379-449
backup, 416-421
CD-ROM, 430-435
consistency, 421-424
CP/M, 435-438
disk quotas, 415-416
distributed, 559-564
examples, 430-448
FAT-16, 830
FAT-32, 830
implementation, 399-430
1SO 9660, 430-435
layout, 399-400
Linux, 746-747
log structured, 428-430
MD-DOS, 438-442
multimedia, 475-481
performance, 424-428
reliability, 416-424
UNIX, 732-753
UNIX system calls, 736-740
UNIX Version 7, 445-448
Win32 API calls, 831-832
Windows 2000, 830-844
Windows 98, 442-445
File type, 383-385
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Filter, 685
Filter driver, 830
Finger daemon, 636
Finger length identification, 604
Fingerprint identification, 605
Finite-state machine, 89
First-come first-served scheduling, 139
First fit algorithm, 200
First-in First-out page replacement, 217
Fixed partitions, 191-192
Flash RAM, 25
Fly-by mode, 278
FMS (see FORTRAN Monitor System)
Folder, 393
Font, 354-355
Formal Models of Secure Systems, 655-647
FORTRAN monitor system, 8-9
Fragmentation

external, 253

internal, 237
Frame, 461
Free disk block management, 413-414

G

Gang scheduling, 524-526
GDI (see Graphics Device Interface)
GDT (see Global Descriptor Table)
Generic rights, 652
Generic security attacks, 613
GID (see Group ID)
Global descriptor table, 257
Globe, 567-571
GNU public license, 679
Goat file, 629
GPL (see GNU Public License)
Graphical user interface, 15, 342-355
input software, 347
output software, 347-355
Graphics adapter, 344
Graphics device interface, 351, 786
Green book, 309
Grid, 527
Group, 648
Group ID, 36, 753
Guaranteed scheduling, 146-147
GUI (see Graphical User Interface)

H

Hacker, 592, (see also cracker)

HAL (see Hardware Abstraction Layer)
Handle, 77, 773

Hard link, 398

Hard real time system, 148
Hardware abstraction layer, 779-782
Header file, 687

Head skew, 316

Hiding the hardware, 877-879

High sierra, 309

Hint, 888

Hive, registry, 777

Host, 553

Hungarian notation, 350

Hypercube, 528

Hyperlink, 558

IBM 1401, 7-10
IBM 7084, 8-10
IBM PC, 14
IBM System/360, 9-10
IDE Disk, 28
IDL (see Interface Definition Language)
|EEE 1394, 32
| EEE standard 1003.1, 676
I1OP (see Internet InterOrb Protocol)
Immediate file, 837
Impersonation, 846
Imprecise interrupt, 282
Incremental dump, 417
Indirect block, 446, 744
Indirection, 879-880
I-node, 51, 404-405, 740
I-node table, 741
Input software

GUI, 347

terminal, 336-340
Instruction backup, 244-245
Instruction set architecture, 2
Integrated drive electronics, 28
Integrity checker, 632
Interface definition language, 566
Interlaced video, 462
Interleaving, disk, 317-318
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Internal fragmentation, 237 J
Internet, 552-553
Internet InterOrb Protocol, 566 Java development kit, 643
Internet protocol, 556, 726 Java security, 642-644
Internet worm, 635-637 Java virtual machine, 61, 640-641
Interpretation, 640-641 JavaSpace, 576
I nterprocess communication, 35, 100-124 JDK (see Java Development Kit)
Interrupt, 30, 279-282 Jiffy, 707
imprecise, 282 Jini, 575-577
precise, 281 discovery protocol, 575
Interrupt-driven 1/O, 286 lease, 575
Interrupt handler, 287 lookup service, 575
Interrupt vector, 30, 79, 280 Jitter, 457
Intrinsics, 357 Job, 7
Intruder, 585 Windows 2000, 796
1/O, 38, 269-372 Joint photographic experts group, 464
DMA, 287, 276-279 Joliet extensions, 435
memory-mapped, 272-276 JPEG standard, 464-467
I/0 device, 28-31, 270-271 JVM (see Java Virtual Machine)

1/0 hardware, 269-282
clock, 328-329

disk, 300-315
display, 344-346 K
keyboard, 335
mouse, 343 Kernel
I/0 manager, Windows 2000, 784 UNIX, 687-690
1/O port, 273 Windows 2000, 782-784
I/O request packet, 827 Kernel mode, 2
I/O software, 282-287 Kernel thread, 870
buffering, 283-284, 294-296 Key
device independent, 283, 292-298 cryptographic, 587
error handling, 283 file, 383
error reporting, 297 registry, 775
input, 336-340, 347 Keymap, 347
layers, 287

output, 341-342, 347-355
synchronous, 283

naming, 283 L
UNIX, 723-732
Windows 2000, 824-830 Land, 307
I P address, 556 LAN (see Local Area Network)
IPC (see Interprocess communication) Large address space, 894-895
IP (see Internet Protocol) Late binding, 874
IRP (see 1/0O Request Packet) Layered system, 57-59, 867
ISA bus, 31 LDT (see Loca Descriptor Table)
ISA (see Instruction Set Architecture) Least recently used page replacement, 218-220
ISO 9660 file system, 309-310, 430-435 Legacy device, 33
Joliet extensions, 435 LFS (see Log-Structured File system)
Rock Ridge extensions, 434-435 Lightweight process, 81

|-space, 239 Limit register, 26, 196
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Linda, 572-573
template, 573
tuple space, 572
Linear address, 259-260
Linediscipline, 730
Link, 408, 734
Linked list, 200-202
Linux, 13, 678-680
file system, 746-747
memory management, 719-723
scheduling algorithm, 706-708
threads, 702-704
Loadable module, 730
Load balancing algorithm, 545
bidding, 548
graph-theoretic, 545-546
receiver-initiated, 547-548
sender-initiated, 546-547
Loca Area Network, 551
Local descriptor table, 257
Locality, 888-889
Locality of reference, 222
Local procedure call, Windows 2000, 785
Location independence, 562
Location service, 571
Location transparency, 561
Lock, file, 735
Lock variable, 104
Logical block addressing, 302
Logical dump, 419
Logic bomb, 609
Login spoofing, 608-609
Log-structured file system, 428-430
Loosely-coupled system, 505
Lottery scheduling, 147
LRU page replacement algorithm, 218-220
Luminance signal, 462

M

Machine language, 2
Macroblock, 468

Magic character, shell, 684
Magic number, 384

Mailbox, 122

Mainframe, 7

Major device, 293, 724
Mandatory access controls, 657

Mapped page writer, 822
Master boot record, 317, 399
Master file table, 834-839
MBR (see Master Boot Record)
MD5, 590
Mechanism versus policy, 62, 149-150,
247-249, 870-871
Memory, 23-28
Memory compaction, 197
Memory hierarchy, 189
Memory management, 37, 189-263
bitmaps, 199-200
design issues, 234-242
implementation, 242-249
linked lists, 200-202
Linux, 719-723
segmentation, 249-262
system calls, 714-715
swapping, 196-202
UNIX, 710-723
virtual memory, 202-214
Windows 2000, 811-823
Memory management unit, 27, 203
Memory manager, 189
Windows 2000, 785
Memory-mapped file, 391-393, 713
Memory-mapped 1/0, 272-276
Memory scheduler, 141
Mesh, 527
Message digest, 590
Message passing, 119-123
design issues, 121
producer-consumer, 121-123
Message-passing interface, 123
Metafile, 353
Method, 349, 565
Metric units, 66-67
MFT (see Master File Table)
Microarchitecture level, 1
Microcomputer, 14
Microkernel, 62
Microprogram, 1
Middleware, 550
coordination-based, 572-577
document-based, 558-559
file-system-based, 559-564
shared-object-based, 565-571
MINIX, 13, 677-678
Minor device, 53, 294, 724
Missing disk block, 422



MMU (see Memory Management Unit)
Mobile code, 637-642

Modeling paging systems, 228-234
Modified page writer, 822

Monitor, 115-119

M onoal phabetic substitution, 588
Monolithic system, 56-57
Monoprogramming, 190-191

Moatif, 16, 357

Motion picture experts group, 467
Mounted file system, 52

MPEG standard, 467-469

MPI (see Message-Passing I nterface)
MS-DOS, 14, 763-764

emulation on Windows 2000, 809-810

file system, 438-442
Multicomputer, 526-548

communication software, 531-540

hardware, 527-531

interconnection, 527-531

scheduling, 544-545

software, 531-548
MULTICS, 12, 672, 254-257
Multilevel security, 657-659
Multimedia system, 453-499, 896

audio encoding, 459-461

disk scheduling, 494-498

file, 458-463

file placement, 481-492

file system paradigms, 475-481

process scheduling, 469-475

server, 475

video compression, 463-469

video encoding, 461-463
Multiple queue scheduling, 144-146
Multiprocessor, 71, 506-526

bus-based, 506-507

CC-NUMA, 511

crossbar-based, 507-508

directory-based, 511

hardware, 506-513

multistage network, 509-510

NC-NUMA, 511

operating system, 513-516

scheduling, 521-526

synchronization, 516-521
Multiprogramming, 10, 72

degree, 193

fixed partitions, 191-192

modeling, 192-194
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Multistage switching networks, 509
Multithreaded code, 81, 97-100
Mutation engine, 631
Mutex, 113-114, 698
Mutual exclusion, 102, 103-108
busy waiting, 103
disabling interrupts, 103-104
lock variables, 104
Peterson’s algorithm, 105-106
strict alternation, 104-105
TSL instruction, 107-108
Mythical man month, 890-891

Naming, 872-874

Naming transparency, 561-562

Narrow striping, 492

NC-NUMA, 511

Near video on demand, 478-481
file placement, 486-487

Network file system, 747-753
architecture, 747-748
implementation, 750-753
protocols, 749-750

Network hardware, 551-553

Networking, 895
UNIX, 725-726

Network interface, 529

Network operating system, 16

Network protocol, 555-558

Network service, 553-555
acknowledged datagram, 555
connectionless, 554
connection-oriented, 554
datagram, 555
request-reply service, 555

Network terminal, 355-363
SLIM, 360-363

Next fit algorithm, 201

NFS (see Network File System)

NFU page replacement algorithm, 220

Nonblocking system call, 535

Nonblocking network, 508

Noncanonica mode, 337

Nonpreemptive scheduling, 135

Nonresident attribute, 836

Nonresource deadlocks, 184
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Nonuniform memory access machine, 511-513
Nonvolatile RAM, 327

Not frequently used page replacement, 220
Not recently used page replacement, 216-217
NRU page replacement algorithm, 216-217
NT file system, 830-844)

NTFS (see NT File System)

NUMA multiprocessor, 511-513
@)
Object, 565

security, 647

Windows 2000, 787-792
Object adapter, 566
Object manager, Windows 2000, 784
Object name space, Windows 2000, 791-792
Object request broker, 566
Omega network, 509
One-time password, 599-600
One-way function, 589
Ontogeny recapitul ates phylogeny, 16-18
Open file description, 743
Open software foundation, 677
Operating system, 1

batch, 7

concepts, 34-44

design, 855-898

embedded, 20

extended machine, 3-4

history, 6-18

implementation, 867-882

multimedia, 453-499

multiprocessor, 513-516

real-time, 19

smart card, 20

performance, 882-889

resource manager, 5-6

structure, 56-65, 867-871

trends, 894-897

types, 18-20
Optical disk, 306-315
Optimal page replacement algorithm, 215-216
Optimization, common case, 889
Orange book, 311, 659-661
ORB (see Object Request Broker)
Organ-pipe agorithm, 488
Orthogonality, 871-872
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0S/360, 10-11
OSF (see Open Software Foundation)
Ostrich agorithm, 167-168
Output software
GUI, 347-355
terminal, 341
Windows, 347
Overlapped seek, 300
Overlay, 202

P

Pand V primitives, 111
Packet, 528
Packet sniffer, 596
Page, 203-210
pinned, 246
Page daemon, 716
Page directory, 259-260
Page fault, 205
Page fault frequency replacement, 235-236
Page fault handling, 243-244
Windows 2000, 818-819
Page fault rate, 233-234
Page frame, 203
Page replacement algorithm, 214-228
aging, 220-222
clock, 218-219
FIFO, 217
global, 234
Linux, 719-723
local, 234
LRU, 218-220
NFU, 220
NRU, 216-217
optimal, 215-216
PFF, 235-236
second chance, 217-218
summary, 227-228
two-handed clock, 718
UNIX, 717-719
Windows 2000, 819-823
working set, 222-225
WSclock, 225-227
Page size, 237-238
Page table, 205-210
inverted, 213-214
multilevel, 207-209
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Page table entry, 209-210
Page table structure, 209-210
Paging, 202
demand, 222
design issues, 234-242
global, 234
implementation issues, 242-249
load control, 236-237
local, 234
modeling, 228-23
UNIX, 716-717
Windows 2000, 819-823
Paging daemon, 241
Paradigm,
data, 863-864
execution, 862-863
user interface, 861-862
Parallel and distributed systems, 896
Parent process, 691
Partition, disk, 53, 317
Password, 592-600
one-time, 599-600
Path name, 38, 395-398
absolute, 395
relative, 396
PCI bus, 31
PDA (see Personal Digital Assistant)
PDP-11, 13
Penetration team, 613
Pentium, segmentation, 257-262
Perfect shuffle network, 509
Performance, operating system, 882-889
Periodic process, 149
Personal digital assistant, 20
Peterson’ s algorithm, 105-106
PFF page replacement algorithm, 235-236
Physical address, 27
Physical dump, 418
Physical memory management, 821
PID (see Process D)
Pinned page, 246
Pipe, 40-41, 692
Pipeling, 22, 685
Pipe symbol, 685
Pit, 307
Pixel, 344, 463
Paintext, 587
Pay point, 480
Plug and play, 33
Plug-and-play manager, 785
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Policy versus mechanism, 62, 149-150,
247-249, 870-871
Polling, 285
Pop-up thread, 537
Portable C compiler, 674
Position independent code, 816
POSIX, 13, 46, 676
thread calls, 697-698
Power management, 363-371
degraded operation, 370-371
hardware issues, 364-365
operating system issues, 365-370
Windows 2000, 785
Preamble, disk, 272
Precise interrupt, 281
Preemptive scheduling, 135
Prepaging, 222
Present/absent bit, 205
Primary volume descriptor, 431
Principal, security, 647
Principle of least privilege, 653
Printer daemon, 101
Priority inversion, 108, 808
Priority scheduling, 143-144
Privacy, 585
Process, 34-36, 71-153
aperiodic, 149
child, 691
classical IPC problems, 124-132
interprocess communication, 100-124
parent, 691
periodic, 149
UNIX, 690-710
Windows 2000, 796-811
Process control block, 79
Process creation, 73-75
Process group, 692
Process hierarchy, 76-77
Process ID, 48, 691
Process implementation, 79-80
Process management, UNIX, 692-698
Process manager, Windows 2000, 784
Process model, 72-73
Process scheduling, 132-152
multimedia, 469-475
Process state, 77-79
Process switch, 142
Process table, 35, 79-80
UNIX, 699
Windows 2000, 796-811
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Process termination, 75-76
Processor allocation algorithm, 545
Processor sharing, 155
Producer-consumer problem, 108-110
message passing, 121-123
monitors, 117-118
semaphores, 11-113
Program counter, 21
Programmed 1/O, 284-286
Program status word, 21
Progressive video, 462
Project management, 889-894
Prompt, 42, 683
Proportionality, 138
Protection, memory, 194-196
Protection command, 655-656
Protection domain, 645-647
Protection matrix, 645-647
Protection mechanism, 584, 645-653
Protection ring, 262
Protocol, 356, 602
Protocol stack, 556
Pseudoparallelism, 71
PSW (see Program Status Word)
Public-key cryptography, 588-589
Publish/Subscribe, 574-575
Pull server, 475
Pulse code modulation, 460
Push server, 475

Q

Quality of service, 457, 554
Quantization noise, 460
Quantum, 142

Quick fit algorithm, 201
Quota, disk, 415-416

R

Race condition, 100-102
RAID, 302-306
striping, 303
RAM (see Random Access Memory)
Random accessfile, 385
Random access memory, 24
Raster graphics, 344

Rate monatonic scheduling, 472-473

Raw mode, 336

Read ahead, file, 427, 752

Readers and writers problem, 128-129

Read-only memory, 25

Real time, 329

Real-time operating system, 20

Real-time scheduling, 470-475

Receive primitive, 534-535

Recycle bin, 417

Recycling of concepts, 43-44

Red book, 306

Redirection, 1/0, 42, 692

Reentrancy, 880-881

Reentrant code, 292

Reference monitor, 640, 645, 655

Reference string, 230-231

Registry, Windows, 774-777

Regular file, 383

Relative path, 396, 733

Reliability, file system, 416-424

Relocation, 194-196

Remote procedure call, 537-540

Rendezvous, 123

Reparse point, 841

Request-reply service, 555

Resource, 160-163, 358
nonpreemptable, 161
preemptable, 160

Resource acquisition, 161-163

Resource trgjectories, 175-176

Resource vector, 171

Response time, 138

Reusability, 880

Right, 645

RMS (see Rate Monotonic Scheduling)

R-node, 751

Rock Ridge extensions, 434-435

Role, 648

ROM (see Read-Only Memory)

Root, 754

Root directory, 38

Root file system, 40

Root key, registry, 775

Round, 495

Round robin scheduling, 142-143

Router, 553

RPC (see Remote Procedure Call)

RSA algorithm, 589

Rwx bits, 41
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SACL (see System ACL)
Sofe state, 176-178
Salt, 597
Sandboxing, 638-640
Scan-EDF algorithm, 497
Schedulable system, 149
Scheduler, 132
Scheduler activations, 94
Scheduling, process, 132-152
Scheduling algorithm, 132-152
affinity, 523
batch systems, 138-139
categories, 135-136
earliest deadline first, 473-476
fair share, 148
first-come, first-served, 139
goals, 136-138
guaranteed, 146-147
interactive, 142-148
Linux, 706-708
lottery, 147
multicomputer, 544-545
multiprocessor, 521-526
multimedia, 469-475
multiple queues, 144-146
multiprocessor, 521-526
priority, 143-144
rate monotonic, 472-473
real-time, 148-149
real-time, 470-475
round robin, 142-143
shortest job first, 139-140
shortest process next, 146
shortest remaining time next, 140
thread, 150-151
three-level scheduling, 140-142
two-level, 523
UNIX, 704-706
Windows 2000, 804-809
Scheduling mechanism, 149
Scheduling policy, 149
Script kiddy, 596
SCSl bus, 32
Second chance page replacement, 217-218
Second system effect, 893
Secret-key cryptography, 588
Secure hash algorithm, 590
Security, 41, 583-666
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Security attacks, 606-644
buffer overflow, 610-612
logic bomb, 609
login spoofing, 608-609
trap door, 610
Trojan horse, 607-608
UNIX, 753-757
Win32 API calls, 847-848
Windows 2000, 844-849
Security flaws, 614-616
0S/360, 615
TENEX, 614
UNIX, 614
Security by obscurity, 587
Security descriptor, 846
Security design principles, 616-617
Security environment, 584-586
Security 1D, 845-847
Security manager, Windows 2000, 785
Segment, 250-251
Segmentation, 249-262
implementation, 253
MULTICS, 254-257
Pentium, 257-262
Selector, Pentium, 258
Semantics of file sharing, 562
Semaphore, 110-113
binary, 111
Send primitive, 534-535
Sequencer, 569
Sequential accessfile, 385
Sequentia consistency, 543-544, 562
Sequential process, 72
Seria line, 334
Server process, 62
Server stub, 538
Session manager, 811
Session semantics, 563
Set-top box, 455
SETUID hit, 755
SHA (see Secure Hash Algorithm)
Shared library, 251
Shared lock, 736
Shared-memory multiprocessor, 506-526
Shared pages, 239-241
Shared text segment, 712
Shell, 35, 41-42, 683-686, 693-694
Shell script, 686
Shortest job first scheduling, 139-140
Shortest process next scheduling, 146



948 INDEX

Shortest remaining time next, 140
Shortest seek first, 319

SID (see Security 1D)

Signal, 692

Signature block, 590

Silver bullet, lack of, 894

Single indirect block, 446, 744
Skeleton, 566

SLED, 303

Sleep primitive, 108

Sleeping barber problem, 129-132
SLIM network terminal, 360-363
Smart card, 20, 601

Smart scheduling, 522

SMP (see Symmetric MultiProcessor)
Socket, 725-726

Soft real time system, 148

Soft timer, 332-333

Space sharing, 523

Space-time trade-off, 884-886
Special file, 40, 383, 724

Spin lock, 105, 518-519

Spinning versus switching, 519-521
Spooler directory, 101

Spooling, 11, 298

Spooling directory, 299

Stable storage, 324-327

Stack algorithm, 229-232

Stack pointer, 21

Stack segment, 50

Standard error, 684

Standard input, 684

Standard output, 684

Starvation, 126, 184-185

Stateless file system, 750

Static versus dynamic structures, 875-876
Steganography, 664
Store-and-forward packet switching, 528-529
Stored value card, 601

Stream, 730-732

Striping, disk, 492

Stub, 538

Subject, security, 647

Subkeys, registry, 775

Superblock, 399, 740

Superscalar CPU, 22

Superuser, 36, 754

Supervisor mode, 2

SVID (see System V Interface Definition)
Swapper, 715

Swapper thread, 821
Swapping, 196-202
UNIX, 715-716
Symbolic link, 409-410
Symmetric-key cryptography, 588
Symmetric multiprocessor, 515-516
Synchronization, 113
multiprocessor, 516-521
Synchronous call, 535
System/360, 9-10
System ACL, 847
System call, 23, 44-56
example of use, 389-391
UNIX file system, 736-740
UNIX |/O, 726-727
UNIX memory management, 714-715
UNIX process management, 692-696
UNIX security, 755-756
UNIX thread management, 696-698
Win32 file system, 831-833
Win32 1/0, 825-827
Win32 memory management, 816-817
Win32 process management, 799-804
Win32 security, 847-849
Win32 thread management, 799-804
System call interface, 864-866
System services, 786
System V, 13
System V interface definition, 676
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Tagged architecture, 650-651
TCB (see Trusted Computing Base)
TCP (see Transmission Control Protocol)
TCPI/IP, 676
Team structure, 891-893
Template, 573
TENEX security flaw, 614
Termcap, 341
Termind
character-oriented, 333-342
input software, 336-340
network, 355-363
output software, 341
RS-232, 334-336
Text segment, 50, 711
Therma management, 369
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Thompson, Ken, 13
Thrashing, 222
Thread, 81-100
hybrid, 94
kernel, 93
Linux, 702-704
pop-up, 96-97
UNIX, 701-702
user, 90-93
Windows 2000, 804-809
worker, 87
Thread implementation, 90-93
Thread jacket, 92
Thread model, 81-85
Thread scheduling, 150-151
Thread system calls, 696-698
Thread table, 90
Thread usage, 85-90
Thread wrapper, 92
Threat, 584-585
Three-level scheduling, 140-142
Tiger team, 613
Tightly-coupled system, 505
Timer, 327
Timesharing, 11, 521-523
Time-space trade-of f, 884-886
TLB (see Trandlation Lookaside Buffer)
Top-down implementation, 876-877
TOPS-20, 384
Torvalds, Linus, 13
Track, 24
Trampoline, 810
Tranglation lookaside buffer, 211
software management, 212-213
Transmission control protocol, 557, 676, 726
TRAP door, 610
Trap instruction, 45
Trends in operating system design, 894-897
Triple indirect block, 446, 744
Trojan horse, 607-608, 663
Trusted computing base, 654-655
Trusted system, 653-665
TSL instruction, 107-108
Tuple, 572
Tuple space, 572
Turnaround time, 137
Two-level directory, 394
Two-level scheduling, 523
Two-phase locking, 183-184
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UART, 335
UDP (see User Datagram Protocol)
UID (see User ID)
Ul (see UNIX International)
UMA multiprocessor, 506-510
UNICS, 672-673
Uniform resource locator, 558
Universal coordinated time, 329
Universal serial bus, 32
UNIX, 13 15-16, 671-758
Berkeley, 675-676
booting, 708-710
file system, 732-753
goals, 681-682
history, 672-680
interfaces, 682-683
1/0, 723-732
kernel structure, 687-690
memory management, 710-723
overview, 681-690
paging, 716-717
password security, 596-598
PDP-11, 673-674
portable, 674-675
processes, 690-710
scheduling algorithm, 704-706
security, 753-757
security flaws, 614
shell, 683-686, 693-694
standard, 676-677
system calls (see System calls)
threads, 701-702
utility programs, 686-688
version 7 file system, 445-448
UNIX International, 677
Unsafe state, 176-178
Upcall, 95
URL (see Uniform Resource Locator)
USB (see Universal serial bus)
User authentication, 591-606
using password, 592-600
using biometrics, 603-605
using physical object, 601-603
User datagram protocol, 726
User friendly, 15
User ID, 36, 753
User interface paradigm, 861
User mode, 3
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User-space 1/0 software, 298-300 W
User structure, UNIX, 699

UTC (see Universal Coordinated Time) Wakeup primitive, 108
Wakeup waiting bit, 110

WAN (see Wide Area Network)

War dialer, 594
V Watchdog timer, 331
Web browser, 558
VAD (see Virtual Address Descriptor) Web page, 558

Value, registry, 775 Wide area network, 551

Vampire tap, 551
VCR control function, 476
Vector graphics, 344
Venus, 564
Vice, 564
Video compression, 463-469
Video controller, 344
Video encoding, 461
Video on demand, 454
Video RAM, 344
Video server, 454
Virtual address, 27, 203
Virtual address space, 203
Virtual address descriptor, 818
Virtual machine, 4, 59-61
Virtual machine monitor, 59
Virtual memory, 197, 202-214
Virtual memory interface, 241-242
Virus, 617-635
avoidance, 633-634
boot sector, 623-624
cavity, 622
companion, 619-620
damage scenarios, 618-619
denial of service attack, 618
device driver, 625
dropper, 619
executable program, 620-622
how spread, 626-628
how to fight, 628-635
macro, 625
memory resident, 623
overwriting, 620
parasitic, 622
payload, 619
polymorphic, 631
recovery, 635
source code, 626
Virus scanner, 629-632
V-node, 750-751

Wide striping, 492

Widget, 357

Wildcard, 649

Wild card, shell, 684

Win32 API calls, 53-56, 772-774

file system, 831-833

1/0, 825-827

memory management, 816-817
process management, 799-804
security, 847-849

thread management, 799-804

Window, 347

Window manager, 357
Windows 95, history, 764-765
Windows 98,

file system, 442-445
history, 764-765

Windows 2000, 763-852

booting, 810-811

critical section, 801

device drivers, 827-830
executive, 784-787

file system, 830-844

history, 767-771

1/0, 824-830

IPC, 800-802

kernel, 782-784

master file table, 834-839
memory management, 811-823
objects, 787-792

page fault handling, 818-819

page replacement al gorithm, 819-823

processes, 796-811

programming, 771-777

registry, 774-777

scheduling, 804-809

security, 844-849

socket, 801

system calls (see Win32 APl calls)
system structure, 778-796
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Working directory, 39, 396, 733
Working set, 222-225

Working set manager, 820
Wormhole routing, 529

Worm, Internet, 635
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X Window System, 16, 356-360
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