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Absiract

Growy commmuotcillion Ix o Ingporken? eiradigne for
budlding diswribared appalicarions. Thiz pper discisser o
Fendrsleremy distiribited direckory service bised on
grouy commuotcalion, cmd conepaires IT with the previotnr
dlexign o Inpdementaton bused on remoke procedire
ceill. The growp direckory service lses oo aclive replice-
Hom schene camel, when frfalicered, coor homlle 627 Jookug
operclions per secomd e 88 wpadile operalions per
secomd (wsing momrokitlle BAM L Thir performumce is
berrer them the perfornumce for the RPC Inglementaton
cimed 0T {5 even betler Mo The perfornumce for direckry
operclicns wmdler Swr0S, which does mor provide oy
Jennlr rofercimce ar efl. The peiper comcliddes rhur rhe
Inplemeniciion using grouy commuotoition ix singler
el fein Beller performumce Fhen e ome beised on remok
procedire cll, mipporting the cladm thar o disribared
operaling svalem shouwld prondde both remoke procedire
ceil] cemal growy commmaicerion.

Feywouds: disttibuied (op=iafing) sysi=ms, gloup oom-
muhicion, molticas, distiiboled applications, faolt-
lol=ianee, dil=cioly m=ivice, Amoeba.

L Imrodunction

Many distiiboted opsidling sysi=mz suppoil ohly
poinido-poind commonication [1,2,3] Amos=ka [4,5], on
the cthet hand, iz a distiiboted op=iating system thal pio-
vides both poinio-poini communication and | 4e-n com-
muhicaioh (gioup commuhication). This papel discoszes
the de=igh ahd implkem=nimdion of a faoli-tol=iant disii-
boi=d dil=cioly s=1vice nzing 1=linble and iodally cid=i=d
gionp commohication ahd compaies it 1o the pl=vioos
implems=nizion bmed on  l=mete  plocednie  call
(RPC [6]. Although the gioup dilecioly s=ivice iz belisi
(i1 alzo loleintes hetvwolk paiiftions), we cohclods tha its
dezigh and implemenidicon aie zimplel and thal i hae
beti=i peifoimahos. The dil=cloly z=ivice is ah example
application thal iol=iaies faolis by osing active 1=plica-
tich. Ol besolz extend, in plinciple, 1o cthel ==ivices
tht aie bemed oh active i=plicstion. Bawsd oh ool expeii-
=nce with the dil=cioly ==ivice and 1on-fime zysi=me fo
diztiiboted paiallel piogiamming [7], we claim that a dis-
iiboied op=iating syst=m shoold piovide suppoit fo1 both
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l=mete plocesdole call and ictally-oid=1=d gloup com-
muhicion.

The Amoe=ba dil=cioly ==ivice has a long histoiy. The
velzioh ih nze fol the |l 1wo yenis iz baged on RBC. T
cohziziz of twe s=iveis, e=ach iohhing oh a ==paiate
machine [2]. Di=cioly opsidlicns thal do nol modify 2
dit=cioly cah be exe=coled by =ith=t of the {wo z=iveis,
withonl any communication with the cthel s=ivel, Dil=c-
ioly op=ialichs thal medify a dilecioly =50l in comimun-
icatioh belweeh the two s=iveis. Wheh ah opdate i=quest
comeszin o ohe z=ivel, if peifouns an RPC with the othe
seivel infoiming il of the intehded opdate. 1 the othei
z=ivel iz nod busy prifouning a conflicling ops=iation, i
zlol= the ini=hiioh= on dizk and send= an OK mes=oge
back. O i=emiving the 1=ply, the ctiginal seivel peifoums
ihe opdate and z=hds a0 teply back 1o the clisnl. To aveid
the costs of immedizt=ly cieating 1we copies oh ==paiate
dizks of a dit=cioly thal is updated, the dil=cioly s=ivics
uses Jeizy repdicarion. The z=ivel thal ploceszes the client
i=que=i clentes a copy on ils leeal disk, boi the ==cond
copy A the cthel 2=ivel iz ci=ated |Ael i the backgiound.
Az the dilecioly s=ivice iz only doplicated, il can het
goalaniss cohsist=ncy in the pr=ssnce of nelwolk paiti-
lioh=

Thiz pap=i dizcoszes an ali=inadive design and imple-
meniation of the dilectoly ==ivice nzing Amosba's plimi-
tives fol glonp communication (== Fig. 1) Thes= primi-
fives goalanies thal all plocesz=s cohstitoling a gloup s=e
=ach =venl ih the same= 1odal oid=1. Fandeoim mixinies,
whel= zome membeiz 2== filzi 1 me==znge ficm A and the=n
2 me=zage ficm B, while othel membeis == th=im in th=
l=vele oldel ale goalani=sd nei o happen. A plogiam-
el cah i=quest by specifying a resilience degiee, r, that
=veh in the face of i plecessol failoies each =oiviving
membe=t will === all mes=age= in the =me cidel. Fo
=xample, if 2 plogiammel specifies = 2 fol a gloop with
4 membeiz, the =ysi=m will goaani== thal =ven in the
face of 1 piocezzol failuies the lemaining membeiz will
imcmive mach mem=age in o ioial cider. By ==iting r, the
plogiammel cah iiade peifolmance against faoli iolei-
ance. The pictecok thal Amosba nzes 1o implement the
Zloup communication plimitives have been desciibed in
an =aili=t poblication [%]. The desigh of the dil=cioly
szivice depends on the ieial cideting of evenis, boi this



do= hod 1=2ilicd ool wolk io Amosba alon=. Chiher =ye-
i=m=, zoch == Iziz [10], Pzync [L1], =xi=nzichz 1o the
W [12] system [13], and Deha-d [14] plevide plimitives
with zitmilal g=mantice

| Primitive | Description

::Cn:meﬂ'n:-'up Create 2 new gromp

| JeinZomp | Makes 2 poce=s membet ofa gromp

| LeaveTmomp | Leave o gmomp

| SendToSomp | Send me=age foall members ofa gomp

| ReceiveFromSromp | Receive the neci message in saquence
| ResetSromp | Rebmild gronp afier a failoe
| CetlnfoGronp | G gronp information from Lernel

Fig. 1 Amoeba’s sysiem calls for gromp commnnication.

The cotline of the 1=51 of the papel iz = follows. In
Section 2 vwe will de=ciibe the functionality r=quitsd fiom
the dil=cioly ==ivice and ilz iole in the Amoska =ysi=m.
In Section 3 we will dizcos= in deiail the de=ign and
implem=nidich uzing gionp communication. In Section
4 we will compaie the dilecloly seivice nsing flonp com-
muonicalicn with the dit=cioly m=ivice nzing RPC and give
peifolmance meazolsimehts fol both. In the zme z=cticn,
we will also compaie the petfoumance of dilecioly opeia-
lichs nhd=i Amosba with zsimilal opsialions uhd=l SunSs
ahd compaie the peifoimanes of the glonp dilecloly ==i-
viom with the =ame z=ivice ozing nonveldile RAR
(HMVEARL In Seclion 5 we will dizscozs the i=zolz of the
compatisons and describe 1=loied weik. Tn Section & we
will diznw ool concluzionz.

2 A Fanlt-Tolerant Directory Service

The dil=cioly ==i1vice iz 2 viial s=1vice in the Amc=ba
distiiboted opsidling zyst=m [3]. W piovides, amohg
oth=t things a mapping fiem ASCIT names 1o capabili-
lies, A cepreiblliry in Amosba ideniifies and picteciz an
object(= 2., afile). A capability iz 123-bit stiing consizt-
ing of 4 paui= L) a pors thal identifies the z=ivice; 1) an
object monmber thal identifies ah object a1 the s=ivice
specified by the pout; 30 a righo field that specifies which
opeiatiohs the hold=i of the capabilily may peifoim; 4) a
check field1h=t det=iimines if the capakility iz valid o het.
The ==t of capabilitiez 2 nz=1 dete mine= which
objects he cah o=z, The dilecloly s=ivice allows the
uz=is 1o siole these capabilities onder ASCILD names 1o
make life eazi=i foi them.

A dir=cioly in Amos=ba iz aiable with #=veial colomns,
ohe fol mach pict=ction domain. Fol example, the fiist
column might stei= capabilities for the ownel (with all
ihe tighis bitz oh), the sscond might slol= capabilities foi
membeis of the owhel's gionp (with some of the Light=
itz fothed off ), and the thitd might siowe capabilities fou
=velyohs elz= (wilh only the 1=ad bil tnihed on). When
the ownel of a ditectloly gives away a capability fou i, the
capakilily iz i=ally a2 capakilily foi a single colomn, hot
foi the dil=cioly == a whole. When giving a dil=cloy
capability 1o an uni=lasd peizon, the ownel coold give a

capability fou the thild column. The =cipi=ni of this
capakility wouold have ho o=z 1o the mole poweiful
capakilities in the fisd 1we colomns.

The dit=cioly zelvice suppoiis the opsiations zhowh in
Fignie 2. Theis aie opmialions io manipolde dil=clolies,
iz manipulde a zingle 10w (i=., 2 {opls conzizting of a
stiing and a capabilityjof a dil=cioly, ahd 1o manipalte a
== of wws One of the most impoudant things 1o know
about the dilecioly ssivice is the fisquency of the i=ad
opsiations (=g, lid dilecloly) and wifle opsiaions (= 2.,
delete dit=ciciy], beconze ithe== hombeiz influshce the
desigh. Menzni=ments ovel thi=e weels zhowed th=d
98% of all ditecioly op=idlions ale t=ads. Thelsfols,
both the RBC dilectoly s=ivice and the gionp ditectoly
szivice oplimize 1=ad op=iations.

| O peration Diescription

:Cr\e:.'le dir Create 2 new dirsciory

| Dizled= dir Dielede 3 directary

| Li=1 dir Liz1 a directory

| Append mow Add 2 new row 1o 2 directory

| Chmod nony Change poieciion

| Dl ronw Cielete row of a dirsctory

| Looknp s= Looknp capabilifiesin 2 se of tows
| Rephce == Fephce capabilifies ina sel of rows

Fig. 2 Cipemtions supporied by 1he directory service.

In thiz papei, we focos oh the desigh and implem=hia-
fioh of the dil=cioly ==ivice and nol on the =monz why
thiz inl=iface waz chomen. Thiz ha besn dizcoz=ed by
Wan Renem= [2]. Fol othst pap=iz discossing the design
of 2 hatming ==ivice we 1=f=l the 1=ad=1 1o [15, 16, 17, 18]

The dil=cioly s=ivice muzi b= highly 1=liable and
highly available. Usz=iz p=ly on the ditecioly ==ivice io
siole capabilities withonl losing them and o=z muo=t
alwayz be able 1o accezz theil capabilities. To fulfill
theze demands the dil=cloly s=iviee l=plicsi=s (haine,
capability) paits on muoltiple machines, =ach with s own
dizk. If on= of the machin=z iz whnavaikble, ohe of th=
oth=t machines will be able 1o 1=ply foa nzet's 1=quesi. T
ohe of the dizks becomes nni=adable, ohe of the othet
dizks can be nzed 1o i=ply 1o a =i’z l=quest. The Ley
ploblem iz 1o kesp the 1=plicas of 2 name capability paid
cohzizt=hl in ah efficien way. An opdate 1o a ditecloly
muzl b= prifounsd quickly, becanze ciheiwiz= many
applications will ton le== =fficiently.

We 1=quite thal the dil=cioty s=iviee mainizins one-
copry serfeilizibdine [L9]. The execolich of opsialions oh
the dit=ctoly s=ivice most b= aquivalent 1o a s=iial execo-
tion of the op=ialions oh a nonteplicred diecioly == -
vioe. To achieve this goal, =ach opeigtion of the ditec-
loly m=lvice iz execoied indivisibly. The dilecloly s=ivice
dosz hol suppoll indivisible sxecolich of a == of opeia-
tiohs, 2= this =quil=s Aoimic tianmctions [20,21] T alze
dos= hol zoppolt failule-fise opsialions fol clishizs, 2= this



l=quites updaling a log fil= on =ach op=idlion. We fz=l
that the== s=mantics ale loo sxpehzive 1o soppoll, ahd,
mol=cryvel, ale pe=ldom necem=aly .

Ecth impleme=niations of the dilecioly z=ivice mzaime
clean failoies. A plocessol wolks ot dees netd wouk (ie,
fail-ztop failuie=), and i do== nod zend malicions o1 con-
ladicioly messages (i=, il do=t hol =xhibil By=antine
failuies). The BB implkmenidion also msomes that
nelwolk paitftions will het happen; the gloop implemen-
imlion, how=vel, goalaniess conzizi=ncy =ven in the com=
of cleah nelwolk paliflichs (=g., ahy iwo plocessols in
the zame= paitftich can commuohicate while any twe pio-
c=zzolx in diffs=ni paliflions cannod commuonicate) [22].
Stichgel failnie s=mantics coold have been implementsd
uzing i=chniques o desciibed in [23, 14,24, 25]. Again,
we fmel thal thezs sliohgel z=manticz ale iooexpehsive o
suppoil, ahd, mel=cvel, aie ovelilill foi ah applieatioh
like the dit=cioly ==ivice.

In the =21 of thiz papei, we msome that the following
bmic quitsments for 3 faoli-iolemnd ditecloly seivics
aie me=l. Each dil=cioly s=ivel zhoold be locai=d on a
sepalate elzciiical gloop (with iis own fus=) and all the
dilecioly s=ivelz should be conhecled by muoltiple, t=dun-
danl, h=lwolls. Becans= the Amos=ba commuohication
plimitives ale implemenisd on fop of 2 newoll piciccaol
(FLIF) [26], the Idiei i=qoilemeni can be folfilled.
Although i could 1on on moltiple neiwolks withooi asin-
gle zofivale medification, the coliehl implem=hiaticn
luh= oh a single netwol k.

3. Using Group Commumnication

Unlike the RBC dilecioly ==ivice, the gloup imple-
mehiatioh is tiipliced (thoogh foul ol moie =plicas aie
alzo poszible, withool changing the piciccol) and ozes
acthve =plication. Also, it allows hetwolk paitftions. To
Le=p the copies consisi=ni, il uzes 2 modifisd veision of
the  i=ad-ohe wideall policy, called ccessible
copies [2T]. Recovely iz bosed oh the pictocol desciibad
by Ske=n [22]. In thiz ==ctioh, we will desciib= in deiail
the algoiithing oz=d in the implmenidion of the gioop
dil=cioly ==1vice.

The ciganiztich of the gioup ditecloly s=ivice iz d=p-

icl=d in Fignie 3. The dil=cioly ==ivice iz coti=nily boili
oml of thi=e ditecicly =eivelz, ithi=e Buoll=i file
peiveis [29] and thi=e dizk ==ivei=. Each dil=cloly s=ivel
ohly pz== on= Buollei z=ivel and one dizk ==iver, which
zhaie= the =zame dizk. Each dit=cloly s=ivel siol=t ohe
copy of mach dil=cioly ina ==pamie Buollei file.
The dit=cioly ==1ves initially fouma gloup with a2 =sili-
mhce degies, r, of 2. Thiz meanz that if Semd ToGroug
i=inins =ncce==folly, il i% goalani=ed th=t all thi=e hove
t=omived the mexzage and thos thal, =ven if ivo ploces-
sois fail, the message will still be plocessed by the thid
one. Foutheimets, it is goaaniesd thal =ven in the pres-
shce of commuohicatioh and piocessol failoies, each
meivel will l=omive all mes=ages in the =ame cide=i. The
sliohg ==manfics of Semad ToGrowy make the implemenia-
tioh of the gionp dilecloly z=ivice simple.
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Tig.3 Chganization of the directory service baed on gromp
commumcation. (a) Admimsimdive dxa; b)) Dhreclones; (o)
Files.

The sdminiztialive dria ale siolsd oh a2 1w dizk pauti-
tioh of n fined-l=hglh blocks. Bleck O coniainz global
infolmation aboni the dil=cicly s=ivice and blocks | io
i — 1 contain the capabilities of the Bullet fil=s stoting
the conients of a ditecioty, including the ==quoence
nombet of the |zl changs. Bleck O, the commii bleck fo
the gionp dil=cloly seivice is shown in Figoie 4. The
confignimion veciol is a bil veclol, index=d by s=ive
nombet. I seivel 2, fol example, iz down, bit 2 in the
veciol iz 2ol fo 0. T de=ciibes the |o confignision with
amajotily of which the s=ivel waza membei.

Confignniion vacior
1 np? | 2 np”

3 npT | Seqmence number Reconering”

Tig.4 Layom of the commii block.

Each tim= an update opmaion is pmfounsd, a
s=quehos hombel sloled with the dil=cloly iz inclemsed.
Duting i=covely, the ssquehos hombel is compoted by
iaking the mmximum of all the zequence nombs=lz =iowsd
with the dil=cioiy files and the s=qo=hos humbe=i sioied in
the commiil bleck. Af filzd =ighi il may s==m =liang= thai
assqu=hes hombel isalso sloted in the commit block, bot
thiz iz neaded fou the following caze. When o dit=ciowy is
delet=d, the 1=f=i=hce 1o the Bullei fil= cohiaining the
dil=ctioly ahd the s=quehcs hoimbei is deleted, bt the
s=ivel mos l=oold somewhel thadl i prifounesd an
update. The z=qu=nce hombel in the commit block iz
used fou this eaz=. 1 iz only updated when a dit=ciowy is
delet=d.

The recenering fied is n=eded io ke=p tiack whether 2
weivel cloazhed doling t=covely. If thiz fi=ld iz ==i, the






