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Abstract

Heap and stack buffer overflows are still among the most comattack vectors in intrusion attempts. In this
paper, we ask a simple question that is surprisingly diffitmlanswer: which bytes contributed to the overflow?
By careful observation of all scenarios that may occur inribews, we identified the information that needs to be
tracked to pinpoint the offending bytes. There are manyamssvhy this is a hard problem. For instance, by the
time an overflow is detected some of the bytes may already bega overwritten, creating gaps. Additionally, it
is hard to tell the offending bytes apart from unrelated ekndata. In our solution, we tag data from the network
with an age stamp whenever it is written to a buffer. Doing koae us to distinguish between different bytes and
ignore gaps, and provide precise analysis of the offendyngsh By tracing these bytes to protocol fields, we obtain
accurate signatures that cater to polymorphic attacks.

Keywords: attack analysis, intrusion detection and prevention, ypo&s

I. INTRODUCTION

Polymorphic network attacks are difficult to detect and evendrato fingerprint and stop. This is especially true
if the exploit itself is polymorphic [12]. We define fingerprimg as the process of finding out how an attack works.
It is important for two reasons: analysis of the attack (ebg.human security experts), and signature generation.

Signature generation is hard because of the complex and ¢mgflicst of constraints. Signatures should incur
a negligible ratio of false positives, while the number dééanegatives should be low. Also, we should be able to
check signatures at high rates and cater to polymorphickattaith polymorphic exploits. We further aim for fast,
one-shot generation without the need to replay the attack.

In this paper, we address the problem of polymorhitfer overflowattacks on heap and stack. Given their long
history and the wealth of counter-measures, it is perhag®ising that buffer overflows are still the most popular
attack vector. For instance, more than one thir@lbfvulnerabilities notes reported by US-CERT in 2006 consisted
of buffer overflows [34]. As the US-CERT's database contains mgpes of vulnerabilities (leading to denial
of service, privacy violation, malfunctioning, etc.), thercentage of buffer overflows in the set of vulnerabilities
leading tocontrol over the victim is likely to be higher. Even Windows Vista, am@S with overflow protection
built into the core of the system, has shown to be vulnerabkuth attacks [28].

Polymorphic attacks demand that signature generatorstékadécount properties other than simple byte patterns.
For instance, previous approaches have examined suchrpespas the structure of executable data [16], or
anomalies in process/network behavior [10], [18], [20].

In contrast, in this work we asked a simple question that ipr&ingly hard to answer: what bytes contribute
to an attack? As we will see, an answer to this question aigally yields reliable signatures. Like [4], we focus
on vulnerabilities rather than specific attacks, which makessignatures impervious to polymorphism. However,
besides signatures, we believe the answer to the aboveiguésinvaluable for later analysis by human experts.

The full system is known aRrospector a protocol-specific detector of polymorphic buffer overflowsdeals
with both heap and stack overflows in either the kernel or usBrgsses and while it was implemented and evaluated
on Linux, the techniques apply to other OSs also.

In a nutshell, the idea is as follows (see also Figure 1). Weamsemulator-based honeypot with dynamic taint
analysis [27] to detect attacks and to locate both the exdrieas where a control flow diversion occurs and all the
memory blocks that originate in the network (known asttiatedbytes). The emulator marks all bytes originating
in the network as tainted, and whenever the bytes are copi@detnory or registers, the new location is tainted
also. We trigger an alert whenever the use of such data gmksgcurity policies.
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A vulnerable buffer is filled with Detect attack using taint analysis Detect which tainted blocks Correlate memory with network trace
data from 2 locations in the network and locate the target and the tainted contributed to the attack and whether | and determine which protocol fields werg]
trace (b1 and b2) and overflows a blocks. In the emulator we also track a gap should really be ignored. involved in the attack. Finally, determine
target address. The area marked by 'x’ the origin of the data in the network the maximum combined length for these
is also tainted, but has nothing to do trace and keep an administration to fields.

with the overflow. Furthermore, part of distinguish between different memon
the tainted area b2 that is part of the allocations.

attack, contains a gap (indicated by 'G’).

Fig. 1. Main steps irProspectois attack analysis.

Next, we track which of the tainted bytes took part in the gdtdor instance, in a stack overflow we walk up
the stack looking for tainted bytes. However, we must weedatithe memory that, while tainted, had nothing to
do with the attack (e.gstaledata that was part of an old stack frame, such as the bytesethark the figure).

To do so, we track thageof data at runtime, so that we know whether memory on the heapaok is a left-over
from an older allocation and can distinguish relevant byitesy memory to be ignored.

Once we know which bytes were in the buffer overflow and we caoetthem to the bytes that arrived from
the network, we find out which protocol fields contributed to #tack. Ifn fields were involved in the overflow
with a combinediength of N, we know that any similar protocol message with a combinedtle for these fields
greater or equal taV will also lead to a buffer overflow.

Contributions. Our main contribution is the identification of all bytes calnfiting to an overflow. The identi-
fication is performed in a single interaction (i.e., withowed for replaying attacks) and is sufficiently fast to be
used in honeypots. The signature generator is intended tortgrate the usefulness of such data in practice. While
the end result is a powerful signature generator in its oghtrivery different signature generators could also be
built on this technique. For instance, we essentially ygidrt-like patterns which may be used if the attack is not
polymorphic. In addition, it could generate a wealth of imfi@tion for human security experts.

A second contribution is that we extend taint analysis intémeporaldomain. In its simplest form, taint analysis
is zero-dimensional and consists of a single bit for evera di@m to indicate whether or not it originates in a
suspect source. More advanced analysis extends the anialybie spatial dimension, by tracking exactiperethe
data originated (e.g., Vigilante and Argos both maintainoaier in the network trace). In this paper, we extend
tracking in the temporal domain by storinghendata is tainted. We argue that this is essential informattbon
signature generators that allows us to separate relevaes lypm unrelated tainted memory.

A third contribution is that we first show that well-known ekig) vulnerability-based signatures based on the
length of a protocol-field (e.g., Covers [19]) are weak anddently incur both false positives and false negatives,
and then remedy the weakness so as to make false positiveallyiimpossible and false negatives implausible.

A fourth contribution is that we extend the vulnerabilitgsatures to include attacks based on protocol messages
that contain a specially forged (wrong) length field. Foramste, such fields specify the length of another protocol
field and by providing a wrong value, the attack coerces valoler programs into allocating buffers that are too
small and that overflow when the actual data exceeds the spelafigth. We will discuss more advanced attacks
of this type also. Few existing projects address such attacks

There are other contributions as well (e.g., a novel way toitopprocess switches from an underlying emulator),
but as they are not the focus of this paper, we will not dweltloem in this section, and defer the discussion to
the relevant sections. Finally, we extend@aspectorwith an attack vector-specific module to make it deal with
double free attacks.

Outline. Section Il discusses related work. Section IlI highlightstdas in heap and stack overflows that
complicate the analysis. Sections IV and V describe the deaigl implementation oProspector respectively.
Prospectoris evaluated in Section VI. Conclusions are drawn in Section VI

[l. RELATED WORK

Previous work on detection of polymorphic attacks focusedtemhniques that look for executable code in
messages, including: (a) abstract or actual execution tiark data in an attempt to determine the maximum



executable length of the payload [33], (b) static analysigiétect exploit code [5], (c) sled detection [1], and
(d) structural analysis of binaries to find similarities beeém worm instances [16].

Taint-analysis is used in several projects for signatuneegsion [24], [7]. However, none of these projects
provide an answer to the question of which bytes were ingbhNEnhanced tainting [3] expands the scope of
tainting to also detect such attacks as SQL injection and XSSielowires source code transformation.

Transport-layer filters independent of exploit code are psed in Shield [35] with signatures in the form of
partial state machines modeling the vulnerability. Specifimtqrtion against instruction and register shuffling, as
well as against garbage insertion is offered by semantigse detection [6].

A related project, PolyGraph [23], fingerprints attacks bykiag at invariant substrings present in different
instances of suspicious traffic. The idea is to use these sujgstas a signature. Such methods are vulnerable to
the injection of noise in the data stream [26].

Various groups have proposed anomaly detection for cagghiymorphic attacks. PAYL [36] builds a model of
the byte distribution of normal traffic and compares realffigafith this model. Increasingly sophisticated mimicry
attacks [15], [13] are a problem and spark many new develofsria this direction [11], [10], [17].

SigFree [38] observes that overflow attacks typically contaatetables whereas legitimate requests never contain
executables, and blocks attacks by detecting the presdrmmie.

Brumley et al. propose vulnerability-based signaturestiidt match a set of inputs (strings) satisfying a vul-
nerability condition (a specification of a particular typepsbgram bug) in the program. When furnished with the
program, the exploit string, a vulnerability condition,daiine execution trace, the analysis creates the vulnesabili
signature for different representations, Turing machgyebolic constraint, and regular expression signatures.

Packet Vaccine [37] detects anomalous payloads, e.g.easskguence resembling a jump address, and randomizes
it. Thus, exploits trigger an exception in a vulnerable pamgr Next, it finds out information about the attack (e.g.,
the corrupted pointer and its location in the packet), andegges a signature, which can be either based on
determination of the roles played by individual bytes, ocdin be much like Covers [19]. In the former case,
Packet Vaccine scrambles individual bytes in an effort entdy the essential inputs. In the latter case, the engine
finds the field containing the jump address and estimate thaéhemgeded to cause an overflow. These coarse
signatures are subsequently refined by trying variationshefviaccine, that is, the engine iteratively alters the
size of the crucial field, and checks for the program excepfatket Vaccine suffers from the same problems as
Covers. It neither checks for multiple separate fields, nomie® about the granularity of the protocol dissector.
Also, it does not address the problem of attacks based oromafl length fields mentioned earlier. By passing
over these issues, this approach may lead to false negainkepositives.

Dynamic protocol analysis [9] proposes the design of dycaapplication-layer protocol dissection to deal with
remote attacks that try to not use a standard port to evadeityemeasures based on protocol-analyzers. Our
current signature generator is based on Ethereal, but we eagily port it to any other network protocol analyzer.

I11. OVERFLOW ATTACKS AND COMPLICATING FACTORS

Prospectorcaters to both heap and stack overflodtackoverflows are conceptually simple. Even so, they prove
to be hard to analyze automatically. Essentially, a vulrleraboiffer on the stack is overflown with network data
until it overwrites a target that may lead to control flow dsien (typically the return address). Observe that the
data that is used for the overflow may originate in more than swieof bytes in the network flow (examples in
practice include the well-known Apache-Knacker exploit]j3In Figure 1 this is illustrated by regiortd andb2.
Taking into account either fewer or more protocol fields magdlboth to false positives and negatives. Covers [19],
by using a single protocol field, therefore lacks accuracy muti-field attack.

There is another, more subtle reason why this may occur, dvée iattack does not use multiple fields: the
protocol dissector used to generate signatures may worifetesht protocol field granularities than the application.
For instance, the dissector may identify subfields in a retiked protocol field as separate fields, while the
application simply treats it a single protocol field. As a angence, the two types of misclassification described
above may occur even for ‘single-field’ exploits. As we oftenribt have detailed information about the application,
this scenario is quite likely. Again, solving the problengquaes handling ‘multi-field” attacks properly.

Gaps. The naive solution for finding the bytes that contribute to thliack is to start at the point of attack (the
targetin Figure 1) and grab every tainted byte below that addres$ wathit a non-tainted byte. Unfortunately,
while all bytes that contributed to the attack were taintesicane point, such a naive solution is really not adequate.



First, there may bayapsin the tainted block of memory that was used in the attack. ifstance, the code in
Listing 1 may lead to a gap, because the assignmentdocurs after the overflow.

Unrelated taints.Second, the naive solution gathers tainted blocks that ardaiad to the attack. An example
is the region marked by in Figure 1. It may be caused by left-over data tainted from lanstack frame, or by
safe buffers adjacent to the vulnerable buffer, such as tifierbunr el at ed in Listing 1. In this paper, we will
informally refer to such unrelated tainted datausselated taints

Listing 1. Tainted data: gaps and and areas with unrelated taints

. void readfrom_socket (int fd) { // fd is socket descr
int n;

char vuln_buf [8]; // vulnerable buffer

char unrelated [8]; // safe buffer, unrelated to attack
read (vulnbuf, fd, 32); // overflow possible

read (unrelated, fd, 8);// no overflow possible

n = 1; // untaints 4 previously tainted bytes

return ;

}

Heap corruptioncan be more complex than a stack overflow and potentially mowegul. A simpleoverflow
occurs when critical data (e.g., a function pointer) is awéten from a neighboring chunk of memory, or from
another field of a structure. In a moaelvancedorm, the attacker overflows link pointers that are used tontaa

a structure keeping free regions. It allows an attacker srnexite virtually any memory location with any data [2].
The problem is caused by the implementation of memory allmeaunctions which store control data together
with the actual allocated memory, thus providing attackmtential access to information used by the operating
system memory management.

The problem ofgapsand unrelated taintsalso exists for heaps and is mostly similar to that of thekst&or
heap overflows, instead of the occurrence of stale taintea flain a previous function call, we may encounter
stale tainted data used in a previous function that allacdte memory region. In addition, there may be taints in
adjacent fields of a structur@dvancecheap corruption attacks yield an additional complicat®imce the attacker
can overwrite any memory location with any contents, it isgible that at detection time the memory region which
was holding the vulnerable buffer is reused and containslated data. If left unhandled, such a scenario would
prevent us from pin-pointing exactly the data responsibfetiie intrusion attempt.

Length field attackdrinally, numerous protocols have fields specifying the lemgthnother field, say, defining
the length of fieldf . Attackers may manipulate this length value, and via heagpflows take control of the host.
First, a malicious message may provitle with [ >> [y and close to the maximum size of an integer. The
application allocates = I, + k bytes (where: bytes are needed to store some application-specific dath}, emds
up being a small number because of the integer wrap-arduad/;. As a result, the application copiés bytes
into the buffer leading to overflow. In a second scenario,lyaseen in the wild, the attacker providéssmaller
than expected], < Iy, the application allocates a buffer of sizewhich is not sufficient to hold the data, and
a subsequent copy operation without boundary checks smliwork data over adjacent memory. Notice that we
cannot draw any conclusions about a message containingastagtks by relying only on the observation that
fields where involved in the overflow with a combined lengthNof

We conclude this section with the assumption that overflovesioby writing bytes beyond the high end of the
buffer, since it makes the explanation easier. Howeves fttivial to extend our techniques to handle the reverse
direction (attacks overwriting memory below the start ofudfér).
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IV. DESIGN

The main steps oProspectois attack analysis are sketched in Figure 1. In this sectian fivgt describe how
we instrument the execution and what data is produced byamni-analysis emulator. We then show how we use
this data to determine the exact bytes in the attack. The methat constitutes these bytes will be referred to as
the crucial region. Finally, we correlate the information with protod@lds in network data to obtain signatures.

A. Dynamic taint analysis

Prospectoremploys an efficient and reliable hardware emulator that teesanalysis to tag and track network
data [27]. Data originating in the network is marked as tadntand whenever it is copied to memory or registers,
the new location is tainted also. We raise an alert whendweuse of such data violates security policies. To aid



signature generation we dump the content of all registersyell as tainted memory blocks to file, with markers
specifying the address that triggered the violation, thenony area it was pointing to, etc. In addition, we keep
track of the exact origin of a tainted memory area, in the fofman offset from the start of the network trace. In
practice, the offset is used as (32 bit) tag.

Even with such accurate administration of offsets, the oldf identifying crucial regions remains. We therefore
extended the tracking in the temporal domain. In the next $eations we will explain the blocks that together
form our information correlation engine. We start with sagpfor an advanced heap corruption attack, and then
explain how we pinpoint the relevant tainted memory region.

B. Dealing with advanced heap overflows

In the case of stack overflows and simple heap corruptionkasttage know from where to look for the crucial
regions: in the memory area beneath the violation addrgsstesl by the emulator. In contrast, advanced heap
corruption attacks, require us to find first the memory regiontaiaing the vulnerable buffer. Only then we can
start marking the bytes that contributed to the attack.

Such attacks may easily lead to a situation in which at detediime, the memory region that was holding
the vulnerable buffer is reused and contains unrelated @atspectortherefore marks the bytes surrounding an
allocated chunk of memory asd. When tainted data that is written to a red region (représgran overflow, but
not necessarily an attack, see also Section V-B), we keepppkcation running, but dump the memory region
covering the whole vulnerable buffer for potential latee ushis works as common memory management systems
store control data in-line together with allocated chunksnemory. Consequently, the ‘red’ bytes surrounding an
allocated buffer contain control data, which should newewberwritten with data coming from the network.

In the case of an intrusion attempt, we search for the vimatiddress and the network index in the dumped
heap areas in order to find a memory region containing the ibtifee contributed to the attack. These chunks of
memory allow us to perform further analysis described in iBadiv-H. Note that red markers are quite different
from StackGuard’s canary values [8], as they are maintairyeithd emulator and trigger action immediately when
they are overwritten.

C. Dealing with malformed messages in heap overflows

To handle heap corruption attacks that use malformed lefiglitis, we check whether allocating a chunk of
memory relies on remote data. Whenever an application eallsoc (si ze) with thesi ze variable being tainted,
we associate the network origins of the length parametdr thi2 new memory chunk. In the case of an intrusion
attempt, it enables us to determine the real cause, andajergicorrect signature. For details, see Section IV-1.1.

D. Age stamps

In order to distinguish between stale and relevant data battstack and heap we introduce age stamp
indicating the relative age of data regiolgeSt anp is a global counter, common to the entire OS running on the
emulator. The need for a system-wide global variable steors the fact that memory may be shared.

AgeSt anp is increased whenever a function is called (a new stack fianadlocated) or returns. To be precise,
we updateAgeSt anp v; to (v; + 1) only if in epochv; a tainted value was stored in the memory. Otherwise it
is not necessary, as we shall soon see. If a tainted valugpieccto memory, we associate the currdgeSt anp
with the destination memory location, i.e., for each taintalue we remember the epoch in which it was stored. In
addition, for each process and lightweight process we atiéoa history buffer, where we store information about
allocation and release of stack frames, as follows: for danhtion call and return we store the value pair (stack
pointer,AgeSt anp). When an application allocates a buffer on the heap, wecadsathe currenfgeSt anp with
this memory region. When a memory field becomes untainted,oveod clean the age stamp value.

We observe that the order of age stamps in the crucial regigin after the overflow (before gaps appear) is
nondecreasing. After all, if the buffer was overwrittentwine call to a copying function, all tainted bytes have
the same age stamp, and so the observation holds. Othethws@bservation results from the assumption that
buffers overflow from low to high addresses. Indeed, if thedpwart of the buffer was filled by a functidrun;
in epochAgeSt anpy, and later on the higher part - by a functiban, in the periodAgeSt anps, thenAgeSt anp;
< AgeSt anpa.

We will use this observation in the analysis phase to spoteadibytes stored later than the crucial tainted memory
region, forming either a gap, or an area of unrelated takds.instance, thenr el at ed buffer in Listing 1 has
age stamps greater thaal n_buf , and so we can conclude that it does not belong to the cru@aharny region.
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(a) memory allocation, AgeStamp=20; (b) assignment in line 5, and first iteration of the while loop, (c) second iteration of the while loop,
(d) remaining iterations of the while loop, (e) first iteration of the for loop, (f) remaining iterations of the for loop
Since p is untainted, and we cannot deduce values of its associated indicators, they are left blank.

Fig. 2. A series of the emulator's memory maps presenting valuesiatmbuwith local variables c_f un. The columns contain taintedness,
AgeSt anp, PFT andFTS indicators, respectively. The hardware emulator cannot certainly glissih between stale, fresh and unrelated
tainted bytes. It just says whether a memory location is tainted or not. Tiee fapntains various patterns for clarity reasons.

E. Additional indicators

Even though age stamps provide a crude separation of urttdlaitgs, they are not powerful enough. Let us
consider an example vulnerabdef un function in Figure 2. For simplicity we discuss a stack examplut the
method is used for the heap also. The figure illustrates a sgrig3 of the emulator's memory maps presenting
values associated with local variablesaof un. For now, we limit our interest to the first two columns coniagn
information about taintedness aldeSt anp, respectively. We assume that the example function is ésdcin
an epoch withAgeSt anp equal t020, so that the few existing tainted bytes witlgeSt anp 19 are stale. Note
that by usingwhi | e andf or loops,a_f un copies network data without any calls and tiwishout incrementing
AgeSt anp. Even though we duly raise an alert after step 2f, when thetifmeeturns and is about to jump to an
address influenced by the attacker, the memory dump and thstag@s do not provide the means to separate the
relevant bytes from the unrelated buftawf . The reason is thatul n_buf andbuf have the samaégeSt anp.

To remedy this situation we introduce two extra 1-bit intiica for each memory location to let us establish
the order in which the buffers were fille@FT (Previous address Freshly Tainted) &b (First Tainted Store),
respectively. Intuitively,PFT indicates for address whethera — 1 was assigned fresh tainted contentsa Ifs
tainted, therPFT signifies that the contents af— 1 is more recent than that af. The FTS bit indicates that the
tainted store at addresswas the first such store to aftera — 1 was tainted. However, their exact meanings are
defined by the algorithm in Listing 2. As the semantics of thegeddditional indicators are complex, we introduce
them by way of a detailed example.

Listing 2. Algorithm for updating the indicators
i. for all tainted stores to addrldo:
1. PFT[addr1+1] = 1;
/l Explanation: address below addrl is tainted and more ’$te’
// than the contents of addrl

2. if (PFT[addrl] == 1){
FTS[addrl] = 1;
PFT [addrl] = O;

} else FTS[addrl] = 0;

/I Explanation: if FTS[addrl]==1, the value at addrl is theemsult of 1st tainted store

/I to this address after the address below it was tainted. cdAlsthe the content of addril
I/l cannot be more recent than that of addrl, so we negate PHEOrd]. Finally, if addrl is
// updated more than once without change of adeil, then FTS[addrl] must be set to 0, as
// addrl no longer contains a value of the first tainted storf®llowing that at addrl-1.

3. if ((FTS[addrl] becomes 1) & (AgeStamp[add+ll] < AgeStamp[addrl])){
store AgeStamp[addrZ1]; // StoredAgeStamp: for later use

/I Explanation: intuitively , this happens when addrl is thfdrst byte of a buffer that was
/I copied by a function and no tainted data was stored here c®inthe address below it

/I became tainted. Because it could be the beginning of a newffér adjacent to an existing
/l tainted region, we have to record it. The exact reasons Iwble clarified soon.

ii. When an addres is untainted, wa&o not touch the values
of the PFT and FTS markers.



F. Example explained

We return to the example in Figure 2 and examine valug&FafandFTS, i.e., the values in the last two columns
of the memory maps.

The assignment operation in line 5 sets memory associatédovés untainted, and leav€sospectois markers
untouched (Figure 2b).

This brings us to the execution of thi | e loop in lines 6-7. The first iteration marksidr ,,,, 1., ¢ tainted,
setsAgeSt anp(addr ui5ur) t0 the current value oRgeSt anp, and PFT(addr i, pur+1) to 1. We informally
interpret it asaddr i, 1 telling (@ddr i, 00 +1): “l have tainted contents, more fresh than yours”. W& sti
need to decide abouRTS(addr ., bur). AS We do not know the value d*FT(addr i, puy), l€T US @assume, for
example, thaPFT is unset. In this caseddr ., 5, s has already ‘consumed the message’ fradf , i, by r-1),
and so the current store operation is not the first sinder(,.;» ».r-1) became tainted. We record this information
by unsettingFTS(addr yuin_puf)-

Figure 2c presents the second iteration of el e loop in lines 6-7. We markaddr ,,,, 1, +1 as tainted,
setAgeSt anp(addr ,.nus+1) to the current value ofgeSt anp, andPFT(addr i, puf+2) to 1, thus informing
the memory location above it thatidr ., »,r+1 has freshly tainted contents. This time we know that natesin
store operation was executed Sir@RIr ., 1, DeCame tainted. We seTS(addr ., ur+1) to 1, and also unset
PFT(addr ,yin puf+1), since the tainted value alddr ., 1, +1 is more recent than that abidr i, by -

Figure 2d illustrates the memory map just after wheé | e loop. Observe that all bytes inside the tainted memory
region which contributed to the attack ha®ET unset, and-TS set to1.

This brings us to thé or loop in lines 8-9, the first iteration of which can be examinadrigure 2e. While
storing the first byte in the gap, we T (addr ,,+1) to 1, and also check that the current store operatiowts
the first one sincaddr 4, ;-1 became tainted. Indeed, the assignment in the fifth iteradf thewhi | e loop held
this property. So, we unseTrS(addr 4, ).

Finally, Figure 2f presents the whole gap formedHuyf . Observe that the gap internally hesT negated, and
FTS set, just like a ‘typical’ tainted region. However, the bytest above the gap ha®FT set to1, as a result
of the store in the fourth iteration of thfeor loop. In that iteration, dddr 4, ;+3) informed the memory location
above it about its freshly tainted contents. Since this wasldkt byte of the unrelated buffer, no store operation
has ‘consumed this message’. Similarly, the bottom byte efgép has both indicators negated.

Now that we have an intuitive grasp of the use of the additiordicators, we are ready to turn to more formal
definitions (Section IV-G) and analysis (Section IV-H).

G. Formal specification of properties of tainted data and gap
In this section, we use the indicators defined above to derwpepties of regions of tainted memory.
Observation 1 Let buf be a crucial tainted region of size Then:
(@ Vi=0...(n—1): buf[4] is tainted,
(b) Vi = 0...(n — 1): AgeStanp; > Al | ocAgeSt anp, where Al | ocAgeSt anp is the epoch in which the
buffer was allocated,
() Vi,j=0...(n—1),i < j: AgeSt anp; < AgeSt anp;,
(d) Vi=1...(n—1): PFT(buf[4]) is unset, and=TS(buf [ 4] ) is set (as the store auf[i] finds PFT set).
Observation 2 Let gap be a non-tainted discontinuity located inside a crucialteed memory regiobuf , i.e.,
a region inbuf where Observation 1.a does not hold. Since neither age staorpmdicators are changed
when a memory location becomes untainted, Observatiorsl Hlalso hold withimgap.
Observation 3 Let gap be a tainted discontinuity of size inside a crucial tainted memory regioaf . Then:
(@ Vi=0...(m—1) gap[i] is tainted,
(b) Vi=0...(m — 1) AgeSt anp(gap[i]) > AgeStanmp(gap[m])?.
(c) gap[ m] has both indicator®FT andFTS set tol, while gap[ 0] has both indicators set @
(d) Yi=1...(m—1): PFT(gap[ 4] ) is unset, and=-TS(gapl[ 7] ) is set.
Of course, a gap containing unrelated taints may adjoin #@asigap. In that case, they simply merge as follows.
If gap is a tainted discontinuity located inside a crucial regtarf, and the bottom (top) part afap adjoins

while gap has onlym bytes andgap[ m] strictly speaking does not exist, we use it as a C-like shorthand for ‘treediyovegap’.



another tainted discontinuityap; (gap;), then both holes merge together forming a single discaityirfor which
all properties listed in Observation 3 hold.
H. Analysis: pinpointing the bytes responsible for the owerf(and no others)

To find the bytes that contributed to the attack (the crucigiom®, we traverse the memory downwards starting
at the violation address and continue as long as the byte®me across conform to Observation 1. In this Section
we discuss how to start this process and how to overcome th@lmating factors mentioned in Section IIl.

1) The age of allocationWe start the analysis by figuring oit | ocAgeSt anp, the age (or epoch) in which
the vulnerable buffer containing the violation address afigcated. We need it to distinguish between fresh and
stale data.

In the case of a heap corruption attack, the age stamp wagidyphaintained for each chunk of memory. In
a stack smashing attack (i.e., when the violation addreastismaller than the value of the stack pointer register
ESP), we check the history of stack frames associated with theevable process for the most recent entry above
the violation address. If the malicious data was spilledrdabe adjacent stack frame as well, we may find an
age stamp of a caller function instead. However this doepretent the correct analysis, because when we start
looking for the whole crucial region later, we will figure ourtet most recent, and propgageSt anp.

2) Gaps: One of the difficulties identified in Section Ill concerned gapshe crucial region’s tainted data. As
we have seen, such discontinuities may occur for instan@nlie program assigns a new value to a local variable
allocated in the crucial region after the overflow took platkey can also arise if parts of the vulnerable buffer
are refilled by the application. Let us assume for now that tBeaditinuity is fully included in the crucial tainted
memory region, i.e., below the gap there is at least one byiehacontributed to the attack.

Again, to find the crucial region we traverse the memory as lasghe bytes encountered are in accordance
with Observation 1. However, we now come across a discoityitnefore we reach the region’s bottom. To handle
such gaps, we look for the end of the discontinuity to find outvhmany bytes of the crucial region we are
missing. In the following, assume thatidr ; is a memory location at variance with at least one of the ptase
of Observation 1.

If we find a byte at variance only with Observation 1.a (i.eisinot tainted), we conclude that it belongs to a
non-tainted discontinuity. We traverse the memory furthetil we encounter tainted data. Since we assume that
the gap does not reach the beginning of the vulnerable bufiewill eventually spot a tainted byte.

We can also find a byte in memory locatiaddr ; at variance with Observation 1.d. This means that the values
of indicators arecorrupted PFT(addr 1) is not equal ta) and/orFTS(addr 1) is not equal tol. If both indicators
are set to one, then the memory location below has freshiyetdicontents. Observation 3, defining gaps, says that
it is probable that we have just spotted a tainted discoityinWe now traverse the memory until we encounter a
memory location with the two indicators not set. Let us nowuass that the inconsistency with Observation 1.d
means thaFTS(addr 1) is equal to0. At first sight, one may think that a new tainted store openatibaddr ;
caused the change of the indicator, but then the memoryidocabove it &ddr; +1) would havePFT set tol,
which would also have conflicted with Observation 1.d. As we bt detect this, such a case will not occur.

Similar reasoning yields that we will never discover the téa gap by coming across a byte with ageSt anp
more recent than expected (i.e., at variance with Obseivatic). Indeed, a tainted store operatioaddr ; changes
PFT(addr; + 1), which we will encounter first.

Summarizing, we know how to detect boundaries of a discoityirstablished in a crucial memory region. Note
that without the extra indicators we would not be able to iigrthe tainted gap established in the same epoch as
the remains of the vulnerable buffer.

3) Excess of dataWe now discuss how to determine the beginning of the vuliedalfferbuf , thus we address
the problem of unrelated taints. For the sake of simplicitg, again assume that there is no discontinuity at the
beginning ofbuf , i.e., at the point of intrusion detectiobyf [ 0] contains the byte that contributed to the attack.

Consider the successive possible instances of the begimiithe vulnerable buffer. For each of the scenarios
we explicitly discuss the contents of essential variabtabetime of the overflow and at the time of detecting the
intrusion. For the sake of clarity let us denote the memocation ofbuf [ 0] by addr 5, and the address below
buf [ 0] by addr 4. We assume that traversing the memory as discussed abous tedoyteaddr 5, and we check
whether we can draw appropriate conclusions enabling to gpoectly the buffer boundary.

1) Overflow: PFT(addr p) equalsO; we setFTS(addr g) = 0.

Detection: We encounter a byte witRTS set to0, and we are not inside a discontinuity. Thus we have just



encountered the beginning btif . To make the conclusion clear, note that inside a taintederable buffer
there is only one possibility for a byte to have tR€S indicator unset, namely at the beginning of a gap.

2) Overflow: PFT(addr g) is equal tol, butaddr 4 contains stale data; we $eIS(addr ) and unsePFT(addr g).
Detection: We encounter a byte witRTS set andPFT unset, which has the stored age stamp of the address
beneath it. Observe that since the datadir 4 is stale,AgeSt anpaddr 4 is less than the current age stamp,
and recall from Listing 2, step i.3 that we will have stored #ye stamp in this case. We compare this age
stamp withAl | ocAgeSt anp of buf to conclude that at the time of overfloaddr 4's value was stale, so we
have just encountered the beginning of the vulnerable buffe

3) Overflow: PFT(addr g) is equal tol, addr 4 contains fresh data; we SETS(addr 3) and unsePFT(addr ).
Sinceaddr 4 merged withbuf together form an area that conforms to all the properties ofuaial region
(see Observation 1), we will treatidr 4 as a part of the tainted buffer we are looking for. Note thatcamenot
detect thatddr 4 belongs to a distinct variable. Most compilers (includgwr) allocate stack memory for a
few local variables at once, making it impossible to see tenbaries between successive buffers. Similarly,
on the heap, memory is allocated for a structure as a whdlegrrghan for the individual fields separately.
Detection: We come across a byte witfTS set tol. Regardless of the existence of the stored age stamp of the
memory location below it, we will conclude that at the momehbverflow addr 4’s value was fresh, and so
is supposed to belong to the vulnerable buffer. Dependintherapplication behavior between the moment of
overflow and that of detection, we will end up either addingelated taints to the crucial tainted memory region
or spotting a contradiction with Observations 1-3 and r&ingy to the last correct byte encounteraddr 3.
The first possibility comes true only if (a) we reach a buffert isatotally filled with network data, (b) the
possible area between this buffer aattir 5 appears exactly like an unrelated tainted gap, and (c)iaddlty,
the whole region containing the buffer, the unrelated &lrgap, and the crucial tainted memory region is in
accordance with Observations 1-3. Note however, that ewehis unlikely case we could only incur false
negatives, and never false positives, since the unrelatatetl buffer needs to be filled totally.

We have not discussed what happens if the discontinuity envikiinerable buffer reaches the buffer's bottom.
In principle, the analysis is analogous to the one preseaibede. What is worth noting, is the fact that we miss
part of the crucial tainted memory region, since the bottart pf the vulnerable buffer gets overwritten. If we
deal with a gap located on the stack and containing an extt@qwl field not encountered before, we may end up
suffering from both false positives and false negativegf¢Ralso to Section IV-1.1.c.)

I. Signature Generation

After the preceding steps have identified the malicious datenémory and generated a one-to-one mapping
with bytes in the network trace, we generate signatureshdemd identifying polymorphic buffer overflow attacks.
Using knowledge about the protocol governing the malicitraffic, we first list the protocol fields including the
crucial tainted memory region. Due to possible excess otddidata in rare scenarios described in Section IV-H,
we include a protocol field in a signature either if it contathe violation address, or if a cohesive part of it
including at least one boundary can be mapped to the indicatdicious data. We call these fieldstical.

Note that vulnerable code usually handles specific protoclulsfierhus, attackers wishing to exploit a certain
vulnerability within this code, embed the attack in theset@eol fields. If values in such fields contain more bytes
than can be accommodated by the buffer, an overflow is surectar.oc

1) Vulnerabilities rather than attacksiWe generate signatures for stack and heap overflows by simegiftye
vulnerability rather than the attack itself. We do so by aading the protocol fields that should collectively satisfy
a condition. In particular, in the current version the signa specifies that the fields should collectively have a
length L that does not exceed some maximum, lest they overflow impovidaes in memory. In the simple case
with only one protocol field responsible for the attadk,describes the distance between the beginning of the
protocol field and the position in the network trace that cimstéhe value that overwrites the target. Otherwike,
is augmented with the lengths of the remaining critical fieldsboth cased. is greater or equal to the length of
the vulnerable buffer. Signatures can be checked by a priotliesector (similar to Ethereal) that yields the fields
in a flow.

a) Heap overflows founded on malformed leng#ks mentioned earlier, for heap corruption attempts that
manipulate a length field signatures need to relate the alrfirlds to the length field. Thus, after having determined
the crucial tainted memory regidsuf of lengthl, we check in the network trace for the length valyerovided



by the attacker. If it is bigger thah we specify that a message contains an attack if the cumelletngth of the
critical fields is less thai, with the length field greater or equg). In the second scenario, with < [, we must

be more cautious, since the value provided by the attackes dot need to define the number of bytes, but it could
describe amount of integers or any other structures. Forwewlescribe the malicious message similarly as in the
case of overflows regarding static-length buffers, reggigonformity of the length value with the actual size of
the protocol fields. Thus as a value fbrwe provide the length field. To assure that the signature isddatorrect
we need to verify it by checking wheth&rospectorspots an illegal operation if we send a message with critical
fields filled with arbitrary bytes in the size slightly exceeaglirengt h_fi el d. If it appears that we are wrong, the
only thing we can do is use the semantics of the protocol foescption of the length field.

b) Multiple fields: By handling multiple fieldsProspectorfixes and generalizes the signature generation in
Covers [19]. Also, unlike Covers, we do not require the protalissector to match the granularity in which the
application works with protocol messages. The granularityhe dissector may be larger or smaller than that of
the application. For instance, the dissector may indidad & message contains two field$ and F'2, while the
application copies them in one in a single buffer in one gedrtally treating them as a single field.

c) False positives:Observe that whenever an application with a given vulnétabieceives network data
containing the corresponding critical fields with a colleetilength exceeding. bytes, it will not fit in the
application buffer, even if it does not contain any maligalata. Consequently passing it to the application would
be inappropriate. In other words, regardless of contemt,sinatures will not incur false positives in practice.
However, in an unlikely scenario it is possible that we cancarrectly determine the crucial tainted memory
region, missing a protocol field. This may happen if the gap utial tainted memory region reaches the beginning
of the buffer, and contains an extra protocol field not encenaut before. Notice however, that when we analyze
a heap corruption attack which overwrote control datade region) on the heap, we will not miss any protocol
fields, since the memory dump is performed exactly at the momwieoorruption.

d) Polymorphism:By focusing on properties like field length, the signatures iadependent of the actual
content of the exploit and hence resilient to polymorphi&y.focusing on the vulnerabilities, they also detect
attacks with different payloads. Such behavior is quite comnespecially if part of the payload is stored in the
same vulnerable buffer. As the signatures generated®rogpectoridentify vulnerabilities, they are application
specific. As a result, we may generate a signature that caose®lcflow diversion in a specific version of an
application, but there is no guarantee that this is also #se dor a different version of the same application. In
other words, we need precise information about the softwareant to protect. The implication is thRtospector
runs at the edge of the network.

e) Value fields: The critical fields and the condition that should be satisfiedstitute the first, unpolished
signature. In practice, however, we may want to charaeempre precisely what messages constitute an attack.
For instance, when the URL field is the critical field that overBosv buffer in a Webserver, it may be that the
overflow only works on GET requests and not for POST requests. fipiatocol-specific approach we therefore
add a protocol module that determines per protocol whichdiefchy be considered important (e.g., the request
type in HTTP) and should therefore be added to the signature.alVsuch fieldsvaluefields as explained in the
next section.

Before specifying the signatures, however, we emphasientiaking less specific signatures is greatly facilitated
when the attack is fingerprinted, i.e., if we know which bytestdbuted to the attack. To continue the example,
we could simplytry to see if the overflow also works for POST request, by crafting a P@83sage with a similar
URL field. We expect much of this process can automated, aitihove have not yet attempted to do so.

2) The final form ofProspectds signatures: Every signature consists of a sequence of value fields andadriti
fields. A value field specifies that a field in the protocol shouldehigns specific value. For instance, in the HTTP
protocol a value field may specify that the method should be GEThis signature to match, or it could provide
the name of a vulnerable Windows .dll. Critical fields, on tlteeo hand, should collectively satisfy some condition.
For instance, they should collectively have a length thd¢ss/not less thaih. We can also put some boundaries
on given fields, like in the case of heap overflows based on nméfdrmessages. Example signatures can be found
in Section VI-A.

J. Double-free errors

We added a module tBrospectorto make it deal with double free attacks. Memory managerssaneetimes
exploited when a programmer makes the mistake of freeingirtgrathat was already freed. Double-free errors
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do not share the characteristics of heap-corruption atactlkhe sense that they do not overflow a buffer, and so
when considering the analysis they require special tredtme

Double-free exploits may overwrite any location, resemdplihe complex heap corruption attacks. Similarly, it
is highly probable that when a violation is detected, the wmmiegion that was holding the vulnerable buffer is
reused and contains unrelated data. To deal with this isgueneverf r ee (orr eal | oc) is called, we check for a
potential double free error, assuring that the given mentmggtion indeed points to the beginning of an allocated
buffer. Otherwise we store the adjacent tainted memonyorefpr possible later use.

Double free errors do not lead to buffer overflows like the ptieap and stack corruption attacks. The current
implementation oProspectorproduces fairly trivial signatures for them by identifyiagprotocol field which should
contain a selected substring of the crucial region. The afutiemory region is determined in the same way as
for the complex heap corruption attack. When we pinpointim heap dump the address that caused the violation,
we take its non-stale tainted neighborhood as the invariigtes for this attack. Notice that these bytes contain
fake heap control data, and so are not supposed to be diffarezach instance of the message exploiting the
vulnerability. However, there is a lot of space for improwthhere, and we believe that the accurate data provided
by Prospectorcan be used to produce a more powerful signature.

V. IMPLEMENTATION DETAILS
In this section, we discuss our implementationRebspectoron Linux using an x86 emulator based on Qemu.

A. Monitoring process switches from the hardware

Prospectorstores information about the allocation and deallocatibstack frames in each process. Thus we
need a means to monitor context switches on the level of psoceemulator. This is not a trivial problem, as the
hardware emulator has no knowledge of processes. The solatidA-32 proposed by [14] tracks changes of the
cr 3 (or page table base) register, which stores the physicatagf the page directory. As a rule, a switch implies
changing the set of active page tables, and thus loadidgwith the value stored in the descriptor of the process
to be executed next. However, the solution is problemasd.iaux avoids this operation in the following cases:
(1) when performing a switch between two regular procedsaisuse the same set of page tables, i.e., lightweight
processes, and (2) when performing a process switch betwesgular process and a kernel thread. Kernel threads
do not have their own set of page tables; rather they use tipe tadles of the regular process that was scheduled
last for execution on the CPU.

Proper tracking of context switches proved a very challemgiroblem. We sketch our solution that is accurate
for Linux. In Linux, each execution context that can be indejgenly scheduled has its own process descriptor.
Therefore even lightweight processes and kernel threags,thair ownt hr ead_i nf o structures. For each process,
Linux keeps a memory area, at the beginning of which resides lthead_i nf o structure, and the kernel mode
process stack grows downward from the end. The length of teimony area is fixed, usually 8K. For reasons of
efficiency the kernel stores the 8K memory area in two conserphge frames with the first page frame aligned
to a multiple of2'3. Thus the 19 most significant bits of a memory location insidekérnel mode stack are the
address of the hr ead_i nf o structure, which we refer to aB and serves as a unique process identifier.

Whenever the CPU operates in kernel mode, we can deteriibg taking the 19 most significant bits of the
present stack pointelegP). As Qemutranslates all guest instructions to host native instomstiby dynamically
linking blocks of functions that implement the correspamdbperations, we can chedk right before theArgos
emulator in kernel mode executes a block of instructions.e@ch context switch the OS always executes at least
a few instructions in kernel mode, and so we always have a&cbwalue of the process identifier.

B. Heap Protection

As explained in Section IV, to deal with complex heap cormptattacks, we mark the bytes surrounding
allocated chunks of heap memory asd. Since we cannot monitallocationsat the level of the emulator, we
interpose theral | oc andfree (alsocal | oc andreal | oc) functions in the guest OS, and by meansaajos
calls inform Qemuabout changes on the heap. Argos calls are analogous tarsgalts in Linux, and are called
by trapping with an unused interrupt number (82). Wheneugjos receives this interrupt, it passes control to a
handler corresponding to the argos call number.



C. Prospectotagging

To deal with memory taggind\rgos introduces a structure similar to page directories in Linoxsisting of
pagemapsand bytemaps A pagemap is an array, where each entry corresponds to enagtkeeping tags for a
particular physical page. HeArgosstores all tags on the guest operating system memory, leegnetwork offsets
that serve as taint tags. Initially only the pagemap is alled. Bytemaps are added on demand, when tainted data
is copied to a particular physical page for the first time. Thievoek offset tags associated with each byte are 32
bits. To support signature generation we doubled the sizdetag, yielding an additional 32 bits. Of these 32
bits, we designate one bit for tH&T and FTS indicators, one bit for the red marker denoting criticaledah the
heap, and the remaining 29 bits for the age stamp. We emght®sr age stamps serve only to compare tainted
data, so they need only be incremented if a given value was as@ tag to mark tainted data. As most functions
and indeed most processes never touch such data, the agermstanremain untouched. As a result, the age stamp
will wrap much more slowly. We will address age stamp wrapggim Section V-D.

Qemutranslates all guest instructions to host native instomstiby dynamically linking blocks of functions
that implement the corresponding operations. With the dinraxking tainted data being copied to memory we
instrument thest or e function to perform the operations of keeping track of agamgts and setting the extra
indicators PFT andFTS) described in Section IV-E. Here we also check whether thardd&tn memory location
is not marked as ed (which indicates an overflow and perhaps a complex heap dwrupttack, and therefore
leads to a dump of the adjacent tainted memory).

D. Age stamp wrapping

AgeSt anp is a 29-bit global variable used to draw conclusions aboeatate in which data coming from the
network was copied to a buffer. Thus we wish to avoid problem tdAge St anp wrapping. We measured the time
needed byageSt anp to wrap depending on its length. The tests were performed @gulest OS runningpache,
receiving4s requests per second (a rate before it saturates on our emulaneeds almost 16 hours to wrap. We
use either of the following solutions to avoid the undedeadcenario described above: (1) restart the honeypot
running Prospectortwice a day, (2) dump all tags wheygeSt anp wraps. This dump can be used for later analysis
and separation of the values from the previous epoch. Inigihe of the long time needed by the counter to reach
the limit both solutions are feasible and we personally garéfie continuous operation of solution 2.

E. Stale red markers

As mentioned earlier, to handle complex heap corrupticackt, we mark bytes surrounding allocated chunks of
memory as ed. If tainted data is written to a red region, this indicatésgl operations which trigger bookkeeping:
the memory region is dumped. As we cannot rely on applicatieteasing all allocated memory, we may end up
with stale red markers, possibly leading to unnecessarypduwhmemory regions. We describe here how we solve
this problem by removing false red indicators.

First of all, we keep counters indicating the number of redkea associated with each physical page in memory.
To deal with the problem in the case of pages for the user sin&lernel memory, we monitor new entries added
to the TLB as follows. We keep a table of physical pages assutiaith the identifier of the last process using it.
Whenever a new entry corresponding to a kernel address ansirestack is added to the TLB buffer, we check
whether the page has a new owner, and if so, we make sure ttaest not contain any red markers. If so, we
know that neither the user stack nor kernel memory contdiasriarkers.

For the heap we cannot use this method, since dynamicaligeatd memory can easily be shared between
processes, which could remove our markers. Thus, whenevewanulffer is allocated, we assure that its contents
do not contain any red regions. First, we check the countezdfmarkers associated with the given page (or pages)
and, if necessaryleanthe memory.

VI. EVALUATION

We evaluateProspectoralong two dimensions: effectiveness and performance. é\flekformance is not critical
for a honeypot, it needs to be fast enough to generate sigsaitn a timely fashion.



A. Effectiveness

To test our analysis and signature generation, we launchegh®er of real attacks (as well as hand-crafted
ones) against Linux on top ockrgos We have not experimented with Microsoft Windows since alspet of
the functionality inProspectoris OS-specific, i.e.mal | oc andfree function interposition and (partly) process
switch monitoring. For launching attacks, we used the M@tdisframework and MilwOrn?. While we have tested
Prospectorwith many types of attack, in this section we illustrate hBvospectordeals with four representative
stack- and two heap overflow attacks. These are all real aftagktoiting real services.

PeerCast Stack OverflowA remote overflow exists in PeerCast v0.1216 and earlier [34hils to perform
correct bounds checks on parameters passed in a URL, rgsudtiam stack-based overflow. An overly long query
overwritesEl P stored on the stack. Our analysis engine correctly sephigttde data on the stack. A 4-byte
discontinuity in the critical tainted memory region was ematered. The final signature follows:

(application: PeerCast, version: v0.1212, (type: valtield , name: method, value: GET),
(type: critical-field , name: query), (type: criticalength , value: 476)).

Subversion Stack OverfloviLhere is a remote overflow in Subversion 1.0.2 [25] which failbdonds check
when callingsscanf () to decode old-styled date strings. In our experiment, amyp¥eng week day overwrites
El P stored on the stack. The resulting signature follows:

(application: Subversion, version: 1.0.2, (type: valdieeld , name: command, value: getlated-rev),
(type: critical_field , name: weekday), (type: criticallength , value: 20)).

AlsaPlayer Stack OverflowA remote buffer overflow exists in AlsaPlayer 0.99.76 and eraf21]. A long
“Location” field triggers an overflow in the reconnect functianrieader/ htt p/ http. c. Our analysis engine
encountered a 4-byte discontinuity in the critical taintedmory region. The final signature follows:
(application: AlsaPlayer, version: v.0.99.76, (type: w&lfield , name: response header, value: Location),
(type: critical-field , name: Location Header), (type: criticalength , value: 1032)).

WvTftp Heap Overflow.A heap-based overflow in the WvTftp 0.9 allows remote attact@®execute arbitrary
code via a long option string in a TFTP packet [29]. The option naalee pairs are given asNULL terminated
option name, followed by an ascii representation of the remvalue. The functiorat oi () is used on the value
string, and as long as the original part of the string equaislae > 8 and < 65464, the string isst r cpy’d into the
heap buffer. By supplying a long string for the value, thefdau€an be overflown. The emulator correctly noticed
that the heap contraled region was overwritten with network data. The resulting aigre follows:

(application: WVTFTP, version: 0.9, (type: valuBEeld name: Opcode, value: Read Request (1)),
(type: critical_-field , name: Blocksize option), (type: criticalength , value: 557)).

Asterisk Heap OverflowThe Asterisk Skinny channel driver for Cisco SCCP phones in.¢1.@nd earlier,
v1.2.12 and earlierchan_ski nny. so) incorrectly validates a length value in the packet heaflerinteger wrap-
around leads to a heap overwrite, and arbitrary remote ceeleugon [30]. Asterisk checks whether the inequality
(I engt h_val ue + 8 < 1000) holds to convince itself that the user-supplied messagenfitse local buffer of size
1000. Because of the integer wrap, the result of the comparisposgive. And then, the 4 bytes length are copied
to the vulnerable buffer, andreead operation is performed storing@ engt h_val ue + 4) bytes of the message on
the heap. The emulator detects that the conteal region on the heap gets overwritten with network data, and
dumps the corresponding memory area. In the analysis pha&sérst come across the whole SKINNY message
but the length field (this part has the same age stamp). Nexinehede the 4 bytes underneath it, forming the
length, in the crucial tainted memory region (since it is iated region with correctly fitting age stamps). Thus
the signature specifies the whole SKINNY Packet for Asteri€k1D not to exceed000 bytes. Notice, that even
though the length field does not need to be included in the gigmahe attack description is still absolutely correct.

libmusicbrainz Stack OverflowA boundary error within théownl oad function inli b/ http. cpp (v. 2.1.2
and earlier) can be exploited to cause a buffer overflow viageld_ocation” field in a HTTP redirection received
from a malicious MusicBrainz server [22]. Our analysis @egencountered a 4-byte discontinuity in the critical
tainted memory region. The final signature follows:

(application: libmusicbrainz , version: v.2.1.2, (type:ale_-field, name: response header, value: Location),
(type: critical_-field , name: Location Header), (type: criticalength , value: 73)).
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Fig. 3. Apache throughput in terms of maximum processed requestepend, and the average response time.

B. Performance

For realistic performance measurements we compare tha sgemde running orArgos and Prospectorwith
that of code running without emulation. Note that while tlsisan honest way of showing the slowdown incurred
by our system, it is not necessarily the most relevant meagtfter all, we do not usérospectoras a desktop
machine and in practice hardly care whether results appeahness quickly than they would without emulation.
The only moment when slowdown becomes an issue is when atsadkeide to shun slow hosts, because it might
be a honeypot. To the best of our knowledge, automated versibsuch attacks do not exist in practice.

Performance evaluation was carried out by comparing therebdelowdown at guests running on top of various
configurations oProspectorand unmodifiedArgos with the original host. The host used during these experisnent
was an Intel(R) Xeon(TM) CPU at 2.8GHz with 2048KB of L2 cachej d&GB of RAM, running Gentoo Linux
with kernel 2.6.15.4. The guest OS ran Ubuntu Linux 5.05 witm&k2.6.12.9, on top oQemu0.8, Argos and
Prospector To quantify the observed slowdown we usighche 2.2.3. We chosé@pache because it is a popular
web server and thus it enables us to test the performance etveork service (a domain for whicArgos was
designed). We measured its throughput in terms of processpeests per second and the corresponding average
response time. We uséd t per f for generating requests.

Figure 3 shows the results of the evaluation. We tested thehineswrk application at the guest running over
Argos and two different configurations d?rospector both with and without the double free extension module.
The graph shows that the achieved throughput increasesliingh the offered load until the server saturates at
a load of 48 calls per second in the casePofspectorand 57 forArgos The response time starts out at about
20-30ms, and then gradually increases until the servermbescaturated. Beyond this point, response time for
successful calls remains largely constant at 3000ms.

Notice that there is no difference in performance betweentiio versions ofProspector Calls to memory
management related functions are rare in the context of ttwenwveb server application, and so additional harmless
operations on eachml | oc andfree appear not to decrease performance.

We can conclude that the overhead expressed in throughutveb server incurred bigrospectorcompared to
Argosis approximately 16%. We have also performed measuremésiswwdown in comparison with the original
host (refer to [27] for the full performance evaluationA&fgos) Apache on Argosis aboutl5 times slower than
the one run on the native operating system Roospector18 times). We emphasize that we have not used any of
the optimization modules available f@emu These modules speed up the emulator to a performance oflyough
half that of the native system. While it is likely that we wilbt quite achieve an equally large speed-up, we are
confident that much optimization is still possible. Moregwen though the performance penalty is large, personal
experience withArgos and Prospectorhas shown us that it is tolerable.

VIlI. CONCLUSIONS

We have describeBrospector an emulator capable of tracking which bytes contributert@meerflow attack on
the heap or stack. By careful analysis, and keeping trackefge of data, we manage to provide such information
with greater accuracy than previous approaches while @iaing reasonable performance. The information is
important for security experts. We have also used the inftion to generate signatures for polymorphic attacks
by looking at the length of protocol fields, rather than thaiactontents. In practice, the number of false positives
for the signatures is negligible and the number of false tivgmis also low. At the same time, the signatures allow
for efficient filters.
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