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Abstract Our Token Based Switch (TBS) implemen-peering points P Ps). An example of such a connection
tation shows that a packet-based admission control sysay be a high-bandwidth transatlantic link.

tem can be used to dynamically select a fast end-to-end ggeng:
connection over a hybrid network at gigabit speeds. TBS| 2 z¢p
helps high-performance computing and grid applications | — border router
that require high bandwidth links between grid nodes to [®? pont -
bypass the regular Internet for authorised packets by e
tablishing shortcuts on network links with policy con-

straints. TBS is fast and safe and uses the latest networ

routed
networks

Packet Filter software framework.

1 Introduction Fig. 1 Peering in hybrid networks: end-to-end lightpaths.

Grid and other high-performance applications tend to UsersX andY on the left access servers on the right.
require high bandwidth end-to-end connections betwe®¥e want them to bypass the routed Internet and use opti-
grid nodes. Often the requirements are for several gigeal shortcuts instead. However, while not precluded by
bits per second. When spanning multiple domains, fibtke model, we do not require each user to have an in-
optic networks owners must cooperate in a coordinatedvidual relation with each ISP and shortcut along the
manner in order to provide high-speed end-to-end optiga&th. Indeed, the link owners should not normally have
connections. Currently, the administrators of such coa-notion of which specific IP addresses are allowed to
nections use paper-based long-term contracts. There ageess the link. Instead, we expéstP, (say, the organ-
ists a demand for a mechanism that dynamically creatisation, department or research group) to have a contract
these fast end-to-end connections (terrligktpathg on  with the link owners and decide locally (and possibly at
behalf of grid applications. The use of lightpaths is alsshort timescales) who should get access to the links in
envisaged for applications that are connected through lgemains that are not under its control. For scalability,
brid networks [1]. A hybrid network contains routers andhe model allows the system to be federated along more
switches that accept and forward traffic at layers 1, Bvels, where/ S P, contacts the authorisation at the next
or 3. In other words, hybrid networks consist of traditevel, which in turn contacts a server at a higher level,still
tional (layer 3) routed networks which allow for opticaletc. In practice, the number of levels is expected to be
(layer 1 or 2) shortcuts for certain parts of the end-tesmall (often one).
end path. Currently, the peering points between routed A flexible way of bypassing the routed Internet is to
networks of the Internet Service Providers (ISPs) by wayave ISP, tag traffic from X andY with some sort of
of the Border Gateway Protocol (BGP) policies determin@ken to signal to remote domains that they should be
statically what traffic bypasses the (slow) routed trangiushed across the optical shortcuts. At the same time,
network and which links they will use to do so. Howevenve want to prevent rogue users (e.g., thePg client
when considering hybrid networks interconnected ovéndicated in the figure) to tag their packets with similar
long distances, we would like the peering points to plaipkens to gain unauthorised access to the shortcuts.

a more active/dynamic role in determining which traffic In principle, the signalling of peering requests to the
should travel over which links, especially since multipl@eering points” Ps can be done eitheut-of-band orin-
links often exist in parallel. Therefore, an important rolé®and or both as described in thuthorisation Authenti-
for the peering points is path selection and admission catation AccountingAAA) framework (RFC 2904) [2]. In
trol for the links. out-of-bandsignalling there is an explicit control channel

Figure 1 shows a hybrid network composed of thre® P Ps, separate from the data channel(s). In an in-band
ISPs interconnected through routed networks (Internetjechanism, the admission control is based on specific
and also through two optical links managed by differerata inserted into the communication channel. We opt
owners. The connections across the optical links is via tfi@ in-bandsignalling for reasons of flexibility resulting



from the per-packet granularity. Specifically, we insettees. For instance, Differentiated Service (DiffServ) [6]
tokens into each packet as proof of authorisation. Tokensnages the network bandwidth by creating per hop be-
are a simple way to authorise resource usage which miagviors inside layer-3 routers, while Multi Protocol La-
convey different semantics. For instance, we may specifel Switching (MPLS) [7] establishes a path using label
that only packets with the appropriate token are allowesWwitched routers. However, a more radical approach that
to use a pre-established network connection in a specifidtypically adopted for layer-1 switches, uses the concept
time-frame and embed these tokens in the packets of afalightpath[8]. In this paper, dightpathis defined as an
application distributed over many IP addresses. optical uni-directional point-to-point connection witk e
However, our tokens differ from common flow identi-fective guaranteed bandwidth. It is suitable for very high
fiers (e.g., ATM VPI/VCI pairs, MPLS labels, and IPv6data transfer demands such as those found in scientific
flow labels) in that they cannot be tampered with an@rid applications [9]. In order to set up a lightpath, a con-
that they may be associated with arbitrary IP addressél plane separate from the data forwarding plane is used
In essence, tokens are like IPsec authentication headenshehalf of such applications. For multi-domain control,
(AH [3]) except that we aim for authentication that isa mechanism is needed that respects local policies and
more efficientin computation and more flexible than IPsecanages the network domains to set up the end-to-end
standard (we can authenticate various fields from Eth@snnection (usually composed of multiple lightpaths) on
net or IP headers by using a customised mask). In addemand.
tion, the application domain is different in sense that our
TBS system serves applications distributed over many 1 High-level overview
addresses.
Tokens bind packet attributes to an issuing attribui h
authority (e.g., an AAA server in our case). Tokens coul

Figure 2 shows the architecture used for setting up a
tpathusing token based networking.

be acquired and subsequently used anonymously. Mo Link Admission Request_|
over, a token can bind to differrent semantics (e.g., a us{User App Link Access Reques—| AMA | o other PP's
a group of users, or an institute) and decouples time @ o ] pae Ramomery |
authorisation from time of use. Token Key = 16
This paper describes both the design of the Toke | ./@ 2 Fibre-optic Link 1 .
Based Switch (TBS) and its implementation on high-spe| J.t_ _ ;:’I:f; || Token G ibre—optic Link 2.
network processors. TBS introduces a novel and rath '{ t | switch o Transit Network |
extreme approach to packet switching for handling hig ISR 1@ o Trens Teer
speed link admission control to optical shortcuts. The mai L BORRaer :
goal of this project was to demonstrate that the TBS i Peering Point A

feasible at multi-gigabit link rates. In addition it has th
following goals:(@ path selection with in-band admission
control (specific tokens gives access to shortcut linkdjig. 2 Token based networking architecture.

(@ external control for negotiating access conditions (€.9., |y a nutshell, the process is as follows. On behalf of

to determine which tokens give access to which linksy, s pset of its useréS P, generates a Link Access Re-
and(3 secured access control. ) _quest (LAR) message to use a particular link (from the
Several projects address the issue of setting up "g&milable links of its peering point) for a certain period
paths dynamically (e.g., UCLP, DWDM-RAM [4]), and st time (3). The details of LAR generation based on user
others look at authorisation (e.g., IP Easy-pass [S]). HoWaquests are beyond the scope of this article. Interested
ever, to our knowledge, no solutions exist that SUppGibaders are referred to [10]. The LAR is sent to the AAA
both admission control and path selection for high speedyer of peering point A2). The AAA server fetches
network links in an in-band fashion for setting up safey no|icy from the policy repository that validates the re-
per-packet-authenticated, optical short-cuts. In aoldjti uest@. Next, a key TokenKeyis generated and sent to
our approach makes it possible to set up multiple shotts p, and peering point A@). ISP, may use the key to
cuts on behalf of applications that span multiple domaingreate a token for each packet that should use the link.
As aresult, a multi-domain end-to-end connection can 8¢ token will be injected in the packets which are then
transparently improved in terms of speed and number ff\varded to the peering point. The entity responsible for
hops by introducing shortcuts. _ token injection is known as the token builder. On the other
The remainder of this paper is organised as _foIIow§ide, peering point A uses the safiekenKeyas ISP,
Section 2 discusses the TBS architecture. Section 3 g¥-check the incoming token-annotated packets. In other
plains implementation details. The system is evaluatgghyqs, for each received packet, peering point A creates a
in Section 4. Related work is discussed throughout th§ca| token and checks it against the embedded packet to-
textand summarised in Section 5. Finally, conclusions aggn The packet is authenticated when both tokens match.

presented in Section 6. An authenticated packet is then forwarded to its corre-
. sponding fibre-optic link®). All other packets are trans-
2 Architecture mitted on a ‘default’ link that is connected to the transit

At present, many techniques can be used to build engktwork (6). The entity responsible for token checking
to-end network connections with some service guaraand packet switching is known as the token based switch.



When a packet arrives at the token switch, we mustill be included together with the packet header in the
find the appropriate key to use for generating the tokétMAC calculation. We mention that some of the first
locally. Which key to use is identified by fields in the64 bytes of an Ethernet frame are masked in order to
packet itself. For instance, we may associate a key withake the token independent of the IP header fields which
a IP source and destination pair, so all traffic between tvalhange when a token is inserted (e.g., header length, total
machines are handled with the same key. However, otHength, IP checksum) or when the packet crosses interme-
forms of aggregation are possible. For instance, we mdiate routers (e.g., TTL). The mask also provides flexi-
handle all traffic between two networks with the sambility for packet authentication, so that one could use the
key, or all machines participating in a Grid experimen{sub)network instead of end node addresses, or limit the
etc. In general, we allow the key to be selected by meattken coverage to the destination IP address only (e.g., by
of anaggregation identifigrembedded in the packet. Theselectively masking the IP source address).
aggregation identifier is inserted in the packet together
with the token by the ISP to signal the key to use. 3 Implementation details

L The Token Based Switch (TBS) proposes to perform
2.2 Token principles . _secured lightpath selection on-the-fly by means of packet
Compared to other mechanisms (such as certificateghsed authentication. Therefore, packet checking at high
atoken is a general type of trusted and cryptographicalypeeds (Gbps) is crucial in our context. The latest genera-
protected proof of authorisation with flexible usage polifon of Network Processor Units (NPUs) includes crypto
cies. A token created for an IP packet is essentially thgits and provides a suitable solution for packet authen-
result of applying an HMAC algorithm over a numbetication in a TBS system. Although the NPUs are pow-
of packet fields as illustrated in Figure 3 and explainegkful hardware specifically designed for packet process-
below. An HMAC algorithm is a key-dependent way tqng at high speeds, they consist of a complex architecture
create a one-way hash (see RFC2401 [11]). (e.g., multi-RISC cores and shared memory controlled by
To evaluate the TBS principles, we developed a prot@-central GPU). Therefore, building software applications
type that stores the token in each packet’s IP option fiefgh NPUs is a challenging task. As explained below, we
(as defined in RFC 791). An IP option can be of variablgse Intel IXP2850 NPUs as our hardware [12] and ex-
length and its field will be ignored by normal routersiend the Fairly Fast Packet Filter (FFPF) software frame-
Although some routers have a slower processing path {@brk [13] to ease implementation of our software.
the IP option packets than simple IP packets (because
higher level headers will be at different positions in th
packet), we noticed that our TBS system works well i%'l Hardware platform
high speed, important and pricey sites (e.g., ISPs, grid Our prototype uses the IXDP2850 development plat-
nodes interconnection points) where all systems and afssm (see Figure 4), consisting of dual IXP2850 NPUs
routers are updated to the state-of-the-art hardware. @& (2), ten gigabit fibre interface®), a loopback fabric
stress, however, that the IP option implementation is fonterface(@ and fast data buses (SPI, CSIX). Each NPU
prototyping purposes. More elegantimplementations méyas several external memories (SRAM, DRAM) and its
use a form of MPLS-like shim headers. own PCI bus for the control plane (in our setup it con-
nects to a slow 100Mbps NIC). In addition, each 2850

E%P;rrnn:t [ETHheaddr  IP header [ Data  ({ [ETHcrc | . \ ;
' o P | Cogent NPU contains on-chip 16 multi-threaded RISC proces-
Mask: EEEEEEEEIE] | BT | sp=source P sors (tEngines) highly-specialised designed for packet
hdr_len tot_len: ttf hdr_chk,sip,dip i T R .
e i dp=desinaton P | processing running at 1.4GHz, a fast local memory, lots
r_len=nheader len . .
Data | UL T 0 1 | ot oot e OF registers and two hardware crypto units for encryp-
to encrypt — 9 . . :
by ndr_chk=iP checksum  tion/decryption of commonly used algorithms (e.g., 3DES,
(64bytes) ttl = time to live AES SHA'l HMAC)
Token Key _ Token ' ’
(20 bytes) e (20 bytes) E ﬂ Ethernet
100 Mbps
[ ETH headdr IP header N\Options. Data ({ [ETH cre_| @ 1XP2850

(24 bytes) Ingress NPU PCI 64/66
Fig. 3 Token creation. Fabric
. . . SPI Interface
Figure 3 shows the process of token creation and in- v Chip
sertion in the IP option field. In our prototype, the HMAC- @ 1XP2850 PCI 64/66
SHAL1 algorithm generates the unique token (20 bytes) 10 x 1Gb/g Egress NPU
that will be injected into the packet's IP option field. As 100 Mbps
an IP option field has a header of two bytes, and net- 5%‘" umﬂ Ethernet

work hardware systems commonly work most efficiently.
on chunks of four or eight bytes, we reserve 24 bytes fég' 4 IXDP2850 development platform.

the IP option field. In order to ensure the token unique- Asillustrated in Figure 4, the incoming packets are re-
ness for packets, we need to include fields that are differeived by the Ingress NPU (via the SPI bus). These pack-
ent in every packet. Therefore, a part of the packet datts can be processed in parallel with the helpBhgines.



The packets are subsequently forwarded to the second Thetoken builder application implements the token
NPU via the CSIX bus. The second NPU can procegsinciples as described in Figure 3. FFPF automatically
these packets and then decide which will be forwardddeds the token builder module with packet handles. The
out of the box (via the SPI bus) and which outgoing linkoken builder retrieves the first 64 bytes of the current
will be used. packet from a shared packet buffer memdp(f ) into
local registers and then applies a custom mask over these
. bytes in order to hide unused fields like IP header length,
3.2 Software framework: FFPF on IXPs IP total length, etc. The application also retrieves a prope
The Fairly Fast Packet Filter (FFPF) is a flexible softtoken key K) from a local KeysTable by looking up an ag-
ware framework designed for high-speed packet proceggegation identifier (e.g., a flow identified by the IP source
ing. FFPF supports both commodity PCs and IXP ne&ddress and/or IP destination address pair, or other aggre-
work processors natively and has a highly modular dgates). Next, an HMAC-SHAL algorithm is issued over
sign. FFPF was designed to meet the following challengéisese 64 bytes of data usig(20 bytes) as encryption
First, it exploits the parallelism offered by multiple cere key. The encryption result (20 bytes) is then ‘inserted’
(e.g., the host CPU and the IXPjgEngines). Second, into the current packet’s IP option field. This operation
it separates data from control, keeping the fast-path @solves shifting packet data to make space for the op-
efficient as possible. Third, FFPF avoids packet copigen field. It also involves re-computing its IP checksum
by way of a ‘smart’ buffer management system. Fourtlhecause of the IP header modification. Once the packet
the FFPF framework allows building and linking custonas been modified it is scheduled for transmission. In this
packet processing tasks inside the low-level hardware, (gptotype, the ingress NPU packets are transmitted out to
the 4Engines of each NPU). For example, a packet préhe egress NPU via a fast bus.
cessing application may be built by using the FFPF frame- The token switch application implements the token
work as follows. The application is written in a simpleswitch machine from the system architecture (see Fig-
packet processing language known as FPL [14], and coure 2). FFPF automatically feeds the token switch module
piled by the FPL-compiler. Then, the application’s obwith packet handles. The token switch checks whether
ject code is linked with the FFPF framework and loadethe current packet has the appropriate IP option field, and
into the hardware with the help of the FFPF managextracts the first 64 bytes of the original packet data and
ment tools. Most of the complexity of programming low+the token key valuey( ) from the option field into local
level hardware (e.g., packet reception and transmissigsgisters. Next, it applies a custom mask over the 64 bytes
memory access) is hidden behind a friendly programming data. The application also retrieves a proper token key
language. (K) from its local KeysTable. If no entry is found in the
KeysTable the packet cannot be authorised and it will be
. sent out to a default port (e.g., port 8) for transmission
3.3 Token Based Switch over a (slow) routed connection. Otherwise, an HMAC-
The TBS application consists of two distinct softwar&HA1 algorithm is issued over the 64 bytes of data and
modules: the token builder and the token switch (see algging the token key value (20 bytes) as encryption key.
in Figure 2). In our prototype, the application modules arghe encryption resulty(' ) is compared to the built-in
implemented on the same hardware development systgatket tokeny’ ). When they match, the packet has been
(IXDP2850) although in reality they are likely to be situsuccessfully authorised and it will be forwarded to its
ated in different locations. Therefore, our implementatioauthorised portNp).
consists of a demo system as shown in Figure 5.

Gigabit ports: [o[ 1] 23] 4] 5[ 6] 7[ 4 9 4 Evaluation
RX .. . .
“Gig_ Ingress NPU Egress NPU Gigy_ Figure 6 shows the system setup used for proving the
{| [ TokenBuider || ‘ Tokenswich |. | || concepts of token based switching [15].
{| token =HMAC(masked 648) TX | if (token 1= HMAC(masked §48)| | P
: compute IP checksum H Tx(port 8) " i : :
| ™o S| - Internet |
KT:SRAM[] KT:SRAM[] [ / —
c"Kiu SIP,DIP| oKu SIP,DIP| N 6
1l /J % g rembrandt6
PBuf A 0 |Ingress|<—
Fig. 5 Token Based Switch using a dual IXP2850. -
The token builder application module is implemente@goiServer  0/100Nbps sufieh Y rembrandt7
on two pEngines in the Ingress NPU, while the token Egress
switch module is implemented on tweEngines in the Ll
Egress NPU. Although the mapping can be easily scaled Intel IXDP2850 rembrandt8

up to moreuEngines, we use only twpEngines per ap- _. i
plication module because they provide sufficient perfol':-'g' 6 Token Based Switch demo.

mance already, as we will see in Section 4, the bottleneck The two 1XP2850 NPUs (Ingress and Egress) boot
is the limited number of crypto units. from a Linux boot server machine. At run-time we use



FFPF for the control path (running on the Linux server Using the cycle estimation given in Tables 1 and 2,
and both embedded linux NPUs). Three other linux mave express the throughput as a function of the packet size,
chines (Rembrandt 6, 7 and 8) serve as clients and amember of threads and numberndEngines: rate=f(packet
each connected via gigabit fibre to an NPU gigabit porsize, threadg,Engines) without taking into account addi-
In order to find out the maximum data rate the proposébnal contention. The estimated throughput for our mul-
system can handle, we evaluate the following scenario:tithreaded version goes up to roughly 2Gbps (Figure 7.b).
We also measured the latency introduced by our To-
— An UDP traffic stream was generated (usingitier f ken Based Switch system. The token builder application
tool) from Rembrandt6 to port 6 of the IXDP2850; (the whole Ingress NPU chain) takes 13.690 cycles mean-
— Akey was set for authorising traffic (Rembrandt67) ing a 9,7:s processing time (introduced latency), and the
to end up on port 7 and another key was set for (ReniokenSwitch application (the whole Egress NPU chain)
brandt 7— 6) to end up on port 6; takes 8.810 cycles meaning a ps2atency. \We mention
— Unauthorised traffic goes to the default port (port 8)that auEngine in the IXP2850 NPU runs at 1400MHz.
— To prove that authorised traffic ends up on port 7 a
unauthorised traffic ends up on port 8, Rembrandt ble 1 FFPF on IXP2850 overhead
and 8 were connected to the IXDP2850 ports 7 and| FFPF module | Rx | TXx.CSIX | RxCSIX | TX
8, respectively. We used thepdunp tool on Rem- pEngine cycles| 408 276 504 248
brandt7 and 8 for listening to their gigabit ports.

Table 2 TBS overhead

The performance of the above test is shown in Fig-[TBS TokenBuilder | TokenSwitch
ure 7.a. It has two chartsr) ‘data received’ which repre- | single threaded 5777 3522
sents the received rate in the IXDP2850 box &dsuc- 4 threads, Engine 3133 2150
cessfully switched data’ which denotes the rate that the 8 threads, JuEngine 3000 2100
TBS could handle properly using just a single thread for| 4 threads, 2.Engines 2600 2100
processing. The ‘data received’ chart is low for small pack+ 8 threads, 2:Engines 2500 2000

ets because of the Gigabit PCI card limitation used in the
Rembrandt6 PC for traffic generation. So, for small pack-
ets it reflects the limitations of the traffic generator rathé Related work
than those of the TBS. The second chart, ‘Successfully In addition to commercial solutions for single domain
switched data’, is lower than the first one for high speegsovider-controlled applications such as Nortel DRAC,
because here we are using a single threaded implemgireatel BonD, some research is also underway to explore
tation. The multithreaded version coincides exactly witthe concept of user-controlled optical network paths. One
the ‘data received’ chart and is thefore not visible. of the leading software packages is the User Controlled
While we cannot predict the real performance for spddadhtpath Provisioning (UCLP) [16]. UCLP currently works
above 1 Gbps without performing measurements withia a multi-domain fashion, where all parties and rules
high-speed traffic generator, we estimated the outcoraee pre-determined. Truong et al [17] worked on policy-
by using the Intel's cycle accurate IXP simulator runningpased admission control for UCLP and implemented fine-
in debug mode. Table 1 and Table 2 show the cycle egrained access control.
timation for a 150 bytes packet processed by each soft- Some interesting work in the optical field is also done
ware component from the Data path (Rx, Tx,_.R$IX, in Dense Wavelength Division Multiplexing-RAM [4, 18],
Tx_CSIX, TokenBuilder and TokenSwitch). Table 1 illuswhere a Grid-based optical (dynamic) bandwidth man-
trates the cycles spent for one packet in each softwaager is created for a metropolitan area. Our approach is
module of the FFPF implementation on IXP2850. Theddifferent in the sense that we provide a mechanisuiyto
modules are optimised for multithreading packet processamicallyset upmultiple shortcut&cross a multi-domain
ing (e.g., receiving, storing, transmitting). The first rimw end-to-end connection. Therefore, an end-to-end connec-
Table 2 contains the cycles spent for one packet in a singien can be easily improved in terms of speed and hop
threaded version of the token builder and token switatount by introducing ‘shortcuts’ based on new user’s agree-
modules. We note that these values are high becausenadints.
subtasks (e.g., encryption, token insertion, checksum com IP Easy-pass [5] proposed a network-edge resource
putation) run linearly (no parallelism involved at all) andaccess control mechanism to prevent unauthorised access
use only one crypto unit each. This single threaded vdp reserved network resources at edge devices (e.g., ISP
sion gives the performance shown in Figure 7.a. The neatige-routers). Special demanding IP packets, such as real-
rows illustrate various implementations of the multittdeatime video streams, get an RC5 encrypted pass appended.
ing version. Although we should expect better performarideen, at edge-routers, a linux kernel validates the legit-
when we increase parallelism (e.g., more threads, or moneacy of the incoming IP packets by simply checking
nEngines), having only two crypto units available per NPtbeir annotated pass. Unlike our work, the solution aims
limits the performance to the value of roughly 2000 cyat fairly low link rates. While our solution shares the idea
cles (the token switch module spends its time mostly @f authentication per packet (token), we use a safer en-
authentication, while the token builder module does alswyption algorithm (HMAC-SHA1) and a separate control
token insertion in the packet). path for keys management (provided by AAA servers). In
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Fig. 7 Token Based Switch performances
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