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Summary

Connection-oriented network technologies such as Asynchronous Transfer
Mode are capable, in principle, of supporting many different services. Control
and management of these networks, however, are often rooted in the monolithic
and inflexible design of a traditional telephone network. This is unfortunate,
as the speed at which new services can be introduced depends on the flexibility
of the control and management system.

Recent attempts at opening up network control and management have
achieved promising results. Using non-proprietary interfaces and strict parti-
tioning of network resources, multiple control systems are allowed to be active
simultaneously in the same physical network. Each control system controls a
virtual network, i.e. a subset of the network resources. Success of this approach
has been limited, however, due to the inflexibility of its software components.
The way in which resources are partitioned, or virtual networks are built, is
determined once and for all at implementation time. Similarly, the control sys-
tems themselves are rigid. Building and running a specialised control system
in a separate virtual network for each application area, although possible in
principle, is too heavy-weight for many applications.

This dissertation presents a solution for these problems, the implementation
of which is called the Haboob. It represents the next step in opening up the net-
work, by permitting customisation of all aspects of network control, including
the software components. For this purpose, an agent environment, called the
Sandbox, was developed, which is both language and implementation indepen-
dent, and general enough to be used for purposes other than network control as
well. It includes a simple uniform way for agents on different nodes to interact.
Various mechanisms enforce protection and access control.

Sandboxes have been successfully introduced to all components that make
up the network control and management system. Code running in Sandboxes
is able to extend or modify the functionality of the components. This is called
elastic behaviour. The customisability of all aspects of network control and
management eases the development of new services. It is shown how recursive
repartitioning of resources allows for application-specific control at a very low
level and even enables clients to differentiate the traffic policing associated with
these partitions. Such low-level control by dynamically loadable code may lead
to significant performance improvements. Elasticity has also been introduced
to generic services, such as traders, and components on the datapath. Elastic
behaviour allows network control and management to be completely open.

When multiple control systems are active, interoperability becomes ex-
tremely important. Existing solutions suffer from problems to do with transla-
tion of control messages from one domain into those of an incompatible neigh-
bouring domain. These mappings are fixed and suffer from loss of information
at the domain boundaries, leading to functionality degradation. This is solved
by making the mapping between domains programmable and by establishing
inter-domain signalling channels across control domains with only limited func-
tionality. In other words, the interoperability between control domains has been
made elastic as well.

It is concluded that elastic network control and management eases the in-
troduction of new functionality into the network.
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Chapter 1

Introduction

Connection-oriented network technologies such as Asynchronous Transfer Mode
(ATM) networks allow various types of traffic to be multiplexed on the same
physical connection. The control and management of these networks, however,
are often still rooted in the monolithic and inflexible design of traditional tele-
phone networks. This dissertation proposes an open and extensible control and
management solution that does not display the rigidness of existing solutions.

1.1 Motivation

The work discussed in this dissertation represents the next step in the evolu-
tion of opening up control and management of communication networks. The
evolution started with proprietary, closed, rigid and monopolistic systems, of-
ten owned and operated by national PTTs (Post, Telegraph and Telephony
organisations). Next, standardised approaches with only limited support for
installing new functionality were introduced. These systems can be charac-
terised as closed and monolithic. The physical network is controlled by a single,
more or less fixed, system and by a single operator (for a detailed overview, see
[Garrahan93]). In order to allow new services to be implemented and intro-
duced into the network more rapidly, control and management were opened
up to some extent, for example in the zbind project [Lazar96a]. In this ap-
proach, new functionality is relatively simple to build and to make available,
but control and management are still monolithic, the assumption being that
there is a single network operator in a physical network. This limitation was
addressed by the open system support architecture (OSSA), which allowed for
multiple control systems owned by different operators to be active in the same
physical network [van der Merwe98|. In this approach, which is also advo-
cated by [Rooney98], the interface to the network elements is made public and
generic and the network resources are partitioned. In other words, the control
of network elements is opened up, in the sense that any control software can
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be used to control a partition of the network, as long as it uses the generic
interface. This dissertation represents the next step, in which the control soft-
ware (including the interfaces) itself is opened up. The implementation of this
solution is called Haboob. Haboob allows clients to customise their control and
management solutions completely. This somewhat simplified representation of
the evolution of telecommunications network control and management is shown
in Figure 1.1.

Proprietary Standardised 9 Monolithic 9 Multiple Completely Open
Monolithic, Closed Monalithic, Closed Open Control Architecures Control Software
PSTN, SS7, IN” Xbind OSSA Haboob
-limited support for -network controlled by~ -opening up the network  -control software itself
the introduction of one open control -multiple network is opened up
new services architecture operators can run their -all aspects of network
own control software control and management

* Most modern Public Switched Telephone Networks (PSTNs) in same physical are customisablein a
are based on Signalling System No. 7 (SS7), while IN stands network safe manner
for Intelligent Networks (SS7 and IN are discussed in Sections
3.8.1and 5.6.1.2.1, respectively)

Figure 1.1: Evolution of telecommunications network control

Although the proposed solution is not ATM-specific, the case of ATM is
highlighted as it is one of the most widely deployed connection-oriented tech-
nologies with support for quality of service. Furthermore, a prototype imple-
mentation of the proposed control and management solution was built for ATM.

ATM is a connection-oriented network technology that was designed for
multi-service networks on which different types of traffic may be carried simul-
taneously. Prior to communication, a connection, known as a virtual circuit
(VC), must be set up between the participating parties. A connection type can
be defined as an interaction between parties on a network, in terms of endpoint
participation and the roles played by the various parties. Conventional connec-
tion types are unidirectional and bidirectional point-to-point communication,
and multicast (point-to-multipoint) communication.

Multi-service networks promise to integrate connection types with different
Quality of Service (QoS) requirements in a single network. It is impossible to
predict either what sort of connection types, or what sort of QoS requirements
future applications may demand of a network. To be future proof, the multi-
service network should prescribe neither the connection types to be used nor
the QoS guarantees that may be associated with them. A particular connection
type combined with a particular corresponding QoS requirement is termed a
connection in ATM. Ideally, the multi-service network should support any possi-
ble combination of connection types and QoS requirements that an application
may require, while still using the network resources as efficiently as possible.

An individual application, on the other hand, generally requires only a
small number of connection types with very specific QoS requirements. The
QoS requirements of an application can be loosely defined as its resource and
performance demands. Different applications may have widely varying perfor-
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mance requirements, for example concerning the delay and loss in the network.
Similarly, there must be support for different levels of resource requirements.
Moreover, it should be recognised that resource requirements (and possibly also
performance requirements) differ not only from application to application, but
may vary over time for a single application as well. A well-known example
of this is variable bit rate (VBR) video where scenes with very little change
may be followed by resource-hungry action scenes. As many applications with
potentially conflicting service requirements may be active at the same time, a
true multi-service network should be able to handle the many different con-
nection types, with many possible combinations of performance and resource
guarantees, simultaneously.

From the outset ATM was designed with this purpose in mind. ATM allows
applications to specify their QoS requirements in a connection request. The
request is submitted to an admission control entity which decides whether or
not these requirements can be met, taking into account previously accepted
connections. Rather than compromising the QoS requirements, either of the
new connection or of previously accepted connections, the network will reject
connection requests for which the QoS requirements cannot be met. Alterna-
tively, it can enter a state of renegotiation of QoS demands. In this way, it is
able to guarantee a certain level of QoS to the applications. Depending on how
well the control system does its job, it will be able to provide these guarantees
while still making efficient use of the network resources.

This dissertation deals with network control. The ease with which new ser-
vices can be introduced and used is determined largely by the network control
system. Consequently, the success or failure of the multi-service network and
in particular of ATM, hinges on the quality of the network control and man-
agement. However, although the nature of the underlying ATM data-transfer
technology is probably a given, the way in which these networks are controlled
is not. A variety of approaches toward the control and management of ATM
networks have been proposed by many different organisations, ranging from pro-
prietary solutions proposed by research institutes or vendors of ATM switches,
to complex, all-encompassing solutions proposed by standards organisations
such as the ATM Forum (ATMF) and the Telecommunications sector of the
International Telecommunications Union (ITU-T).

In this dissertation the term control is used in a very general sense and often
includes management tasks as well. The distinction between control and man-
agement is mostly one of time scales, where the latter is generally understood
to pertain to longer time scales (up to minutes or even days) than the former
(of the order of milliseconds). Another distinction is that management consists
of those functions concerned with the general well-being of the network, while
control consists of functions which try to do something useful with the network
[van der Merwe98|. Henceforth, in this dissertation the distinction between
control and management is not made, unless required for better understanding
of specific issues.
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The standardised solutions for network control tend to be complex, highly
inflexible and uncooperative: there is a fixed set of control primitives that is
considered to be sufficient for all applications, present and future, and it is
implicitly assumed that there is only a single control system controlling a piece
of equipment, e.g. a switch. However, which approach toward network control
and management is the best depends not only on the technology, but also, and
even more so, on the environment and the applications. In other words, there
is not a single best solution for network control and management.

There are two main problems with the all-encompassing approach. The first
is that an implementation of network control and management that is designed
to cater to all applications, present and future, tends to be bulky and too heavy-
weight for certain application areas. For example, a control and management
implementation that includes support for a large number of QoS parameters
provides a huge amount of redundancy when applied in an environment where
a best-effort connection is all that is ever needed. The second problem is the
inverse of the first: since there is only a limited functionality that can be offered
by any one implementation of network control, certain applications may require
functionality that is not supported by the chosen control and management
system.

This dissertation argues that no finite set of end-to-end primitives and re-
source partitioning can be assumed to be able to cater to all possible applica-
tions, present and future. As a first step towards solving this problem, research
conducted in the Cambridge Computer Laboratory has provided for ways to
partition the resources in the network, enabling multiple clients and network ser-
vice providers each to run its own management and control system on the same
physical network. This means that instead of there being one all-encompassing
control system, there can now be multiple management and control architec-
tures active simultaneously on the same physical equipment. This is the ap-
proach taken in the Open System Support Architecture [van der Merwe98|
and in [Rooney98]. Another approach to allow client-specific solutions to net-
work control is taken in active network technology [Tennenhouse96]. Both
approaches and their shortcomings are discussed below.

1.1.1 The Open System Support Architecture

In the Open System Support Architecture (OSSA) a high-level distinction is
made between several levels of network control and management. The first level
considers the switch control interface. It consists of the interface between control
software and physical switch. In traditional network control, this interface is
closed. In other words, the interaction between control software and switch
uses a proprietary solution that is specific to the switch and vendor. The
OSSA, however, proposes an open and generic switch control interface called
Ariel, which contains a small number of basic operations that are expected to
be implemented by all switches.
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The second level, called divider allows the partitioning of resources on
switches. Each partition, or switchlet, can be controlled by its own control
software. For each of the partitions the divider level exports an Ariel open
switch control interface. This allows multiple control entities to execute the
basic switch control operations on their own partitions by invoking operations
over their respective Ariel interfaces. These requests are validated by the di-
vider level to ensure that they only access resources belonging to the requesting
control architecture’s switchlet. The third level, called netbuilder allows users
to build virtual networks by combining switchlets on multiple switches.

The fourth and final level is the control entity itself, i.e. the software respon-
sible for such things as connection setup and teardown. It consists of the set of
policies, algorithms and protocols that controls the partition of the network al-
located to it and that is not part of any of the previous levels. Such a control en-
tity is called a control architecture. Examples include P-NNI [PNNTI1.0:96], IP
Switching [Newman97|, UNITE [Hjalmtysson97b|, and Xbind [Lazar96a].

The OSSA can only be seen as a first step towards opening up ATM net-
work control and management. In particular, the set of primitives in each of
the OSSA levels is still fixed. At implementation time it is decided once and
for all by the software developer what the functionality of the various com-
ponents will be. This prevents applications and system operators from taking
advantage of knowledge specific to the application or environment at hand. For
example, because the open switch control interface only contains a small num-
ber of operations (since these operations have to be supported by all switches),
more advanced vendor-specific operations, if available on a switch, can not be
exploited.

Also, it is probably infeasible to write and run a control architecture for
every single application that has specific network requirements. Using a small
set of control architectures, each with a fixed set of primitives, is only marginally
better than running a single control architecture which is (mistakenly) assumed
to be all-encompassing. Developers of applications that have specific control
requirements are forced either to write a complete control architecture, or to
use a control architecture that is not an ideal match. For truly open network
control it is desirable that control architectures allow applications to exploit
application-specific knowledge as well. This requires an ‘open’ management
and control architecture.

Furthermore, prescribing the way the network resources are partitioned and
virtual networks are built limits their usefulness in situations where more dy-
namic behaviour is desired. For example, for scaling purposes clients may de-
sire to aggregate switchlets and virtual networks following the private network-
network interface (P-NNI) [PNNI1.0:96] model of aggregation. However, they
may also prefer an altogether different model. For maximum flexibility, no spe-
cific model for resource partitioning/aggregation or network building should be
prescribed which precludes any other model.
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In the networking community, new mechanisms for specific network prob-
lems (e.g. admission control, routeing, connection setup, etc.) are proposed all
the time. Often, these ideas do not find wide acceptance. Few network oper-
ators introduce the proposed solutions of others in their networks, even when
the solution would be very useful in their environments. There exist at least
four barriers that make it hard to pick up new ideas and mechanisms.

1. Operators often do not have access to particular elements of their control
system. For example, it would be very difficult to replace the admission
control module of the FORE SPANS signalling software[FORE95b]. In
many cases, the source code of the control system is a well-kept secret of
the vendor and changes cannot be made by the users. The only option
may then be to replace the existing control system completely with the
one that contains the new mechanism.

2. Even with access to the source code, the introduction of a new mechanism
is a difficult task. It requires a thorough understanding of the control soft-
ware and careful consideration of how and where the mechanism should
be implemented

3. It is hard to test a solution’s quality assurance, except by introducing the
new mechanism (untested) to the system. If the mechanism is faulty, it
will only be found out when real problems occur.

4. Any changes generally require the control system to be taken down for at
least some time.

It can be concluded that there is need for a solution that allows changes
to be made to the control system dynamically, using a small set of simple
interfaces, without requiring access to the vendor’s source code. This makes
it easier to take up new ideas for specific control problems, introduced by the
research community. The OSSA model can be seen as a useful albeit limited
first step towards opening up network control and management.

1.1.2 Active Networks

Active network technology [Tennenhouse96], supports a certain amount of
programmability of the network. Clients of a packet-switched active network
are permitted to inject programs into the network in the form of capsules (pro-
gram code together with embedded data) which get executed at the nodes they
traverse. This allows network nodes to process data in an application-specific
way. Programming the network is not separated from using it, as all capsules
travel in-band. In-band control is problematic as the speed at which control
code is executed is strongly related to the speed at which the packets can travel
through the network. For example, control code to offload a congested router
may be delayed a long time itself due to the congestion.
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Even ignoring the long-standing issue of whether the separation of control
path and data path is important, it can be observed that most active networks
do not address the programmability of such processes as network resource par-
titioning, and virtual network building. The ability to partition resources in
the network and combine them in completely separate virtual networks is an
essential property of any open network technology. The reason for this is that
it is desirable to run multiple control systems on the same physical network
and misbehaviour or faults in one virtual network should have no effect on any
other virtual network. The ability to customise the processes that carry out
the resource partitioning and the network building is an important feature of
open networks which needs to be addressed. Not doing so limits the usefulness
of active networks.

This dissertation concerns itself both with opening up the interfaces used
to control and manage networks, and with enabling applications to extend and
modify existing components that exercise such control. These components need
not necessarily reside on routeing/switching nodes, as is generally the case
in active networks. Thus, while an important aspect is also ‘activating the
network’ (and as such could be placed under the active networks umbrella), the
location and role played by the active code is different from that in most active
networks (see also Section 3.8.4). As such, the topic of this dissertation can be
seen as an attempt to bridge the gap between active networks and open control.
A key idea is that extensibility should be incorporated in all levels of network
control and management. It will be demonstrated that providing support for
extensibility and modification of the entire network control allows for a whole
new class of applications and control architectures to be built.

A similar observation is a motivation for the NetScript project [Yemini96],
where intermediate nodes in a network can be programmed with the NetScript
programming language within the boundaries of what is also called a virtual
network. NetScript’s notion of a virtual network, however, is very different from
that of the OSSA. It merely indicates a set of related execution environments
that exist on some nodes in a network. It is possible to dynamically execute
NetScript code in these environments which are linked via so-called virtual links
that allow NetScript programs to communicate. In this way, it is possible to
implement, for example, a specialised routeing protocol on a specific set of net-
work nodes. It is much weaker than the OSSA’s notion of virtual networks
though, as it does not provide virtual networks with guarantees regarding re-
sources: every virtual network can interfere with every other virtual network.
Moreover, the NetScript project is flawed not only because of the integration
of control and data, but also because it requires all data packets to carry a
NetScript encapsulation (another header), to allow proper demultiplexing to
the appropriate NetScript programs.

This dissertation describes an implementation of network control that is
centered around the ‘hard’ virtual networks of the OSSA, which allow resource
guarantees to be given to the control systems. Furthermore, it keeps a clean
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separation between control and data. Moreover, the data path is not touched
at all, which implies that there is no need for undesirable extra headers or
encapsulations.

1.1.3 Technology leads, standards follow slowly

A final motivation for the extensibility of network control concerns the time
scales at which innovation can be introduced into the network. Currently, inno-
vation only makes its way into commercial networks relatively slowly. For ex-
ample, the gap between the development of protocols such as RSVP [Zhang93]
and its large scale deployment in commercial networks exceeds half a decade
already. Similarly, the technology of leaf-initiated joins of multicast trees in
ATM networks existed a long time before the ATMF User-Network-Interface
standard version 4.0 [UNI4.0:94] was fully developed, implemented and de-
ployed by the switch vendors. In general, technological innovation moves fast,
while standards are inevitably slow to follow.

Ideally, network applications developers would like to use the latest tech-
nology, but this objective is hampered, because they have to wait for the stan-
dards to catch up. If, on the other hand, an effort was made towards stan-
dardising the loading and execution of code in the network (or, as suggested
in [Wetherall96], the computational model) in addition to, or even instead
of, the standardisation of all-encompassing control protocols themselves, new
services could be deployed on a much shorter time scale, far ahead of the stan-
dards. In fact, it would enable use and deployment of technological innovation
at the pace of the innovation itself.

1.2 Contribution

It is the thesis of this dissertation that allowing users dynamically to combine,
modify and extend a small set of basic building blocks providing well-defined
control and management functions, eases the development and introduction of
new and innovative network control.

[Goldszmidt98| defines the notion of an elastic server as a process, “whose
program code and process state can be modified, extended and/or contracted
during its execution.” In this dissertation, this notion is adopted and generalised
for network control. Specifically, distributed elastic network control is defined
as:

Network control software that consists of multiple interacting com-
ponents distributed across a network. The interaction takes place
across well-defined interfaces, which are open and public (as op-
posed to closed and proprietary). The elasticity of the network con-
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trol means that the components can be dynamically modified and
extended in a safe manner.
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Program (pseudo code) Evaluation method Time (nsec)
Tcl_Eva 149718

=0 Tcl_Invoke 24760
Tcl_EvalObj 7240
Compiled C code 135

proc mysquare (int x) { Tcl_Eva 312498

} e X*x; Tcl_EvalObj 115726
Compiled C code 48654

for (i=0; i<100; i++)
X := mysquare(i);
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Segment Start Time”

SEGL |10
SEG2 | t0+L(SEGY)

SEG3 | t0+L(SEG1)+L(SEG2)

SEG4 | t0+L(SEGL)+L(SEG2)+L (SEG3)

*where L(s) denotes the duration of ’s’
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until the 'deleteVCl ' operation returns to the C++ code (after 1000 setups
and teardowns)
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is called in the DLA until the 'del eteVCl ' operation returns to the DLA
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GA1 -Sane as G C 1, except that the time is neasured fromthe nonent that the
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load DLA-2 into the switchlet Sandbox (this includes creating the Sandbox)
until 1000 connections have been setup and torn down by DLA-2

GC2 -Sane as G C 1, except that client and divider run on different machines.

GD2 -Sane as G D1, except that client and divider run on different machines.
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S-D- 200 -Same as S-D-2, except that the experiment is now run on a FORE ASX- 200

S- A- 200 -Sane as S-A-2, except that the experinent is now run on a FORE ASX-200
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CONNECTION SETUP TIMES ACROSS MULTIPLE HOPS
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BANDWIDTH (cells/s)
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MEASURED AND EFFECTIVE BANDWIDTH OF A JPEG STREAM
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MEASURED AND EFFECTIVE BANDWIDTH OF TWO JPEG SOURCES
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MEASURED TRAFFIC ON THE TWO VCI (FOR THREE SOURCES)
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Packet Networks (1P) > Active Networks
'l

Fully Elastic Control
1 -switch interfaces
| -switch dividers

-fixed treatment of -smart packets on
packet at router datapath can add
functionality U Eully Eladtic Contral
I

| -netbuilders
Proprietary —_— Standardised —_— Monolithice Multiple : “generic services
Monolithic, Closed Monolithic, Closed Open Control Architecures L Ej Eita,p?ﬂj fo,m,p?n,erjt? !
L L L L L
-proprietary switch -proprietary or standard-  -standardised switch HABOOB
interfaces ised switch interface interface
-"one" network -single network -multiple "networks"
-fixed functionality -control components -network/control
generally have fixed components have
functionality fixed functionality

-services are built by
binding interfaces
together



























L =delayonlink CONNECTION

Q = queueing delay in switch MANAGER

S = time to set up a switch connection Thot
R = time to release a switch connection T

Teomm = time to communicate with switch comm

= notification of new source

Cut-Off Switch
(A1)





































































