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Abstract— There is a growing need for packet processing of the compilation to native code, or nprobe [3] because of
at high link rates. Commodity hardware and software are not the efficient way in which traces are stored on disk, but it
able to cope with multi-gigabit speeds. Existing solutions for s gifficylt to see how one couldombinethese filters in a
handling high rates tend to be ad-hoc and cannot easily be used . . . . .
for new applications. In this paper, we desibe our experiences m.|x-.and-match fashion and make it operate as a single unit.
in implementing a flexible packet processing framework that is Similarly, hardware vendors such as Endace have developed
capable of dealing with high link rates. We do so by listing and efficient software for making optimal use of their advanced
discussing the design principles that were used in the development DAG network card [4]. Such software can and has been used
of the fairly fast packet filter. The paper indicates which aspects develop high-speed monitoring tools (e.g., OC3Mon [5]),
we still consider important and which assumptions proved to be . . . .
incorrect. but is not designed for use in heterogeneous environments

with different types of cards, such as a PC equipped with
INTRODUCTION both a DAG card, and a network processor board such as the

The need for packet processing at (multi-)gigabit speedsligel IXP [6] (and perhaps even a few plain old NICs with no
growing, e.g., for monitoring, accounting, firewalls, ution intelligence whatsoever).
detection systems (IDSs) and network address translatordNone of the existing systems tries to resolve the various
(NATs). The importance of such applications is on the riggroblems in packet processing within a single, practicaife-
and we expect that multiple applications will be presenhat twork. We will now show how we addressed them, where
same node, for instance a monitoring platform at the edgetbere is room for improvement, and where our assumptions
the network. proved wrong. In this paper we explain the design principles

At the same time developers of such systems are plaguedtbgt underly our system and that we believe to be relevant
many difficulties. Some argue that the increase in link speéat high-speed packet processing in general. Some are well-
exceeds Moore’s law. Others counter this is only true in,labsnown, others we discovered when developing our system. We
while in practice there is little deployment beyond OC-192 alo not intend to repeat the lessons in (earlier) similar pape
OC-768 (i.e., 10-40 Gbps). While the jury is out on how fastuch as [7]. Instead, we discuss additional design priesipl
network speed is growing compared to computing speed, Wt we consider useful. Specifically, we show how to enginee
do observe that commodity PCs are struggling even to keepfop high throughput, how to exploit hardware heterogeneity
with rates of, say, a gigabit per second. This means tha¢ thand how to accommodate software diversity. At the same time,
is an urgent need for a platform that (a) can handle curréhtwas our goal to build a generic solution that can be used
link rates, and (b) scales to future link rates. There areymafor any application. Moreover, we wanted to design a system
problems with current technology, with respect to both harthat isusableboth for advanced users and novices.
ware and software. We briefly discuss some prevalent ones. W&Jnfortunately, engineering for speed conflicts with design
argue that existing off-the-shelf solutions are lacking@isher ing a generic solution, as it is almost always faster to gtevi
the hardware nor the software is geared for high speeds. Botailor-made solution for one specific problem. For ins¢éanc
instance, well-known hardware problems concern the speedtwe authors of the virtual router project carefully craftbe
memory and buses, while software problems concern exeessiode to match a specific hardware architecture (the IXP1200)
copying and context switching by the operating system (OSnd application (routing), resulting in very good perforoe,

At least as serious is that existing solutions suffer fromout limited flexibility [8]. Similarly, [9] focused solely @
tunnel vision, i.e, each may solve one particular problegetting packet from fast links to disk. The Click project, the
well, but they cannot be easily combined. For instance, oother hand, provides a much more generic and user-friendly
may use BPF kernel filters [1] because they are so widedpvironment, but with significant overhead in the framework
supported, Windmill protocol filters [2] to take advantagéself [10]. In this work, we are aiming for both flexibility



filters, counters and queues), that together will be calted t
flowgraph An example is shown in Figure 1. If need be, nodes
in the flowgraph may modify packets within a flow (e.g., for
slammer worm NATs or routers).
For additional (non-streaming) information about theficaf
Fig. 1. Arbitrary packet selection with generalised 'flows’  such as statistics that are kept by the functions, orthdgona
abstractions can be used. Any abstraction will do, as long as
it can handle generic data structures. We propose as basic
and speed. We want to support fast links, multiple conctirrestbstraction for such data an unstructured sequence of.bytes
applications, and still allow users to develop complex BpplOn top of this basic abstraction it is possible to implement
cations in a trivial manner. Unlike Click, we do not limitmore complex structures.
ourselves to the kernel. Instead, we want to use resourcegiote that the concept of a flow is fairly common in
closer to the wire also (e.g., network cards, routers). Thetworking literature. However, it is mostly applied in anm@o
identified methods form a framework for efficient, flexibleestricted sense (e.g., TCP or IPFIX flows). Frameworks like
packet processing that supports a diverse set of conclyrrentkernel, Linux netfilter/iptablesor Windmill permit packets
active applications. We have learned the lessons explaingdstream over chains of processing functions, but have lim-
here while developing FFPF [11], a high-speed system faed support for obtaining additional (non-streaming)imfia-
network monitoring. The first version of FFPF was releaseatbn [10], [12]. Other approaches likelick do support this,
in May 2003, and it has seen several major overhauls singgt are ill-suited for streaming the flows to multiple usersp
to accommodate the lessons we learned. As many probleapplications.
we encountered are not specific to monitoring it is our belief |n FFPF, each function in the flowgraph has three buffers: a
that anyone implementing a packet processor will face tgcular packet buffer P Buf) where the flow’s packets may
same problems and may therefore benefit from the solutiage stored, a circular index buffef Buf) in which each valid
we found. While we use FFPF to demonstrate the practicalgyitry contains a pointer to a packet Buf as well as a
of our approach, we focus solely on its support for genergp-pit classification result, and (optionally) an unstuet
packet processing. Details specific to monitoring have begaquence of bytes that serves as persistent stdt@u«(f). It

discussed in depth before [11] and are therefore omitted. Ahay be used, for instance, to keep statistics, NAT tables, et
code is available fronnt t p: // f f pf. sf. net.

We will discuss the principles we found one by one. Withl. SUPPORT HETEROGENEOUS PROCESSING HIERARCHIES

each we star.t by giying a descr_iption of the_ problem at For convenience, most approaches build on abstraction lay-
hand. The guideline is then explained by drawing from OWrs that are too high (e.g., at the level of Linuet fi | t er).

experience in developing .FFPF and by looking at alternati' doing so, they make it impossible to exploit features
frameyvorks. Where appll_cgble, we supp_o_rt our case Willat are offered by advanced network cards. For example,
expgrlmental re_sults_. We finish by summarising the point ABAG cards allow filtering on the NIC, the same is true for
looking at possible improvements (Section VIII). Juniper [4], [13] and open source OS-based routers. These
I. GENERALISE FLOWS featu_res cannot easily be exploited by approaches thad buil
) . L on high-level abstractions.
The task of a packet filter is to help applications select whatOur second design principle addresses hardware problems in

they Iperceiv; as intere;tin% da’l[:)a With, minimal e[l‘fort. It;{hnu two ways: it aims to avoid sending all packets across the PCI
simplify packet processing by abstracting away the implemey) s 1, memory, and to support all programmable/configurable

tatflonal dlfgcultles lsurrouncli(lng heterog_ene]:ty of harqli(wand ardware of which more and more is found on the market.
sgltware. Icomplgte packet hpr(l)lciss('jng rzra]meword MUSt BB this purpose, we need to process packets at any level that
able to supply applications with all the data they need, Wt ;s s t0 do so, e.g., userspace, kernel, on stream parses

the nature of these data be packets, statistics, or othethér and programmable network cards, and even on remote devices

words, limiting the information that applications may reee such as Juniper routers. Note that such a description sisgges

is not a good solution. Fr_ameworks that focu_s only on S_end"égnierarchical tree-like hardware model with NICs and route
packets, such as the widely-used PCAP library, fail in thgt the lowest levels and userspace application at thk top
regard, . P This is illustrated in Figure 2 for a PC containing several
we propose the concept of a generahsgd flow as t}}QICS, a programmable DAG card, and an Intel IXP2400
core abstraction for the packet processor. Unlike mostiagis network board. The dashed box at the left means that it may be

uses of the term (e.g., TCP flow, Cisco NetFIqw), a flow 'Bonnected to a programmable Juniper router. All boxes tieat a
defined asany subset of network packets that is of Interestot shaded are part of our actual testbed. The PC is a slow

to the user. For instance, a user may request a single ﬂ%}’ﬁux PIll at 1.1GHz with a 64/66 PCI bus equipped with
that comprises all TCP port 80 SYN packets together wit

all UDP packets containing the Slammer Worm' Each flow e yreat kernel and userspace as different hardware lesetsezhardware
streams through a number of processing functions (such eagrces different programming environments for the two.
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Fig. 2. Processing hierarchy with multiple ‘flowspaces’ and ‘bound-
aries’

Fig. 3. Bottlenecks in the processing tree

several NICs and an IXP2400 evaluation board from Radisys
(ENP-2611). The 1XP2400 contains on chip a single XScale
control processor running Linux and eight multi-threadeprocessing is done at the lowest levels, and fewer and fewer
RISC processors, known as micro-engines (MEs) running packets travel up to the higher levels. For each functioneto b
OS whatsoever. Not drawn is an IXP-based network processsecuted we therefore find the lowest point in the hierarchy
(IXP2850) that sits in a separate box (much like the Junipitat supports this function and instantiate it here, predithe
router) and connects to one of the PCs gigabit NICs viafallowing rule of thumb is not violated.
network link. The reason why we do not show it is that
while we do have rudimentary support for the device, tHe- Ensure packets travel up (and down) at most once
implementation is far from mature. We assume the hierarchyA packet that has been sent across the PCI bus is never
is strict and heterogeneous. sent down again until an explicit ‘transmit’ occurs and tliten
The implication is that instead of doing everything imever travels up again. Combined with the previous rule we
userland, we spread processing across many levels in ageesuggest that the processing tree should work like a funnel,
a result, the mapping of functions on the hierarchy becomprocessing fewer and fewer packets as we move higher up the
complex. tree. This behaviour is in line with the assumption that lewe
Mapping a flowgraph on top of a hierarchy of heterogeneoleyel hardware is more adept at processing packets at high-
hardware and software is not a trivial exercise; it is depand speed, but less flexible in the actions it supports. It is #iso
on function class availability at nodes in the hardwaredrier approach that was used in the Virtual Routers project [8].
chy, as well as on the ability to connect data-streams betwee In our implementation, each flowspace exports a standard
nodes. To aid placement we model each node explicitly Bgerface with methods for querying function classes, unt
a self-contained execution ‘bubble’, dowspace A specific ling functions and accessing the data-streams. The runtime
implementation of a function class is bound to an individualystem can use this interface to search for implementations
flowspace. For instance, a Linux kernel BPF class may bé a requested function class. Placement starts at the fowes
tied to the host kernel flowspace. That is not to say that thevels of the processing tree (in line with rule 11-A) and ¢es
same interface (e.g., BPF) cannot be implemented in meltiglubble up until they can be accommodated. In this way the
locations. algorithm iteratively walks through a requested flowgraph.
Obtaining a successful mapping involves finding a pafBach time a function is instantiated the system connects the
through the flowspaces such that all functions can be iristartata-streams between the new function and those on which it
ated and interconnected; this is a general resource dbncatis dependent, which have necessarily already been instedhti
problem. To shield the user from micro-management taslBecause incoming streams can only flow upwards (rule II-B),
the runtime system should take care of this complex task. Tthe instantiation search space becomes more limited as we
complexity is reduced by three simple rules discussed nexiprocess more of the request. The end-result will resemble a
Directed Acyclical Graph that can span across all levelfef t
hardware tree, as shown in Figure 4.
The assumption is that if a function is provided lower in ) )
the hierarchy, this is more efficient than the same functi&r .Instantlate a function at the lowest common successor to
higher up. While it is possible to find counter examples, in ot} INPUts
experience this rule works well in practice. Figure 3 shdwes t Rules II-A and II-B are not sufficient if packets may be
throughput of the processing levels in our test environméfet received from multiple sources. This happens, for instance
were able to process close to 1.5M packets per second onitha user specifies a flow that contains packets arriving on
MEs of the IXP. As we move higher up the tree, throughpuither / dev/ i xp0 or / dev/i xpl that pass through BPF
quickly diminishes. This is fine as long as we make sure md#ter foo. It may be the case that the BPF function class is

A. Process at the lowest possible level
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Fig. 4. A complex flowgraph on a heterogeneous processing tree

Fig. 5. Bridging barriers

available both on the XScale gf.the two IXP boards, and E‘g}pendent functions. This way the function will always be
the host kernel. The question is: where should it be placegigi,niiated in the lowest flowspace that is successor to all
Rules II-A and 1I-B simply state that it should be instargit jis jnnts. As each flowspace deals only with the flowspace
at the lowest level, for instance, the first IXP that is pmbe‘ﬂnmediately beneath it in the hierarchy, the mechanism is

However, this is incorrect, as the BPF filter should be anp"%ompletely decentralised, which makes it is very simple to
to packets from both IXPs. We could instantigteo on both 44 hew flowspaces and hierarchy levels
IXPs, but this is awkward also, because we now create two

separate streams rather than a single one. Imagine the BPF I1l. ENGINEER FOR BARRIER DIVERSITY

filter was a packet counter: in that case we would have twWoas mentioned above, the processing hierarchy is generic
results rather than a single aggregate packet count. tstegnd tree-like and may include routers, network cards and OS-
we use the following simple rule: if a flowgraph contains @nforced protection domains. In FFPF terminology, eactenod
function that receives packets from multiple nodes in lewefy this tree is programmable through an abstract interface:
level flowspaces, instantiate it at the level in the proc@ssitne ‘flowspace’ (userspace, kernelspace, etc.). Flowsparee
hierarchy that is the lowest common successor to each of §igyarated by barriers, such as network links, PCI buses,
nodes and that contains the function class. and kernel-userspace boundaries. Having a single model for
FFPF implements this by routing the function instantiatiogrossing barriers makes the system more extensible. Thelmod
along explicit paths. Each function of the flowgraph that ige have chosen is that of stubs that are used by a higher-level
instantiated in the processing hierarchy has an identifiewk  flowspace to interact with the layers beneath it. The stubs
asfl ow d. Part of thef | owi d is the path field, a 32 bit presents a ‘ghost’ image in a higher-level flowspace. This
number that is given a value when we descend down tgage transparently forwards requests to the real flowspace
hierarchy to instantiate the function at the lowest flowspagnterface in the lower level. While the model is always the

that supports this function. The field specifies the path frogame, the implementation of the forwarding methods should
the root (userspace on the host) to where the function \igry depending on the nature of the barrier.

instantiated in the hierarchy. The 32 bit number is logicall
divided in 8 subfields of 4 bits, one subfield for each flowspade Recursively extend the control and datapaths
level in the hierarchy. The processing hierarchy is a treigo By exposing stub interfaces to their parent, flowspaces
subfields can be used to indicate which branch to take at eaeim transparently build bridges across barriers, such as th
flowspace level to get to the flowspace in which the functiomserspace/kernelspace divide or the PCI bus. Bridges are
is instantiated. A special value is reserved for ‘invalichieh barrier-specific, therefore a flowspace can export multiple
indicates that the function may not be instantiated at #visll stubs, e.g., one for PCI and one for PCI Express, as shown in
FFPF instantiates the flowgraph in a bottom-up fashiokigure 5. The stub interface’s methods implement the loxgtle
When a functionfoo must be instantiated, it descends downode necessary to move data across the bus and communicate
the processing hierarchy until either of the following occu with the real flowspace interface on the other side, fredirg t
(i) it reaches the lowest level, or (ii) all flowspaces beheaat framework (and the user) from these operational detaile Th
are marked invalid infoo’s path field. When it has reachedFFPF library interface is unaware of the number of flowspaces
this flowspace, it bubbles up again until it reaches a flowspaio the system, as at each flowspace only the direct descendant
that supports the function class ffivo. At each level infoo’s are visible through their exported stubs. Requests, such as
path field we mark the subfields of the flowspaces below iiistantiation queries, are recursively reflected to theekiw
as invalid. After the function is instantiated the path fieltevel in the hierarchy. This mechanism removes the need for a
is simply returned to FFPF, which uses it to initialise theentral authority, and thereby reduces algorithmic comifle
path fields of all functions that depend giwo by copying Unfortunately, boundaries differ in how they are best
the subfields that are marked invalid to all the path fields ofossed. When packets are physically copied across high-
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Fig. 6. Performance comparison of PCI transfer strategies Fig. 7. Influence of polling on high-speed packet handling

) o _ increase sustained rate; this device can reorder requests t
latency boundaries, often the most efficient way to do S0 iS {Gther maximise throughput, while at the same time offlagdi
‘push' the packets to th.e remote side, as it avoids the roufth cpy. Because memory remapping fails to make use of
trip time (RTT) latency incurred by ‘pull’ models. However,iage performance enhancements it performs poorly. WHile [7
some boundaries do not permit pushing. Moreover, Sometimeg,|ains that DMA is not always the best choice and depends
pushmg is less efficient than pulling, for instance when &, ihe system, our experience is that in practice true zepy-c
packet is hardly ever touched at the host. has very few real benefits for all but a very small minority of

Different applications may require different solutionseWappncations_
have implemented three transfer strategies [14], each ongyetails of zero-copy and other such transfer strategies are
tailored to a specific use-case. For clarity’s sake we dScCUghstracted away, even made interchangeable, by moving the
these strategies for what proved to be the most important gathlementational code into the framework. The stub/source
complex barrier in our test environments: the PCI bus.  gpstraction that we use for exporting flowspaces is alsdegppl

Zero-copyis a well-known performance enhancement tg functions in the flowgraph, as shown in Figure 5. When a
high-speed processing that transparently maps data frem Harrier lies between two (or more) functions the one on the
network card up to userspace. It benefits those applicatiiats |ower-level is mirrored higher up in the hierarchy. Whereas
only need to access parts of packets and only infrequersly, frmal functions use a function call to forward packets up
it only moves data that is actually requested. However, whee tree, this ‘ghost’ image must use interrupts or polling
packets are accessed more than once, or when the paylgadcan for packets. The datapath from the real function to
is inspected, it is often more efficient to copy the entirgs image traverses the bridge built between the flowspaces.
packet at oncecopy-once This method minimises requestControl-path requests are routed through the stub interfac
transfers over the bus and can optimise DMA to limit the copgetup a static forwarding route that is unaware of physical
induced overhead. Finallgopy-on-demandakes the middle intricacies. Depending on access patterns, packets may be
road, using zero-copy until a packet is explicitty marked ascported to the ghost through a zero-copy method by using
interesting by a function, after which it is copied at oncee Wmemory remapping (e.g., through the mmap system call) or
had expected this method to give the best performance, as ¢bpied directly into its flowspace-local packet buffer.Hgit
majority of packets uses zero-copy for matching, while onkyay, it must be waken up and notified when new data is
accepted packets that are sent to applications have to liEdcopyailable through a barrier-specific method.
to local memory. _

Figure 6 proves this assumption wrong. Plotted is tHe Interrupt at low rates, poll at high rates
throughput in one particular traffic monitoring experimerd One of the lessons we learnt from experience corresponds
conducted with FFPF in our testbed for both programmed 0 the observations in [15]: at high speeds the overhead of
and DMA for 0, 1 and 2 requests per packet. It shows thper packet interrupts is unacceptable and polling is more
throughput quickly diminishes when using PIO, but remaireffective. On the other hand, for slow links, polling wastes
constant with DMA. What is not shown is that host CPU usagwg/cles and interrupts are preferable. The number of inpésru
is also only at 50% for DMA, as opposed to 100% for PIO. lat high speeds can be effectively reduced by polling aftehea
addition, sending requests at bus-width increments antgusinterrupt. This is what is applied in the well-known NAPI
aligned addresses can increase performance to PCl's ppalch to the Linux kernel.
rate. Queueing requests to the DMA processor will espgciall Figure 7 compares throughput between two network cards.



One has a NAPI-enabled driver, while the other does ndiack of this scheme is that additional control-flow is needed
As the example shows, interrupt-only processing breaksndown the access functions, increasing memory access overhead
when the CPU becomes saturated. Throughput is not eugnfortunately, this is currently the only viable option. Wha
sustained, it diminishes further as the rate increasess Thie can do to alleviate the stress on the system is choose
behaviour stems from overhead incurred in the hardwares which side of the barrier to incur the majority of this
initiated interrupt handling routine. As the number of iged overhead by toggling endianness of the buffers. Also, faste
interrupts increases, more and more time is spent in this-fumon-schizophrenic buffers can be used in datapaths where no
tion, thereby shrinking the cycle budget for actual prowess collisions can occur. Our buffer APl masks the details of
By disabling interrupts during processing and switching tihe underlying access methods from the calling functiords an
polling instead, the NAPI patch circumvents interrupttindd applications. Directly accessing the raw data through teoén
starvation. is not allowed; buffer layout is intentionally unspecifiédot
Switching between interrupting and polling depending oonly does this abstraction solve endianness woes, it alps he
throughput is a heuristic that is equally valid in crossitigen  us in other areas, e.g., to switch between multiple readiefw
barriers than the PCI bus. Kernelspace/userspace crassing collision handling methods.
cur significant overhead because of context-switching.ikdak
up a process for every packet is similar to interrupt hamgllin
but sleep-based polling will increase latency when the loadThe keyword is ‘needless’. As we have seen, ‘zero-copy’
is low. Busy-polling is not advisable on the host, as it eatsan be less efficient than ‘copy once’. If a packet is stored
cycles best used elsewhere. Therefore, mechanisms titahswin a NIC buffer and accessed frequently by code on the host
between interrupting and polling automatically based am tiCPU, it is cheaper to copy the whole packet to main memory
load will perform best. That said, busy polling remains &léa once, than to read and write across the PCI bus (zero-copy)
option on special purpose stream hardware, such as the MBdgtiple times. But in other scenarios it may be cheaper to
found on IXP boards. In that case no other processes havddave packets on the card or never store them on the card in
contend for cycles.In FFPF all accesses except those for the first place.
MEs are developed NAPI-style. The best known software problem is the excessive amount of
copying and context switching in common OSs. From the NIC
packets are copied to temporary kernel buffers and theredopi
Most network-enabled hardware devices use big-endian emain to their destinations in userspace. If a packet isatked
coding. Unfortunately, the popular x86 architecture hassein by more than one application, it is copied multiple timesisTh
little-endian for its native encoding. This conversiorgether is an increasingly important problem, as (concurrent) use o
with high context-switching costs makes the x86 architefirewalls, NAT and intrusion detection grows, especially on
turally a suboptimal choice for high-speed packet proogssi commodity end-hosts.
For various other reasons, cost not being the least, it rsnai In addition, while handling the packets, we are forced to
the architecture of choice. These problems are less appar@ntext switch between kernel and applications constahtlg
in the core of the network, where hardware can be tailoguestion is: why is this needed? The answer is that on the one
made and the forwarding path is relatively simple. It is ohand packetbaveto be processed by the kernel, while on the
end-hosts, firewalls and border gateways that complex packeher the kernel processing capabilities are liotited. For
processing takes place. Here commodity hardware - and tlaxample, the snort IDS processes rules such as: generate an
the x86 - prevails. Combining both layouts in the same abstralert if the payload of a TCP port 80 packet contains the gtrin
framework is therefore needed, but this introduces aduitio zy2. On most systems, all the kernel can do is filter out TCP
conversion issues. packets to port 80 and copy them to userspace. the rest is done
The first heuristic to follow is that, because network pagkein userland and requires a copy and a context switch. Neither
are encoded as big-endian themselves, we want to minimée needed if we can deverythingin the kernel. Alternatively,
conversion to little endian. Especially in forwarding it ishe card could copy the packets straight to userland so that
preferable not to send data up to the host, as that would intbe kernel never even sees the packets [4]. Doing so would be
a double conversion: another example of why processing less efficient because it increases copy-induced overhéad w
the lower echelons of the tree is advantageous. each additional application, but it would at least removain f
When data can be shared between functions running wamber of context-switches. It would not remove the context
fast hardware and other on the (x86-based) local host wswitches between applications though. Unfortunatelytheei
must safeguard correct handling from within the framewask, of the mentioned solution is possible in most current system
individual functions have no knowledge of their dependesici L ) ) )
Especially when packets are destined for the local host afid Minimise both ‘horizontal’ and ‘vertical’ copies
we use zero-copy or copy-on-demand this problem will be The problem is more complex than deciding whether a
apparent. Correct handling can be ensured by having buffeecket should be copied to higher levels in the hierarchy
signal their endianness. Secure access methods can theifvbdical copies). We also want to avoid copying the same
written that are able to convert data transparently. Thevdrapacket to multiple applications (horizontal copies).

IV. AVOID NEEDLESS COPYING AND CONTEXT SWITCHING

C. Engineer for multi-endianness



-- the lowest levels and implementing the bridge across the PCI
using a simple packet queue that is well-suited for DMA. The
cost will be somewhat reduced flexibility.

Address space remapping allows us to map kernelspace
memory into the address space of each interested userspace
process. This is used, for instance, to nfiapuf, I Buf, and

- MBuf to userspace. Similarly, we can remap kernelspace
P virtual memory to encompass IO device memory. Address
space remapping is not generally applicable to distributed
Hetwork resources (e.g., routers), as we cannot improve much on the
card single copy that is currently incurred. Zero-copy over IP
is seldom interesting, as the latency built up with multiple
traversals over the network will quickly lead to unsustaiea
delays.

. _ o When sharing data between multiple applications, we need
Fig. 8. Sharing packets within a flowgroup to address potential security problems. While most packet
processing applications are currently run by the systeniradm

One method of solving both problems is by sharing packlesttrator' there are plenty of uses for processing by regara

.2 . sers. Demultiplexing regular host-bound traffic and safew
buffers between applications and lower level processieg eE

. firewalling are prime examples. For priv r ns w
ments. Packets received from regular NICs are aIreadyt:i;haré"‘secj ewalling are prime examples. or privacy reasons we

. . cannot allow users to inspect arbitrary packets of theirgpee
throughout the Linux operating system kernel, and we engi-

neered FFPF to reuse these handles as far as possible. Fgg solve this problem we group together requests in the
practical reasons we cannot use these buffers outside of ﬁ&@\/groups mentioned earlier. In principle, each member in
kernel, and therefore had to create our own special purpQs8iowgroup has access to the same packets. Whether they
buffers. are interested in all the packets they have access to is a
In FFPF, we have introduced the notion oflawgroup a gifferent issue. Note that this mirrors fairly closely th&llX
logical group of applications not unlike UNIX groups. Whileaccess control groups. Indeed, we support grouping based
we define flowgroups in a more precise way later in thisn applications’ group id (GID), but also implement UID,
section, the main idea is that functions in flowgraphs may|p and one-for-all policies. In case multiple application
share the sam&Buf, regardless of whether they reside injifferent flowgroups run concurrently, we incur a perforien

kernel or userspace. This is even true if the functions lielogenalty as this reduces potential overlap in processingspat
to different applications. The only restriction is thatyheeed anq again duplicates copies.

to be in the same flowgroup. See also Figure 8.

While the PBuf is shared, each function has its own Itis desirable to have as feWBufs per flowspace or even
IBuf. Recall that each valid entry idBuf contains a per flowgroup as possible. However, it is not always possible
pointer to a packet ilPBuf as well as a 32-bit classificationto avoid having more than one, as is illustrated in Figure 9.
result. The classification result can be used to pass additioWe see a flowgraph consisting of six functiofi$— F'6. If F'1
information about the packet to interested applicatiorw. Fand F'2 are executed on IXPs and the copy policy is copy-on-
instance, an IDS function may reserve a unique classifitatidemand, both will store packets in a different (loc&Bu f.
value for each attack it knows about. A shared packet bufféfe indicate theP Bu f that is used by a function by listing the
can dramatically reduce the copying-induced overheadrezfe P Bu f’s identifier in the table below it. S&'1 usesPBuf 2
to earlier, because we incur no more than one copy will taked andF'2 usesd. A function F'3 that is dependent oR'1 and
place per group regardless of groupsize. As with flowgraph2 will need to access packets from bathBu fs. A fourth
overlapping discussed in Section VI, this advantage is mdanction F'4 perhaps works on packets that are received via
apparent when multiple applications are running conctisren FFPF’s netfilter hook from an ordinary (non-programmable)

On aregular host, sharing of packets using®tieu f/IBuf NIC. It passes througl'4 and F'5 without being saved in any
scheme works well. What we did not anticipate, is thaPBuf. Finally, bothF'3 and F'5 feed into F'6 which classifies
the additional structure imposes an additional burden wh#re packets as interesting for the userspace applicatiois. T
communicating over constrained resources. Especially P@eans that the packet must be saved. The exishig).fs
throughput suffers. The advantages obtained by using DMAannot be used for this purpose, so we have no choice other
for packet transfer may be partly lost, because we still tgpdahan to instantiate anothétBu f here.F'6 now refers to three
the indices through programmed |O. The lesson is that ByBufs. Note that all buffer allocation occurs at load time. At
designing for optimal flexibility, we are hurting perform@m runtime there should be no more dynamic memory allocation
Current work is aimed at removing the index buffers fromn the datapath (see also Section VII-A)..



as it quickly leads to buffer overflow and thus to dropped

packets. Another common memory-reduction technique is to
\ limit packet capture length to much smaller values than the
@ maximum packet size. However, this clashes with the goal
/ of supplying applications with all the information they dee
again an example of the conflict between flexibility and speed
[ 114l ]

@ / (a2l T4 ] ¢ Allow full processing and bypassing throughout the hier-

) archy

/ D:‘:I:‘:‘ Here an em;w translation table is s¢
and a new buffer (1) must be allocat To minimise context switching, we need more processing in

the kernel and lower layers. As mentioned earlier, what khou
be avoided is that each packatistbe processed by the kernel
when the processing that can be done is always insufficient.

FFPF allows users to spread ‘full’ processing across all
layers. At the same time, it also allows flowspaces to be
bypassed. For instance, if we do not provide any function
classes in the kernel, the flows will stream directly from the
card to userspace without touching the kernel at all.

iON-ON:C

Fig. 9. Multiple packet buffers in a flowgroup
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V. MAINTAIN LANGUAGE AND PLATFORM NEUTRALITY

We already mentioned that it is hard to combine different
100 packet processing platforms and languages. Take, for deamp
50 | the de-facto standard in monitoring: PCAP with BPF. The
s Lo n 124 Le36s API is popular, but the implementation is known to have
serious drawbacks. For instance, it tends to incur subwabti

performance due to the interpreted nature of the code. Also,
it lacks of scope, because there is no support for backward
jumps or persistent state. Consequently, useful featwes, (
pattern recognition) have been written on top of the frantewo
in userspace, instead of in it.

As there is no one-size-fits-all solution to packet progessi

Performance gains by sharing buffers is also offset Wpe ability to mix and match is desirable. This means we
another issue. Contrary to our original expectations,ointrneed to support approaches that are stateless (e.g., @l [1
ducing shared buffersnay actual hurt performance in the[20]) as well as those that are stateful (e.g., [21]-[23]).
single application scenario. Because we have to deal wilitateful processing is attractive, as many applicatioasoaty
asynchronous flowspaces a shared buffer must hold a réyativimterested in statistics (e.g., “what is the percentage 2y p
large backlog of packets. While we reduce context switdraffic in my network?”) rather than the packets themselifes.
penalties, we may increase cache misses. When only deafiugctions are able to generate the statistics themsehiag us
with a single application, or with a group of per-packepersistent state, there is no need to send the packets to the
synchronised applications, the entire packet can be keptéapplications at all.
very fast cache, reducing impact of memory reads. RunningThe lack of persistent state is indicative of a more general
tests under multiple packet buffer sizes indeed showed tlsitortcoming of many frameworks: by looking only at per
single process performance decreases immediately if wss crpacket processing they disregard other aspects of flows. For
a hardware-specific threshold. During our tests the thtdsh@xample, applications may be interested in flow statistics o
lay between 10 and 100 slots (of 2000 bytes each) per bufferay want to receive incidental callbacks. Not dealing with
but that value will fluctuate with the various level 1, 2, anthese issues within the framework limits its usefulness, as
3 cache sizes available. As the impact of cache-misses wlas PCAP example shows. The most integrated solution in
never taken into account, our reference architecture (FFRRis regard can be found in the Monitoring APl (MAPI)
does not try to optimise cache access at the moment. Figured&ined in the EU SCAMPI project [23]. Whereas FFPF only
shows the impact of buffer size on performance with a 16K8xports simple memory arrays for static state-keeping, the
L1 data cache. As the buffers increase in size, throughpdfAPI bundles filter elements with functions that read ouirthe
drops. Even the smallest buffet§) is considerably slower datastructures. The packet counter, for instance, is bdndl
when no buffer is inspected at allL§*). Choosing small with a function returning an integer instead of a pointerno a
buffer sizes will help, but this solution is difficult to exgt, unspecified buffer.

#elements in the buffer

Fig. 10. Influence of cache misses on throughput

B. Minimize Cache Misses



A. Allow functions to be combined way. Expressing processing needs in a tree-like graph is not

We have mentioned that mixing and matching of differefufficient. For instance, a user may be interested in coglntin
solutions is desirable. In order to do so, we should be able!ftf total number of RTSP/TCP and RTSP/UDP packets. In this

connect functions written in one language to functionstemit c2Se, a single counter needs to be placed after the UDP and
in a different language. TCP branches have split. This example is shown in Figure 1

There are different ways in which functions can be com- A different approach is taken by popular packet processors
bined. First, functions may be connected much like a UNI¥sed in routing and forwarding. OpenBSIp$ and Linux’s
pipe, where the output of one stage is the input of the next. N¢t fil ter/1PTabl es solutions are representatives of
FFPF, this was generalised to DAGs known as flowgraptile-based filtering frameworks. In such systems packeds ar
We refer to this way of combining functions as streamingent to FIFO queues. Elements in the queues are matched
semantics. consecutively against an ordered list of possibly compléesr

In pipes, there is no shared memory between stages. Shatell @ match is found. Then, an action is performed that
memory can be useful when one function depends on tifelinked to the rule. Regular actions ade op, f orward,
output of another for its internal control flow. For this poge, accept or nove into a different queue. Specialized queues
we have designed several new languages (collectivelyresfercan be defined for packet mangling (e.g., for network address
to as the FFPF Packet Languages or FPLs), that are Asanslation), connection tracking and other extensionghis
to exploit all advanced features of the FFPF frameworki€w, rules are similar to functions in our graph-based rep-
For instance, they implement combining two functions usi§gsentation. Indeed, by sharing queues, complex proggssin
function call semantics, i.e., it is possible to ‘call’ amnttion 9raphs can be created in Neftfilter. However, in practice few
from the FPL code, even if this code is written in a differerfjueues are defined. Firewalls and subnet routers havevedyati
language. For instance we may call a BPF filter, but al§§mple targets: accept or drop. The rules to match against,
hardware assisted functions, such as crypto units on @ the other hand, can be extremely complex. It is also not
IXP2850 network processor. Under function call semanticdncommon for rulesets to grow into the thousands, each of
the callee is executed with the memory conteXBluf, [ Buf, Which can lead to a potential cache-mifss each packet
and M Buf) of the caller. In our opinion, both the streamingteverely limiting performance. Advanced rules can depend
and the function call model have their place in a gener connection state of a flow, on application protocol-sieci

framework. options or even on traffic behaviour (‘traffic shaping’). Moy
all logic into individual rules potentially duplicates messing,
VI. SUPPORT COMPLEX PROCESSING GRAPHS similar to how multiple BPF filters operate. Also, worst€as

In most current systems, packet processing functions surhssification time scales linearly with the ruleset. A safa
as filters are defined either as a single expression (e.g.Fa B8sue is that naive implementations can lead to inefficient
expression), or at best as a list of sequentially appliedtfans use of memory buffers. Such issues have been identified
(e.g., the ‘UNIX pipe-like’ way of expression network flowsin Netfilter. The optimisedhf - Hi pac version manages to
in the MAPI). It is unclear why this is, as we tend to think obutperform the original, in part by reducing the memory-
protocols in terms of trees (e.g., “IP consists of TCP, UD& atookup cost per rule. Its method is at least partly based on
other packets; TCP contains HTTP, SMTP and ssh, and UD&arranging the sequential ruleset into a decision-tréss T
carries RTP and NFS traffic”’). Even when we do not thinkolution is similar to FFPF, but can outperform it, as it
about protocols directly, in packet selection it is common tcircumvents costly function calls. The trade-off made iatth
think in terms of sets (e.g., “of all HTTP traffic | am interedt rule expressiveness is much more limited. The two appra&ache
in the GET request). Forcing users to collapse, say, a tree int@an therefore be seen as complementary. A Hipac filter could
list or even a single expression is bad for modularity/rears# easily be accommodated within the FFPF framework, for
for mapping on hardware. For example, a function to searaistance.
for a pattern in a sequence of bytes is easier to reuse than i
a collapsed tree that, say, first filters out the UDP and TCfP EXPress processing requests as DAGs
packets, and then applies pattern matching to TCP port 25More efficient use of table-based frameworks can be made
packets and another function to UDP packets. Moreover,biy reducing overlap in classifying code. Multi-level preseng
may be possible to map simple filters on the hardware, tan be seen as both an extension of table-based as of pipe-
not pattern matching. This is harder if filtering and patterbased solutions. Superseding both in flexibility, whileguot
matching have collapsed in a single function. A final probletmally costing no more than tables, is a Directed Acyclical
is that it is unclear how functions written in different lareges Graph (DAG)-based representation. This treats rules asiato
can be collapsed. selection steps. The difference with traditional tableduh

Unlike Principle 1l, which deals with hardware configusolutions is that steps can be part of deeply nested stesctur
ration, this principle deals with the way users expressrthéihe DAG representation maps nicely on top of the 'stream’
processing requirements. We have argued that tree collapseemantics introduced before.
harmful for modularity and mapping on hardware. Instead, In such a framework users specify their requests as con-
users should express their processing in the most natumattions of individual processing steps. A BPF filter can



that depend on this function. In that case, we automatically

7 e )
push the packets to the next level.
We do not setup structures earlier, because a populate
request has a high chance of failure, and setting up andhtgari
down these structures is costly. When the structures have bee

set up the flowgraph is ready for processing, but put into a
sleep state. An activation call starts the main processiopd.

.‘ .‘ When the flowgraph is shared between applications, instan-
tiation requests try to map function class requests onaadir
running functions. In FFPF we reuse functions only when they
are identical.

Some functions (e.g., filters) distinguish between human-
readable forms of their expressions and faster, intergrete
Fig. 11. Over|aying mu|tip|e requests 0nt0asing|e pro@@g’raph VerSionS. BPF and FPL3 are eXampIeS. To faCiIitate these
functions an additional translator interface exists wittie
framework. By supplying a BPF-human to BPF-bytecode
select packets based on their header, while a pattern-ingtcitranslator, human readable BPF input will be translated to
element searches for worms, and a connection tracker helfrsual machine instructions transparently, similar toahi
with traffic shaping. At runtime the DAGs that encode uses handled by PCAP. More interesting is the FPL3 example.
requests are overlayed on one another to form an actike FPL3 code can be compiled to native code, the location
processing structure: thidowgraph as shown in Figure 11. of instantiation decides whether to create a kernelspaa® mo
Each element in the flowgraph is a function that can drape, userspace library or ME object file. When a request is
packets from its input stream. Functions are not part pbpulated the translator is automatically invoked. In it
the FFPF framework; instead, they can be any function thatforwards requests to an FPL3 compiler optimised for the
adheres to a minimal APIl. The BPF virtual machine that iven flowspace. Finally, if non-host resources are usegl, (e.
shipped with the Linux kernel has been wrapped in a ththe IXP board), an external management application is edtifi
FFPF envelope, for example. We call such functifursction which takes care of loading the code into the environment. Fo
classes which can be instantiated intfunctionsat runtime the IXP the manager is a separate application running on the
by supplying them with a parameter (for BPF this could beetwork card. This tool keeps track of available MEs, hamdle
"src localhost”). Through function overlaying the concet function class mapping onto them and controls the on-board
a flowgraph can cut computational costs. memory layout.

B. Overlay user requests to minimise work duplication VII. SEPARATE CONTROL AND DATA PLANES

A selection request is incorporated into the flowgraph in Instantiating a complex processing hierarchy on distebut
four steps. First, the user creates a request DAG, detailshafrdware is complex and may require several visits to each
which are handled in the next section. This request is pardedel in the hierarchy. Since this is in the control planehsuc
into a uniform representation and checked for syntactiorerr overhead is acceptable, as long as the runtime overheadis mi
in the userspace library. Second, when found correct, tlimsised. Moving complex actions to a separate control-plane
request is sent down the processing hierarchy. Each nodesina well-established rule in high-speed stream processing
the network is matched against the library of function aassand needs no further explanation. A practical rule that can
in the flowspace, whereby we move upwards in the processing derived from this principle in our case is the following.
tree whenever a node cannot be matched with a function class. ) o

At the end of this round each node in the request shoufd Provide all memory allocation in the control plane
be matched to a function class in such a way that the rule ofNowhere in the FFPF datapath do we use dynamic memory
continuous upward flow is adhered to. If no such route exest thllocation in the datapath. Memory structures are eitheicst
entire request is cancelled. Otherwise, we say that theestquallocated at initialisation (which is control-path) or éskfrom
is populatedit has found a successful match with the availablere-allocated shared pools.
resources. In the third phase the processing tree is agaidditionally, pointer lookups must be minimised. Unfor-
walked, but now datastructures are created: the functessek tunately it proved impossible to have pre-calculated ot
are instantiated into live functions and the interconmegi in all structures, as some structures change often. Theruff
between functions are setup, including bridges over harridookup table within a flowspace is an example of such a
and memory buffers. At this point we also allocate the memongecessary evil.
for the PBufs. The rule we use to decide where the memory
should be allocated (the current flowspace, or a highet-leve
flowspace) is that the memory is allocated in a higher-level This final principle is well-known in the study of human
flowspace if there are no functions at the current flowspacemputer interaction, but often lacking in systems sofewvar

VIIl. SUPPORT DIFFERENT LEVELS OF ABSTRACTION



To improve the usability of a system, the design should caterogrammerscreate a flow handle,populate their flow by
to different levels of expertise and different ways of woiki providing an expression in the input languagestantiate

A successful example in the field of packet processing tige flowgraph, and theactivateit. FFPF is responsible for
pcap/BPF [1]. Using tools like cpdunp users are able to mapping the various functions on the processing hierarchy.
express simple filters using a high-level expression lagguaAdditionally, an extensivd cl/Tklibrary for FFPF is provided
application writers can usei bpcap as a convenient library, for developing graphical applications.
while experts may even write BPF filters directly. We propose On top of this native API, we have implemented several
to follow a similar structure, adding just one level: a mode d-FPF ‘personalities’. First, we have implemented the well-
operation where users simply combine predefined functiong&nown | i bpcap so that we are able to run the bulk of the

Novice users may employ FFPF’s graphical user interfatggacy applications. Second, we have implemented the much
(GUI) to select and connect a set of packet processing furisore advanced MAPI, which provides fast and stateful packet
tions from a library of function classes to form a DAGJprocessing on behalf of monitoring applications, and aslow
The library contains function classes from different packénultiple functions to be executed in sequence on an FFPF-
processing approaches, e.g., BPF filters, pattern matchlikg flow. However, the processing is limited to a linearlist
algorithms and statistics gatherers. The DAG determines thich provides less flexibility than a DAG. More importantly
application’s flow. If applicable, functions in the requesay the MAPI is at a lower level of abstraction than the FFPF API,
be parameterised from within the GUI. For instance, usess mas developers have to hard-code their requests as multiplle A
specify the BPF filter to use in the flowgraph by typing thealls.
pcap expression in a pop-up window associated with the BPFExpert users may extend the function classes that are
function. In other words, a user first selects a functionxlagvailable in FFPF. For instance, we have added a class that
and provides all the information that is needed to instémtiaallows users to employ in FFPF any function in the MAPI
the function. Similarly, users may specify that the resafta library without modification. As the function API in FFPF is
function (either the packets themselves or the persistaté)s so simple, it is not difficult to add other approaches as well
should be visible in the user application, by ticking an ‘estp (e.g., different filter approaches, or a specific firewall).
box in the GUI. When the flowgraph is ready, users select the
application they want to connect to its output. OTHER RELATED WORK

The GUI transforms a DAG in its graphical form to an . o .
expression in the FFPF input language. The input IanguageOtherS have tried to extend gmstmg solgtlons_. MPF, fpr
is a simple specification language for attributed DAGs th&t@mple, enhances the BPF virtual machine with new in-
allows one to connect in an arbitrary fashion a set of fumetio Structions for demuitiplexing to multiple applications dan
It contains two language constructs’(operates much like Merges filters that have the same prefix [19]. This approach
UNIX redirection, and [ ' is used for branching) and a WayIS gener_allsed by Pa_thFlnder which represents differetetdil
of grouping elements (by means of square brackgis): as predicates of which common prefixes are removed [17].

Rather than through the GUI, the language can also be ugéHhFinder is interesting in that it is amenable to implemen

directly from the command line. As a trivial example, thdation in hardware. DPF extends the PathFinder model by

following expression sends all data from devieshO and introducing dynamic code generation [18]. BPF+ [16] shows
ethl to a BPF filter, where all TCP port 80 traffic thathOW an intermediate static single assignment representati

passes the filter is sent both to functipkt count and to ©°f BPF can be optimised, and how just-in-time-compilation
function byt ecount . can be used to produce efficient native filtering code. These

approaches target filter optimisation especially in thes@nee

[[ (dev, expr=et hO) | (dev, expr=ethl)] > i
(BPF, expr="tcp and dest 80")] > [(pktcount)]| (bytecount)] of many filters.

That low-level processing is practically within reach has

The example shows that functions may be written in dibeen shown before. FPL3 relies grc’s optimisation tech-
ferent languages. As explained in [11], we currently suppafiques and on external hard-coded functions for expensive
a growing set of languages, including BPF, C, and a fewperations. Like FPL3, and DPF, the Windmill protocol fitter
homegrown packet languages. One of the languages is knasiso target high-performance by compiling filters in native
as the FFPF packet language 3 [24] (FPL3) and was desigrede [20]. And like MPF, Windmill explicitly supports muiti
to exploit all the advanced features of FFPF. It is efficienple applications with overlapping filters. However, conguhr
supports persistent state and compiles to optimised natige FPL3, Windmill filters are fairly simple conjunctions of
code. Current compiler targets include Linux userspaa@pti header field predicates. MPF extends the BPF instruction set
kernel and Intel 1XP1200 and 1XP2400 network processon® exploit the fact that most filters concern the same prdfoco
Moreover, it is possible to ‘call’ any other FFPF functionrn  so that common filter tests can be collapsed. It seems that the
within the expression, implementing function calls seriwant support is at the level of assembly instructions which makes

Like pcap, the FFPF API can be used as a library foit fairly hard to use. Moreover, for each of these approaches
building new applications. Although the libraries suppompackets are stiltopiedto individual processes and require a
different levels of expertise, the basic usage is very gmplcontext switch to perform processing other than filtering.



TABLE |
SUMMARY OF THE DESIGN PRINCIPLES

1) Generalise flows

2) Support heterogeneous processing hierarchies
3) Engineer for barrier diversity

4) Avoid needless copying and context switching
5) Maintain language and platform neutrality

6) Support complex processing graphs

7) Separate control and data planes

8) Support different levels of abstraction

TABLE I
FEATURE COMPARISON OF SELECTED FRAMEWORKS

principles 1 2 3 4 5 6 7 8
LSF/BPF - - - - - + o+
pf - - - o} - + o+ -
Netfilter o - - + + + + -
MAPI + o+ + + ++ + + -
Virtual Router o + - ++ - + + -
FFPF + + o+ 4+ + o+

for the general kernel networking path and expanding its
processing hierarchy to encompass distributed resources.

(1]

(2]

(3]

(4]

(5]

(6]
[7]

Support for high-speed traffic capture is provided by

Oc3mon [5]. Like the work conducted at Sprint [9], Oc3mon

(8]

supports DAG cards to cater to multi-gigabit speeds [4].
Unacceptable for many situations, both approaches have mad

the a priori decision not to capture the entire packet at hig
speeds. Nprobe [3] is a protocol monitor that made a similar

choice.

Gigascope is a stream database for network analysis tH&t

9]

supports an SQL-like stream query language that is compiled

and distributed over a processing hierarchy which may aelu
the NIC itself [25]. The focus is on data management and thd#é!

is no support for backward compatibility, persistent sgerar
handling of dynamic ports.

(12]

Most extensive in its design is the SCAMPI architecture,

which pushes processing to the lowest levels when posgk,

ble [23]. SCAMPI borrows heavily from the way packets are

handled by Endace DAG cards [4]. It assumes the hardware
can write packets immediately in the applications’ address
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