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today. To be robust to changing resource availability, Grid applications need to
be aware of their execution environment and its changes. This means they need
continuous information about resource availability, which can be used as input
to application-level models that implement robustness.

The goal of this thesis is to construct a monitoring system for Grid appli-
cations that will provide them with the necessary data about their execution
environment. We focus on the network and two characteristics of it: latency and
bandwidth between the cooperating computers in a Grid environment. We ar-
gue that the information about the network topology between these computers



computers and some cooperation in timesharing systems, it became possible
to use resources that were geographically distributed by communicating in a
uniform way with the IP protocol. As the Internet grew larger and larger, more
and more resources (desktop computers, supercomputers, large data stores, etc.)
were connected to the same global network. Most resources today are shared
explicitly as ’servers’ that use a certain protocol (such as FTP for file/storage
servers, HTTP for web servers etc.). Remote computing power is typically
available in the form of supercomputers that all have their own special procedure
to submit a compute job.
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A second reason why the network topology is important is related to the
scalability of the monitoring tool itself. Measuring end-to-end performance be-
tween N computers requires Wmeasurements. To cope with this rapidly
increasing number of measurements (which does not scale to large networks),
some kind of measurement hierarchy has to be created. This means computers
are clustered into groups, and only perform end-to-end measurements within
a group. One level higher, ‘'meta-groups’ perform measurements between the
groups. This creates a hierarchy of measurement groups that can be extended

to more than two levels if the number of computers grows. Existing monitor-



been developed. They can be divided in two groups:
e measurement tools that measure only one or several specific character-
istics;
e monitoring tools that continuously provide information about certain

resource characteristics. They often use measurement tools to perform the
actual measurements.

Some standardization efforts have been and are being made. The Global Grid
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OI data 1In an configurable number oI writes. It measures the time 1t takes 1o
send this, and divides that by size of the data sent to yield the bandwidth.

The PingER project [20] (Ping End-to-end Reporting) logs the results of
periodic runs of ping at hundreds of sites and gathers all this data for off-
line analysis. Currently the PingER analysis includes five metrics: packet loss,
round-trip time, unreachability, quiescense (indicating a network is non-busy,
detected by the fact that all ping packets are echoed) and unpredictability
(which is based the variability of packet loss and round-trip time).



Pathrate |9, 10| measures the capacity and the available bandwidth of a path.
The capacity is the maximum throughput a path can offer in the absence of
competing traffic (known as ’cross traffic’). It is also known as the "bottleneck
bandwidth’. The available bandwidth takes also the current cross traffic into
account.

To measures this, Pathrate uses the dispersion of packet pairs and packet
trains. The packet pair technique uses two packets of the same size. These are
sent immediately after each other to a destination, that echoes them back to
the sender. The amount of time between the arrival of the echoed packets is
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producer can also initiate such a subscription or query itself. The latter
only works if the client accepts this action from the producer. An example
in which the latter is useful is an ’archive’ consumer that stores all the
events in the system: it is easier to let such a consumer accept incoming
requests from producers (’store this’) than letting a consumer discover
new producers to which it should subscribe so its events can be stored.

Consumer: receives performance data by subscribing to (possibly multiple)
producers, or querying producers explicitly. Consumers can also accept



The GMA gets somewhat vague when looking at a lower level than the
producers. Behind a producer are typically many sensors, which are currently
beyond the GMA specification. This leaves room for various implementations
but may introduce inefficiencies. If several producers in a system all want to
measure, for example, the CPU load of some hosts, it is less than ideal if every
producer installs its own sensors. This means that when designing a producer,
one should carefully check what the ’basic’ input is, and produce these values
as separate events. This makes it possible for other consumers or compound
producer/consumers to reuse this data.
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To measure the last two, sensors perform experiments by sending probes.
Sensors are organized in groups called cliques. In each experiment, a sen-
sor sends probes to all other members of the clique, and uses these probes
to calculate the latency and bandwidth. A token protocol is used inside a
clique to prevent collisions of experiments. This protocol favors a constant
periodicity over ensuring mutual exclusion of experiments|[15]. By defin-
ing a hierarchical organization of multiple overlapping cliques, the overall
number of experiments can be reduced by using separate cliques to mea-



each (for example three campus networks), connected by a high-speed backbone.
A clique consisting of the gateways in the three clusters measures the backbone.

Discussion

Cliques The notion of a hierarchical organization of network sensors is impor-
tant. It seems the only way to make a scalable network measurement system
that actively measures host-to-host performance between all the hosts in the
svstem. since the number of measurements erows in n2 of the number of ma-
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Forecaster: acts as a compound producer/consumer, that consumes the data
from memories by querying them. It produces forecast data to the user,
which can retrieved by using a C API. No subscription to forecasts is
possible, users can only query a forecaster.

2.3.2 Remos

Overview
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switch is used to represent that segment and its speed is set to the
speed of the Ethernet.

Figure 2.2 shows an example logical topology. Host 1 to 6 are endpoints.
A and B can either be switches or logical switches. In the former case, A
and B could be two gateways that connect the endpoints to a high-speed
link. In the latter case, A and B could represent two Ethernets that are
connected to each other by the high-speed link. In that case, the speed of
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more of them that deal with single nodes, list manipulation, etc.

The system

After defining the API, the authors implemented a system accordingly [7, 21].
It consists of three major parts:

Modeler: a library that exports Remos information through Java and C in-
terfaces. The modeler can be linked with applications. Modelers convert
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reports the flow and topology information, and that’s it. The GMA approach
seems more flexible, since new types of information can be added easily. The
question remains how applications obtain this information in that case: linking
the application with a library might be easier from a programmers point of view
than interacting with producers.

GMA compliance The authors of Remos compare the system to the GMA
themselves:
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that contain nodes included in a query. This means a Local Collector actu-
ally measures the performance between local LANs; the Master Collector only
identifies which Local Collectors have to measure what. This looks somewhat
similar to the NWS approach of hierarchical cliques, in which a Local Collector
is a NWS sensor that is contained in a local clique and the 'meta-clique’. The
question remains if this 2-level hierarchy is flexible enough; maybe a general
N-level hierarchy is more desirable in the long term.
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with a currently being 0.5. Although this gives some ’damping’ effect, the use of
longer series (as done by the NWS) combined with a prediction method should
produce better estimates.

GMA compliance The master machine in a Topology-d setup can be seen as
a producer of bandwidth, latency and topology events. The other machines act
as sensors. However, the master machine also acts as a sensor, so the distinction
is not very clear. There is no separate consumer process.



points of existing measurement- and monitoring tools. In this chapter we com-
bine the observations we made into arguments for the design of our monitoring
tool: TopoMon.

3.1 Functionality
To goal of TopoMon is to provide information to applications about the net-

work that interconnects various endhosts. We focus on two characteristics: the
latencv and bandwidth between all endhosts as observed bv the anolications. It



O the probes reported by traceroute Can also be used 1O estimate the latency
between consecutive hosts (see Section 3.1.4).

Pathchar provides better analysis of per-link bandwidth data, but since the
NWS already measures end-to-end bandwidth, this extra information is hardly
useful. Pathchar is also a lot more intrusive than traceroute. Using SNMP
queries to discover the topology (as done by Remos for LANs) is not an option
for wide-area topology since public routers generally disable this. Using the
BGP router information [26] is also not an option, since they only route between
various Autonomous Systems and there may also exist shared links within an
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but still does not provide a clear way to describe the meta-information of the
events since XML is used to describe information about procedure calls instead
of event data.

Since we use the XML producer/consumer protocol, this introduced a little
problem for the NWS components. Although its architecture complies with
the GMA, the components use a binary protocol instead of XML messages.
Furthermore, the forecaster process does not support subscription to forecasts,
so we have to poll the forecaster for new forecasts. Therefore a producer process
is 1mplemented that acts as a wrapper around a NWS forecaster This wrapper



T0o the mtermediate NOStSs reported Dy traceroute are used. VT all reported round-
trip times per hosts the smallest one is used, since this represents the link, not
disturbed by other, unrelated traffic. Let A and B be host N and N + 1 in
a path, respectively, RTT and RTTg the minimum round-trip times to these
hosts. The latency of the link from A to B then be calculated as w.

However, this method assumes that RT7Tg is always greater than RTT 4,
which is not always true in reality. If RTT 4 is greater than RTTg, this means
that the time it took a probe packet to reach B, let B generate an ICMP reply,
send that back to A and let A forward that reply is smaller than the time it
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Figure 3.1: Compaction examples

two paths. If two paths share more that one sub-path, TopoMon returns all of
them. This is for example often the case with the shared sub-paths of reversed
paths between two endpoints (that is, the path from A to B and the other way
around), which share the gateways at both sides but are different in between.



that contains only the endpoints. The weight of each link in this graph is its
forecasted latency value. Currently, Dijkstra’s algorithm is used to compute the
tree of shortest paths from the initiator of the multicast to all other endpoints
in this graph, which corresponds to the minimal-latency spanning tree.

The maximal-bandwidth spanning tree is calculated by the same procedure,
but uses the reciprocals of the forecasted bandwidth values as distance metric.
This is only a temporary solution, since it simplifies a lot of things and makes
several assumptions about the multicasting application:



shared links. Figure 3.2b shows the ‘real’ topology, which includes a shared link
between the connections from B to D and C to E. The end-to-end bandwidths
in Figure 3.2a are actually the bottleneck bandwidths of the complete path. If
an application multicasts a large message according to the tree in Figure 3.2c,
the bandwidth of the link between X and Y will be shared by the streams
from B to D and C to E. We assume that the bandwidth of this link will
approximately be equally divided between the two streams, which causes the
reciprocal of its bandwidth to become 4 instead of 2. In this case the spanning
tree shown in Figure 3.2d will therefore provide better overall performance since



alnotated witn tine recip-
rocals of the band of each
end-to-end link. The dot-
ted links all have a recip-
rocal of 10. All links are
bidirectional for clarity of
presentation.

which contains two inter-
mediate routers, X and Y,
and a shared link between
them.
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the communication between the TopoProducer and the TopoMon sensors and
the architecture of the TopoMon sensors considerably more complex. The latter
policy would require the TopoProducer to store all traceroute data, which grows
in n? of the number of endpoints. Each policy assumes a certain usage pattern,
and has a trade-off between query response time, staleness of the information,
required storage space and complexity of the system components. Table 3.1
summarizes these trade-offs.

Since the query functionality of the TopoProducer is not used by the TopoMon
consumer, the queueing of requests was the simplest method to implement with
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10 cesnet-gw.czl.cz.geant.net (62.40.103.30) 16.202 ms 16.889 ms

11 r43bm-pos9-0-stml6.cesnet.cz (195.113.156.118) 19.728 ms 19.282 ms
12 routics-accl.brno.cesnet.cz (147.251.19.68) 20.402 ms 23.471 ms
13 erebor.ics.muni.cz (147.251.3.18) 21.313 ms 21.128 ms

<END OF MESSAGE>

Figure 3.4: Example traceroute data sent to the TopoProducer

Producer/Consumer protocol



This functionality is somewhat awkward, since the directory service can also be
used to do this, so it will probably never be used.

The actual communication generally takes the form of a request message
to which the other side returns a reply. For example: if a consumer wants
to subscribe itself to a producer, it sends a SubscribeRequest message to the
producer and waits for the SubscribeReply message to return. Unsubscription,
event queries and event name queries follow the same structure. The only
messages that are never replied are Event messages.

All request messages contain a request ID, so the reply to the request can
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The xmlns attributes stand for XML name space, and indicate the name
space the tag is in. The names of the producer/consumer XML messages
are all in the name space “http://www.gridforum.org/Performance/Protocol”.
The tags of the TopoMon events and their content are all in the name space
“http://www.cs.vu.nl/albatross/TopoMon”.

The TopoProducer will, for example, reply to the above shown example
subscribe request with the message:



bandwidth and latency between two endpoints as forecasted by the NWS, re-
spectively. Examples of those events are shown in Figure 3.6. Only the event
data are shown.

<NWSBandwidthTcp "xmlns=http://www.cs.vu.nl/albatross/TopoMon">
<SourceHostName>dasOfs.cs.vu.nl</SourceHostName>
<DestinationHostName>das2fs.cs.vu.nl</DestinationHostName>
<NWSForecast>
<Value unit="Mb/s">2.31</Value>
<Error>0.010219</Error>
</NWSForecast>



</Hnost~>
<RTT>0.838</RTT> <RTT>0.776</RTT>

</Hop>
<Hop index="2">
<Host>
<Name>wsk71-2-d01-223.cs.vu.nl</Name>
<IP4Address>130.37.14.1</IP4Address>
</Host>
<RTT>0.818</RTT> <RTT>0.757</RTT>
</Hop>

<Hop index="3">
<Host>






describe how they are implemented and work internally. We also explain how
the various components can be configured and how applications can extract
information from TopoMon. We start with the TopoMon sensor, followed by
the TopoProducer, NWS producer and the Directory Service. Then we describe
the TopoMon consumer and its interface to applications. Finally, we explain
how the sensors and components can be configured.

4.1 TopoMon sensor



topomon.nws: the Java interface to the NWS
topomon.directory: contains the implementation of the directory service

topomon.xml: classes to represent XML documents as objects, which provides
simple object-oriented manipulation of XML documents.

topomon.data: classes that represent data generated by TopoMon (traceroutes,
NWS forecasts, graphs, etc.)



which allows the client to setup a TCP connection to another host and terminate
it, respectively. The connect () call returns a GMAClientControl object, which
provides the client side functionality. Its interface is show in Figure 4.3.

GMAClientControlHandler connect(String hostName, int port) throws IOException
Connects to the given machine. If there already existed a connection to this machine,
that connection is reused. For each connection the number of times it is reused is
remembered. If an error occurred during connection setup an I0OException is thrown.

boolean disconnect(String hostName, int port)
b I P DI A T P
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XMLElement [] eventNames() throws QueryFailedException
Asks the remote side to return the names of all the events it generates or accepts. Each
name is modeled as an XML element with the attributes paramns and eventns that
specify the name space of the parameter tags and the event tags, respectively. The
contents of the XML element is a single String that forms the name of the event.
If the query for the event names failed for some reason a QueryFailedException is
thrown.

void close()
Closes the control handler. It is the responsibility of the application to make sure that
all subscriptions are correctly unsubscribed before calling this function.




Called every time a SubscribeRequest message arrives. The subscriptionld is the
identifier the other side uses for the subscription. The event parameters specify the
type of event the other side wants to subscribe to. The reply channel can be used to
send a SubscribeReply message, which should contain the given requestId.

void unsubscribeRequest(Identifier requestld, Identifier subscriptionld,
GMACommunicator replyChannel);
Called every time an UnsubscribeRequest message arrives. The subscriptionlId is the
identifier the other side uses for the subscription. The reply channel can be used to
send an UnsubscribeReply message, which should contain the given requestId.

void queryRequest(Identifier requestIld, XMLElement eventParameters,



with the speciﬁedyroot element’s name. If something went wrong while reading from
the socket, or the maximum number of milliseconds to wait elapsed, an I0Exception
is thrown.

void addEventHandler (Identifier localSubscriptionld,
GMAEventHandler eventHandler)
Adds an event handler that will be called when Fvent messages for the subscription
associated with given local identifier arrive.

void deleteEventHandler(Identifier localSubscriptionld)
Removes the registered event handler that handles events of the subscription associated
with the given local identifier. If there exists no such event handler nothing happens.



Figure 4.7: UML diagram of the internal structure of a GMACommunicator

is handled by the singleton [16] GMAMessageFactory. This object provides a
builder method for every type of message to ease the creation of messages.

Example producers and consumers
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is used by the remote side, the parameters that specify the type of event the remote
side is interested in and the channel that can be used to communicate with the remote
side). Returns the local identifier under which the information is stored.

void remove(Identifier localSubscriptionId)
Removes the connection information stored under the given local identifier. If this
identifier is unknown nothing happens.

Enumeration getAllSubscriptionIDs()
Returns an enumeration of all the local identifiers under which connection information
is stored.



vvicil the 1oporlroducer 1s stalted 1L CICalts a lopomonosensorserver Ob-
ject. This object is similar to a GMAServer object, as is its constructor:

TopomonSensorServer(int port, TopomonSensorEventHandler sensorEventHandler,
Log log) throws IOException

The port variable specifies the port to which the server listens for incoming
connections. The sensor event handler is the object that will handle all the
traceroute results generated by the sensors. Such an event handler implements
the TooomonSensorEventHandler interface. which is shown in Ficure 4.10. The



After sending the to-do list the TopoMon sensor control object just listens
for incoming traceroute results and forwards the results to the TopomonSensor-
EventHandler by calling the method tracerouteReceived().

The actual parsing of the traceroute output is done by the singleton
TracerouteEventFactory in the package topomon.data. This object uses re-
cursive descent as the parsing technique, and creates a TracerouteResult ob-
ject that represents the traceroute data as a Java object. Since the traceroute
tool does not give exactly the same output on every platform it is up to the
parser to be as flexible as possible to understand all these output formats. So



Figure 4.13: Interface of the NWSInterface object

The NWSInterface uses the following external methods:
® public native boolean setNameServer(String hostName, int port)

® public native NWSForecast getForecast(String source, String destination, String
resource, double sinceWhen)



Figure 4.14: Interface of the DirectoryService

e EventInstance, which is a combination of an EventType object and the
event parameters of an event (which is a also Searchable object). We
will give an example of an event instance to clarify this. The type of an
event could, for example, be “Traceroute” for a Traceroute event. The
package topomon.data contains an TracerouteEventParameters obiject



e

Iterator getCompoundFilterField(int id)
Returns the compound field with the given identifier, or null if the identifier is un-
known.

void addedToDirectory()
This method is called every time this object is added to the directory service. Subclasses
can use this for example this to recursively add searchable components of themselves to
the directory service, so they can also be found separately. The default implementation
does nothing.

void removedFromDirectory()



o

either all elements should match Lthe filter, or alt least orie of ther;l should.

Besides these tests a filter always tests if the Searchable object to which it
is matched has the Java class type that was specified when the filter was con-
structed. This prevents comparing objects that are incomparable. For example,
trying to match a filter that tests certain fields in a ProducerInfo object cannot
be used to match a ConsumerInfo object since the field identifiers of the former
will have an undefined meaning in the latter.

If a producer or consumer wants to search the directory service for certain



match the given filter. If the quantifier is Filter .ALL_LIKE, all elements have to match.
If it is Filter .EXISTS_LIKE, only one element has to match.

Figure 4.16: Interface of a Filter

Filter filterEventType = new Filter(EventType.class);
filterEventType.addSimpleTest (EventType .FILTER_NAME, Filter.EQUALS, "Traceroute");

Filter filterFventTnetance = new Filter(FventInetance claces) -
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resented as null. If the given hosts are not known endpoints an UnknownHostException
is thrown. If the path is not known yet, null is returned.

double getLatency(String sourceHostName, String destinationHostName)
throws UnknownHostException
Returns the latency in milliseconds between two endpoints, as predicted by the Network
Weather Service. If the given hosts are not known endpoints an UnknownHostException
is thrown. If the latency is not known yet, -1.0 is returned.

double getBandwidth(String sourceHostName, String destinationHostName)
throws UnknownHostException
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vne 1oporroaucer ruls ald the port 1t lstells 1o, LIS 15 CILHED specllled  as
command line arguments when a TopoMon sensor is started or by setting the
environment variables TOPO_PRODUCER and TOPO_PRODUCER_PORT to the host
name and port number of the TopoProducer, respectively. This is typically
done in a shell configuration file that is initialized during startup.

4.3.2 Producers

The producers of TopoMon can be configured with a configuration file called
“tovpomonrc. which should reside in the home directorv of the user that starts the



quency with which it has to do that. This is used to generate the to-do list for
each sensor, and to check which hosts are allowed to connect (as described in
Section 4.1). Each endpoint has its own line in the configuration file, starting
with topo_sensor. For example: the configuration file in Figure 4.18 specifies
that the TopoMon sensor running on the endpoint dasOfs.cs.vu.nl will be
instructed to execute the command “traceroute -q 2 -w 3 %s 40 2>&1” to
the hosts erebor.ics.muni.cz and xombul.inria.fr every 15 minutes. The
%s in the parameters indicates the place of the host name of the destination.
The 2>&1 makes sure that the output to standard error is also captured, since



dasOfs.cs.vu.nl at the Vrije Universiteit, the Netherlands
das2fs.wins.uva.nl at the University of Amsterdam, the Netherlands
erebor.ics.muni.cz at the Masaryk University Brno, Czech Republic
huron.cs.unh.edu at the University of New Hampshire, USA

raven.cs.ucsb.edu at the UC Santa Barbara in California, USA
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caused by a gateway that drops traceroute probes, buggy router software or
strange network configurations. An example of this problem is the endpoint
wmc-04.sce.carleton.ca. All traceroute runs to this host stop at the host
filter-onet.carleton.ca which reports the endpoint is unreachable. Such
‘dead ends’ in the topology are also visualized as ellipses instead of boxes.
These visualizations can for example be used for logging and debug purposes.
One could for example write a simple topology-logging program that exports
the Grid network topology every hour, and makes this available to users of the
Grid for informational purposes. It can also be used by network administrators
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the predicted end-to-end latency and bandwidth between all monitored end-
points and can identify the shared links in the given topology. This information
can be used by higher-level applications to predict their communication perfor-
mance and to avoid congestion on links that are shared by multiple, simultaneous
data streams.

TopoMon reports simple multicast spanning trees based on shortest path
trees that minimize either overall latency (for multicasting short messages) or
overall bandwidth (for long messages). TopoMon’s information can be easily
used by other applications by implementing a custom consumer process.
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6.3 Scalability

The TopoMon sensors have the same scalability problem as the NWS: the num-
ber of measurements grows exponentially. This introduces two problems:

¢ Route discovery takes too much time
The inherent parallelism of each sensor solves a part of this problem:
sensors perform traceroute runs concurrently. However, if the number



sensor to which consumers can subscribe.

Eventually, the real bottleneck becomes the consumer: all events will have
to be sent to a single process that computes the overall topology. When the
system scales up to several hundreds of endpoints, each endpoint will simply be
flooded with monitoring data. To solve this, the Topomon consumer should be
converted to a compound producer/consumer that generates “topology” events
to which applications can subscribe.
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NWS carefully avoids concurrent measurements. It will therefore probably be
necessary to let the NWS perform additional concurrent measurements when
needed.

6.6 Visualization
It turns out that the visualization of a network topology of reasonable size is

hard. Large graphs are no problem for computers to reason with, but making
+them 1inder<etandable for hiitmane ic diffciilt The examnle topolociec in Chanter
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