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Abstra
tComputational Grids extend today's Internet by 
ombining globally distributed
omputers and information sour
es into a universal sour
e of 
omputing powerand information. Grid appli
ations typi
ally need to share the resour
es avail-able in the Grid. The most predominant shared resour
e is the network 
on-ne
ting the various sites, something already observed by many Internet userstoday. To be robust to 
hanging resour
e availability, Grid appli
ations need tobe aware of their exe
ution environment and its 
hanges. This means they need
ontinuous information about resour
e availability, whi
h 
an be used as inputto appli
ation-level models that implement robustness.The goal of this thesis is to 
onstru
t a monitoring system for Grid appli-
ations that will provide them with the ne
essary data about their exe
utionenvironment. We fo
us on the network and two 
hara
teristi
s of it: laten
y andbandwidth between the 
ooperating 
omputers in a Grid environment. We ar-gue that the information about the network topology between these 
omputershas to be provided to appli
ations too, so shared links 
an be taken into a

ountand performan
e �gures of hierar
hi
al measurement groups 
an be aggregated.We des
ribe the design and implementation of our monitoring tool: TopoMon,and show results we obtained by running it on a testbed 
onsisting of variousgeographi
ally distributed sites around the world. Finally we identify furtherdire
tions of resear
h.



Chapter 1Introdu
tionThe Internet started a revolution in 
omputer history: after isolated usage of
omputers and some 
ooperation in timesharing systems, it be
ame possibleto use resour
es that were geographi
ally distributed by 
ommuni
ating in auniform way with the IP proto
ol. As the Internet grew larger and larger, moreand more resour
es (desktop 
omputers, super
omputers, large data stores, et
.)were 
onne
ted to the same global network. Most resour
es today are sharedexpli
itly as 'servers' that use a 
ertain proto
ol (su
h as FTP for �le/storageservers, HTTP for web servers et
.). Remote 
omputing power is typi
allyavailable in the form of super
omputers that all have their own spe
ial pro
edureto submit a 
ompute job.All the resour
es 
onne
ted to the Internet together have an amount of 
om-puting power and storage spa
e that is hard to grasp. That's how the idea ofGrid 
omputing [12℄ was born. By 
ombining these resour
es and developing auniversal way of intera
ting with them, 
omputing power should ideally be aseasy to get as ele
tri
 power at home. The 
omparison with the ele
tri
 powergrid gave su
h systems the name of �Grids�.A lot of problems have to be solved to make Grids possible. One of theseproblems is how to get good performan
e, espe
ially from the inter
onne
t-ing wide-area network (the Internet). The problem with Grid appli
ations isthat the Internet is highly 
omplex, dynami
 and heterogeneous. Traditionalsuper
omputers with multiple CPUs are typi
ally 
onne
ted by a spe
ial high-speed network with a regular, known topology and 
onstant performan
e. AGrid, however, has an irregular and asymmetri
 network topology where di�er-ent links have di�erent speeds. Even worse, all this 
hanges over time. Su
hvarying network performan
e is already observed by many Internet users today.To be robust to the 
hanging network 
onditions, Grid appli
ations simplyneed to be aware of the fa
t that they run in su
h an environment. This meansthey need 
onstant information about the 
hanges of their exe
ution environ-ment so they 
an adapt their behavior a

ordingly.The goal of this thesis is to 
onstru
t a monitoring system for Grid appli-
ations that will provide su
h information. We fo
us on two 
hara
teristi
s:1



laten
y and bandwidth between the 
ooperating 
omputers in a Grid, takingthe network topology into a

ount. Our monitoring system gathers informationabout the network topology for two reasons.First, multiple end-to-end 
onne
tions 
an share parts of the inter
onne
tingnetwork. Su
h shared links have to handle multiple, simultaneous data �ows ofthe appli
ation. Traditional distributed systems often ignore this, and assumethe tra�
 generated by the appli
ation is smaller than the 
on
urrent tra�
 inshared links, so two 
on
urrent appli
ation data �ows will not interfere with ea
hother. This is not always the 
ase, espe
ially not when appli
ations use 
olle
tive
ommuni
ation, where many sites 
ommuni
ate with ea
h other simultaneously.If the ex
hanged messages are large, the 
han
e two data �ows will interfere withea
h other is high. Su
h interferen
e results in worse performan
e. The workon MPICH-G (the MPI implementation of Globus [14℄) has shown that MagPIe[19℄ (a wide-area 
olle
tive 
ommuni
ation library for MPI) has exa
tly thisproblem for shared links [18℄. To solve this, information about the networktopology has to be available.A se
ond reason why the network topology is important is related to thes
alability of the monitoring tool itself. Measuring end-to-end performan
e be-tween N 
omputers requires N�(N�1)2 measurements. To 
ope with this rapidlyin
reasing number of measurements (whi
h does not s
ale to large networks),some kind of measurement hierar
hy has to be 
reated. This means 
omputersare 
lustered into groups, and only perform end-to-end measurements withina group. One level higher, 'meta-groups' perform measurements between thegroups. This 
reates a hierar
hy of measurement groups that 
an be extendedto more than two levels if the number of 
omputers grows. Existing monitor-ing systems like the Network Weather Servi
e [34℄ use su
h groups, but fail toaggregate the performan
e �gures of multiple hierar
hies of groups. To do this,you have to know how pa
kets are routed trough this hierar
hy, otherwise you
annot know whi
h measurements to use (for details, see Se
tion 2.3.1). Thea
tual implementation of su
h a measurement hierar
hy is beyond the s
ope ofthis thesis, but it is 
lear that information about the network topology is neededfor it.The thesis is stru
tured as follows. In Chapter 2 we look at existing networkmeasurement tools and Grid monitoring systems and the basi
 
on
epts behindthem. In Chapter 3 we des
ribe and explain the design of TopoMon, our mon-itoring tool. Chapter 4 des
ribes the implementation details. Chapter 5 showssome results of running TopoMon on a testbed 
onsisting of various geograph-i
ally distributed sites around the world. Chapter 6 
on
ludes and indi
atesfuture dire
tions of resear
h.
2



Chapter 2Related workMany tools that measure and/or monitor 
ertain network 
hara
teristi
s havebeen developed. They 
an be divided in two groups:� measurement tools that measure only one or several spe
i�
 
hara
ter-isti
s;� monitoring tools that 
ontinuously provide information about 
ertainresour
e 
hara
teristi
s. They often use measurement tools to perform thea
tual measurements.Some standardization e�orts have been and are being made. The Global GridForum is the 
entral worldwide meeting pla
e of Grid developers. It has sev-eral working- and resear
h groups that investigate 
ertain problem areas. Fornetwork measurements it is important to identify, 
hara
terize and standardizethe metri
s used. For this reason the Network Measurements Working Grouphas been 
reated. Its goals are similar to that of the IPPM working group (partof the Internet Engineering Task For
e) that develops a set of standard metri
sfor Internet measurements. The Grid Monitoring Ar
hite
ture Working Grouptries to standardize the ar
hite
ture of Grid monitoring systems.We �rst dis
uss measurement tools in Se
tion 2.1. In Se
tion 2.2 we des
ribethe GMA (Grid Monitoring Ar
hite
ture) in detail. In Se
tion 2.3 we des
ribesome monitoring tools and dis
uss some 
hara
teristi
s of them that in�uen
edthe ar
hite
ture of TopoMon. We also 
ompare the ar
hite
ture of ea
h systemto the GMA to illustrate to power of its abstra
tions: in almost every systemsthe GMA parts 
an be identi�ed.2.1 Measurement toolsSpe
i�
 tools to measure 
ertain network 
hara
teristi
s have been around fora long time. We des
ribe some of them in this se
tion. This overview is notmeant to be ex
lusive, but merely gives an impression of previous and 
urrentpra
ti
e. 3



2.1.1 Ping and variantsThe most famous network measurement tool is probably ping, whi
h was in-vented by Dave Mills as part of the Fuzzball system [22℄ and implemented for4.2a BSD UNIX by Mike Muuss in only one evening [23℄.The program measures the round-trip time to a target ma
hine by timingICMP e
ho pa
kets. The advantage of this method is that the measurementsdo not require 
ooperation between both sites. A disadvantage is that themeasured laten
y does not take the appli
ation-level laten
y (for example ofthe TCP layer) into a

ount.The Network Weather Servi
e (see Se
tion 2.3.1) uses a variant of ping thatdoes require 
ooperation, but takes the appli
ation-level laten
y into a

ount bysending TCP segments. The nws_ping program measures the laten
y betweentwo hosts by sending a small TCP segment that is e
hoed by the other host.The laten
y is taken as the round trip time divided by two. nws_ping alsomeasures the bandwidth between two hosts by sending a 
on�gurable amountof data in an 
on�gurable number of writes. It measures the time it takes tosend this, and divides that by size of the data sent to yield the bandwidth.The PingER proje
t [20℄ (Ping End-to-end Reporting) logs the results ofperiodi
 runs of ping at hundreds of sites and gathers all this data for o�-line analysis. Currently the PingER analysis in
ludes �ve metri
s: pa
ket loss,round-trip time, unrea
hability, quies
ense (indi
ating a network is non-busy,dete
ted by the fa
t that all ping pa
kets are e
hoed) and unpredi
tability(whi
h is based the variability of pa
ket loss and round-trip time).2.1.2 Tra
eroute and Path
harThe tra
eroute tool of Van Ja
obson uses a variant of ping (with UDP pa
k-ets) to dis
over all the hops in an Internet path. By using in
reasing time-to-live�elds in outgoing UDP pa
kets, intermediate routers reveal themselves by re-turning an ICMP �time ex
eeded� reply. Later, Van Ja
obson released a moreadvan
ed program that uses this strategy, Path
har [17℄, whi
h reports betterestimations of per-link bandwidth and -laten
y. To do so, it uses more math-emati
s and probe pa
kets to take the unpredi
table queueing time in routersinto a

ount. Be
ause both tools need a

ess to the ICMP so
ket layer, theyrequire spe
ial a

ess on UNIX-like ma
hines to let normal users run them. Inpra
ti
e, tra
eroute is installed and available to normal users on most UNIXsystems, but Path
har is not. This severely limits the use of Path
har in a Gridmonitoring system.Although the original version of tra
eroute is written for UNIX, other op-erating systems typi
ally nowadays have a variant of it. Most Windows versionsfor example are equipped with the program tra
ert that does the same job astra
eroute. Ma
intosh 
omputers also 
ontain tra
eroute sin
e Ma
OS X.An alternative for tra
eroute for dis
overing nearby routes is the �re
ordroute� option of ping. This uses IP's �re
ord route� option that stores the routea pa
ket follows inside the IP header. Be
ause spa
e there is limited, only eight4



hops 
an be dis
overed this way. This method uses only one e
hoed pa
ketto dis
over the �rst eight hops, instead of eight separate probes in the 
ase oftra
eroute. However, not all routers support this option, whi
h makes it lessgeneral in pra
ti
e than tra
eroute is.2.1.3 CAIDA and SkitterThe Cooperative Asso
iation for Internet Data Analysis (CAIDA) maintainsa thorough taxonomy of Internet measurement tools [4℄. One of those tools,Skitter, uses a te
hnique similar to that of tra
eroute to determine the Internetpaths and round-trip times between a few sour
es that run Skitter and manydestinations. This world-wide gathered data is 
ombined approximately everyday and published for analysis and resear
h purposes.2.1.4 PathratePathrate [9, 10℄ measures the 
apa
ity and the available bandwidth of a path.The 
apa
ity is the maximum throughput a path 
an o�er in the absen
e of
ompeting tra�
 (known as '
ross tra�
'). It is also known as the 'bottlene
kbandwidth'. The available bandwidth takes also the 
urrent 
ross tra�
 intoa

ount.To measures this, Pathrate uses the dispersion of pa
ket pairs and pa
kettrains. The pa
ket pair te
hnique uses two pa
kets of the same size. These aresent immediately after ea
h other to a destination, that e
hoes them ba
k tothe sender. The amount of time between the arrival of the e
hoed pa
kets isthe time it took the slowest link in the path between the sender and re
eiver topro
ess the pa
kets, and is thus an indi
ation of the 
apa
ity of a path. Pa
kettrains extend this pro
edure by sending N pa
kets instead of two, resulting inN � 1 dispersion times. This gives a more reliable estimate at the 
ost of aheavier load on the path.Pathrate uses many pa
ket pairs (with pa
kets of variable size) and longpa
ket trains and requires 
ooperation between the sour
e and destination hostto e
ho the pa
kets. Although the estimates are fairly good, its intrusivenesslimits its use in a Grid monitoring system.2.1.5 SProbeSProbe [27℄ measures the bottlene
k bandwidth of a path. It distinguishes twobandwidth values of a path: the upstream and the downstream bottlene
k. Theformer is the bottlene
k of the path from the remote host to the lo
al host, thelatter is the bottlene
k of the path from the lo
al host to the remote one. Todis
over the downstream bottlene
k it exploits TCP by using SYN pa
kets as apa
ket-pair. The upstream bottlene
k dis
overy requires the host to run somekind of TCP server (for example a web server). It then issues an appli
ation-level request, and uses the arrival time dispersion of the returned pa
kets toestimate the upstream bottlene
k bandwidth.5



2.2 Grid Monitoring Ar
hite
tureIn this se
tion we des
ribe the Grid Monitoring Ar
hite
ture (GMA) that hasbeen spe
i�ed by the Grid Monitoring Ar
hite
ture Working Group [2℄.2.2.1 OverviewThe GMA 
onsists of three kinds of 
omponents:Dire
tory Servi
e: the 
entral a

ess point for 
onsumers to dis
over andunderstand the 
hara
teristi
s of the available information in the Grid.Produ
ers publish and update this information to re�e
t the system state.Produ
er: makes performan
e data available to (possibly multiple) 
onsumers.Consumers 
an either subs
ribe themselves to a produ
er's data or querya produ
er expli
itly. Consumers 
an also subs
ribe to a subset of theprodu
ed data by spe
ifying the kind of data they're interested in. Aprodu
er 
an also initiate su
h a subs
ription or query itself. The latteronly works if the 
lient a

epts this a
tion from the produ
er. An examplein whi
h the latter is useful is an 'ar
hive' 
onsumer that stores all theevents in the system: it is easier to let su
h a 
onsumer a

ept in
omingrequests from produ
ers ('store this') than letting a 
onsumer dis
overnew produ
ers to whi
h it should subs
ribe so its events 
an be stored.Consumer: re
eives performan
e data by subs
ribing to (possibly multiple)produ
ers, or querying produ
ers expli
itly. Consumers 
an also a

ept
ertain produ
er-initiated subs
riptions or queries.In the GMA, performan
e data is sent in events, of whi
h a separate meta-des
ription is stored in the dire
tory servi
e. Note that the dire
tory servi
eitself does not 
ontain any measurement data, it only 
ontains information abouthow to get to this data.The GMA also de�nes 
ompound produ
er/
onsumer 
omponents. Su
h
omponents gather data from other produ
ers, do something interesting with it(generate derived performan
e data su
h as mean values, predi
t future values,�lter events et
.) and produ
e the resulting data.Note that produ
ers are not ne
essarily the pro
esses that are a
tively takingmeasurements: that is typi
ally done by sensors. These are separate pro
essesthat measure some performan
e metri
, su
h as CPU load, free memory, thelaten
y between two hosts, et
. Sensors 
ommuni
ate with a produ
er, whi
huses the data 
olle
ted by the sensors to generate the events. The exa
t distin
-tion between a produ
er and a sensor is not altogether 
lear though, and somedis
ussion is still going on within the GMA working group where to draw theboundary between a produ
er and a sensor.Components 
an have built-in se
urity. Whether this is implemented de-pends on the environment in whi
h the system is used. In an experimentalenvironment, se
urity is not really an issue, but for a real-world produ
tion6



Grid that possibly involves di�erent organizations se
urity is essential. In su
ha system, for example, a user has to identify himself before he 
an sear
h thedire
tory servi
e, so the latter knows whi
h kinds of sear
hes are permitted forthis user. The same applies for every a
tion a 
lient 
an perform on some 
om-ponent. The 
ommuni
ation between produ
ers and the sensors they use mayalso be 
ontrolled, so that a mali
ious user 
annot 
ommuni
ate dire
tly with amonitoring pro
ess.2.2.2 Dis
ussionThe notion of produ
ers and 
onsumers provides a ni
e high-level abstra
tion.By de�ning standards for the event types, 
ommuni
ation proto
ols and inter-fa
es of the various 
omponents, the interfa
e to the outer world (being users,a higher-level middleware layer, et
.) is standardized. This enables the varioussystems that have already been implemented to inter-operate with ea
h otherby 
onverting their interfa
es to the ones of the GMA.The GMA gets somewhat vague when looking at a lower level than theprodu
ers. Behind a produ
er are typi
ally many sensors, whi
h are 
urrentlybeyond the GMA spe
i�
ation. This leaves room for various implementationsbut may introdu
e ine�
ien
ies. If several produ
ers in a system all want tomeasure, for example, the CPU load of some hosts, it is less than ideal if everyprodu
er installs its own sensors. This means that when designing a produ
er,one should 
arefully 
he
k what the 'basi
' input is, and produ
e these valuesas separate events. This makes it possible for other 
onsumers or 
ompoundprodu
er/
onsumers to reuse this data.Making the 
omponents se
ure is essential for a real-world system. However,this part has not been given mu
h attention yet in working group do
uments,probably due to the 
urrent, experimental status of the GMA.2.3 Monitoring toolsIn this se
tion we des
ribe some monitoring tools that all provide network infor-mation to appli
ations. We dis
uss three su
h systems: the Network WeatherServi
e, Remos, and Topology-d. Ea
h one has its strengths and weaknesses,whi
h are dis
ussed after the des
ription of the system.2.3.1 Network Weather Servi
eOverview�The NetworkWeather Servi
e is a distributed system that periodi
ally monitorsand dynami
ally fore
asts the performan
e various network and 
omputationalresour
es 
an deliver over a given time interval. It operates a distributed setof performan
e sensors (network monitors, CPU monitors, et
.) from whi
h itgathers readings of the instantaneous 
onditions. It then uses numeri
al modelsto generate fore
asts of what the 
onditions will be for a given time frame.�[31℄7



The Network Weather Servi
e (NWS) 
onsists of four kinds of 
omponents:[34℄Name Server: the 
entral 
onta
t point for other pro
esses that want to �ndea
h other. Registrations follow the LDAP model, and leases are used todeal with expired registrations.Sensor: 
olle
ts (value, time stamp) pairs and stores that in a Memory pro
ess.Currently there exist sensors that measure:� CPU availability for a new or already running pro
ess� Free disk spa
e� Free memory� TCP 
onne
tion time (the amount of time, in millise
onds, requiredto establish a TCP 
onne
tion to a target host)� Laten
y and bandwidth between a pair of hosts.To measure the last two, sensors perform experiments by sending probes.Sensors are organized in groups 
alled 
liques. In ea
h experiment, a sen-sor sends probes to all other members of the 
lique, and uses these probesto 
al
ulate the laten
y and bandwidth. A token proto
ol is used inside a
lique to prevent 
ollisions of experiments. This proto
ol favors a 
onstantperiodi
ity over ensuring mutual ex
lusion of experiments[15℄. By de�n-ing a hierar
hi
al organization of multiple overlapping 
liques, the overallnumber of experiments 
an be redu
ed by using separate 
liques to mea-sure, for example, a ba
kbone and various sites 
onne
ted to this ba
kbone.Figure 2.1 shows an example of su
h a 
lique organization: three 'lo
al'
liques are 
onne
ted by three high-speed links that are measured by thehigher-level 
lique 
onsisting of hosts A, B and C. Instead of 15�14 = 210measurements between all 
omputers, only ((5 � 4) � 3) + (3 � 2) = 66 ex-periments are needed in this way to 
over all the end-to-end 
onne
tions.Memory: stores data in a persistent way. To prevent running out of diskspa
e the size of the storage spa
e is �xed. When it is full, the oldestmeasurements are overwritten.Fore
aster: uses data in memories to generate short-term fore
asts. Currently,there is no spe
i�
 modeling information about a measurement series in-
orporated. It applies a set of fore
asting models to the entire series and
hooses the fore
asting te
hnique that has been most a

urate over a re-
ent set of measurements. For more information about the fore
astingmodels used by the NWS, see [33℄.Currently everything is implemented in C and uses UNIX so
kets. The wholesystem 
onsists of several 
ommand-line programs and s
ripts, in
luding admin-istration tools. 8



A B

C

Figure 2.1: Example 
lique organization: three 
liques 
onsisting of �ve hostsea
h (for example three 
ampus networks), 
onne
ted by a high-speed ba
kbone.A 
lique 
onsisting of the gateways in the three 
lusters measures the ba
kbone.Dis
ussionCliques The notion of a hierar
hi
al organization of network sensors is impor-tant. It seems the only way to make a s
alable network measurement systemthat a
tively measures host-to-host performan
e between all the hosts in thesystem, sin
e the number of measurements grows in n2 of the number of ma-
hines to measure. This organization introdu
es another problem though: howto 
al
ulate, for example, the performan
e between hosts that reside in di�erent
liques?We use the laten
y between two hosts in Figure 2.1 as an example. Currently,the laten
y between a host in the top-left 
luster and the top-right 
luster isalways taken as the laten
y between the gateways A and B. This method is notvery a

urate. Imagine a hierar
hy in whi
h the top level 
onsists of a 
liquethat measures a transatlanti
 link, and several lower levels that measure forexample a European and an Ameri
an ba
kbone, and two 
ampus networks. Touse the laten
y of the transatlanti
 link as the laten
y between any pair of hoststhat reside at a di�erent side of the atlanti
 o
ean will be very ina

urate, sin
ethe laten
y in the ba
kbones and 
ampus networks will be 
ompletely ignored.Moreover, the method is in
omplete: what if the top level 
lique 
onsistsof more than two hosts? Figure 2.1 shows an example of this, with a top level
lique 
onsisting of three hosts (A, B and C), whi
h are the gateways to thehigh-speed ba
kbone in ea
h lo
al 
luster. The system 
annot know whi
hgateway-to-gateway measurement to use as an estimate in this 
ase, unless ithas some knowledge about how pa
kets are routed. Pa
kets from A to B mayfor example travel dire
tly, but pa
kets from B to A may travel via C.These problems 
an only be solved if the system knows the topology of9



the underlying network. Unless the route of pa
kets that travel through thehierar
hy of 
liques is known, there is no way to 
ombine the measurements ofthe various 
liques.GMA 
omplian
e The ar
hite
ture of the NWS resembles the GMA. Thisis not surprising, be
ause the authors of the NWS are parti
ipating in the de-velopment of the GMA. The 
omparison goes as follows:Name Server: serves as a dire
tory servi
eSensor: similar to a sensor as envisioned in the GMA framework, with theex
eption that sensors are also published in the name server (whi
h is notthe 
ase in the GMA)Memory: a
ts as a produ
er that gathers data from (possibly multiple) sensorsand produ
es this data to the Fore
asters. Subs
ription to new measure-ments is possible and 
alled 'auto-fet
h of measurements'.Fore
aster: a
ts as a 
ompound produ
er/
onsumer, that 
onsumes the datafrom memories by querying them. It produ
es fore
ast data to the user,whi
h 
an retrieved by using a C API. No subs
ription to fore
asts ispossible, users 
an only query a fore
aster.2.3.2 RemosOverview�Remos provides resour
e information to distributed appli
ations. Its designgoals of s
alability, �exibility, and portability are a
hieved through an ar
hite
-ture that allows 
omponents to be positioned a
ross the network, ea
h 
olle
tinginformation about its lo
al network. To 
olle
t information from di�erent typesof networks and from hosts on those networks, Remos provides several 
olle
torsthat use di�erent te
hnologies, su
h as SNMP or ben
hmarking. By mat
hingthe appropriate 
olle
tor to ea
h parti
ular network environment and by pro-viding an ar
hite
ture for distributing the output of these 
olle
tors a
ross allquerying environments, Remos 
olle
ts appropriately detailed information atea
h site and distributes this information where needed in a s
alable manner.Predi
tion servi
es are integrated at the user-level, allowing history-based data
olle
ted a
ross the network to be used to generate the predi
tions needed by aparti
ular user. Remos has been implemented and tested in a variety of networksand is in use in a number of di�erent environments.� [7℄The APIRemos started as an API [13℄. Its goal is to de�ne a portable, high-level interfa
eto network information. This 
omes down to two major abstra
tions:10



Flows: appli
ation-level 
onne
tions between pairs of 
omputation nodes. Re-mos de�nes three types of �ows, a

ording to bandwidth utilization. Fixed�ows use a spe
i�
, limited amount of bandwidth and have the highestpriority of the three �ow types. Variable �ows 
ome se
ond, and share allthe available bandwidth among ea
h other. Independent �ows just wantthe maximum available bandwidth that is left after the �xed and variable�ows have taken their share of the bandwidth.Network topology: these network topologies are logi
al and 
onsist of threetypes of nodes:� endpoints, whi
h are the 'original' 
omputation nodes� swit
hes (routers and swit
hes found during the dis
overy of theroutes between endpoints)� logi
al swit
hes, whi
h represent shared bandwidth pools. For exam-ple, when two endpoints are on the same Ethernet segment, a logi
alswit
h is used to represent that segment and its speed is set to thespeed of the Ethernet.Figure 2.2 shows an example logi
al topology. Host 1 to 6 are endpoints.A and B 
an either be swit
hes or logi
al swit
hes. In the former 
ase, Aand B 
ould be two gateways that 
onne
t the endpoints to a high-speedlink. In the latter 
ase, A and B 
ould represent two Ethernets that are
onne
ted to ea
h other by the high-speed link. In that 
ase, the speed ofA and B (not shown in the �gure) would represent the speed of the twoEthernets, respe
tively.
1

2
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4

5

6

A B

10Mb link

100Mb link

Network node

Compute nodeFigure 2.2: Remos network graph representing the stru
ture of a simple networkAppli
ations 
an obtain information about the network by querying the Re-mos API. The �ows abstra
tion provides a high-level view of the network. TheAPI de�nes the following fun
tion:remos_flow_info(fixed_flows, variable_flows, independent_flows, timeframe)11



Appli
ations 
an spe
ify the �ows they want to use, and by 
alling this fun
tionRemos will report the logi
al available bandwidth to these �ows. Be
ause Remosknows all the �ows an appli
ation needs, it 
an take the e�e
t of shared linksin the logi
al topology into a

ount when reporting estimates of bandwidthand laten
y values. The reported bandwidth is only relevant for the spe
i�edtimeframe. How the a
tual values are measured on the network depends on theimplementation of the API.The logi
al topology itself provides somewhat more low-level informationabout the network. Appli
ations 
an use the following fun
tion:remos_get_graph(nodes, graph, timeframe)This �lls the graph with a logi
al topology that 
onne
ts the given nodes. Notethat this graph 
an also 
ontain nodes that are part of the network that 
onne
tsthe spe
i�ed nodes and the relevant 
ommuni
ation links. The nodes 
ontainannotated information (e.g., the internal bandwidth of logi
al swit
hes) that isrelevant for the spe
i�ed timeframe. Besides these fun
tions, there are a lotmore of them that deal with single nodes, list manipulation, et
.The systemAfter de�ning the API, the authors implemented a system a

ordingly [7, 21℄.It 
onsists of three major parts:Modeler: a library that exports Remos information through Java and C in-terfa
es. The modeler 
an be linked with appli
ations. Modelers 
onvertthe information they get from the Colle
tors to a form of interest to theappli
ation. This means for example that they eliminate unne
essary in-formation in the topology information returned by the 
olle
tors, or reportonly the bottlene
k bandwidth of a path although the 
olle
tors reportedmore information about it. The modelers also a
t as an intermediarybetween the 
olle
tors and the predi
tors.Colle
tor: responsible for a
quiring the a
tual information. It 
an use severalmethods to do this, su
h as sensors that perform the a
tual measurements,SNMP queries et
. Colle
tors 
an be organized in a hierar
hi
al way, whi
henhan
es s
alability. This hierar
hy 
onsists of three types of 
olle
tors:� Lo
al 
olle
tors, whi
h are responsible for obtaining performan
e in-formation about their own LAN� Global 
olle
tors, whi
h obtain performan
e information about thenetworks 
onne
ting LANs� Master 
olle
tors, whi
h maintain a database of the lo
ations of allthe other 
olle
tors in the part of the network they are responsiblefor. There 
an be multiple Master 
olle
tors, and some 
olle
torsthey manage 
an in turn be other master 
olle
tors. In this way ahierar
hy of 
olle
tors 
an be 
reated.12



Predi
tor: responsible for turning a measurement history into a predi
tion offuture behavior. Currently, the system uses an existing system 
alled RPS(Resour
e Predi
tion System) [8℄ to a
hieve this. RPS uses sensors on itsown to measure host load and �ow bandwidth. The former is implementedwith spe
ial sensors, the latter uses Remos. In other words: the Remosimplementation uses the predi
tion servi
es of RPS and its host sensors,and RPS uses Remos for the network information. As the authors say:�The relationship between RPS and Remos is somewhat 
omplex, as ea
his an independent system� [7℄.Dis
ussionThe API Remos is designed top-down: �rst the API was de�ned, after whi
hthe underlying system was built. This seems a reasonable way of working, sin
ethe kind of information a system should provide has to be known before buildingthe a
tual system. The drawba
k is that the API is somewhat restri
tive: it onlyreports the �ow and topology information, and that's it. The GMA approa
hseems more �exible, sin
e new types of information 
an be added easily. Thequestion remains how appli
ations obtain this information in that 
ase: linkingthe appli
ation with a library might be easier from a programmers point of viewthan intera
ting with produ
ers.GMA 
omplian
e The authors of Remos 
ompare the system to the GMAthemselves:�Ea
h Colle
tor is a produ
er. The Master Colle
tor is a joint 
on-sumer/produ
er, as its responsibility is to 
onta
t the other 
olle
-tors as a 
onsumer, before aggregating the information together andproviding it to another layer. Although we view the Modeler asa 
onsumer, it 
ould be another joint 
onsumer/produ
er, provid-ing end-to-end performan
e predi
tions using the 
omponent dataavailable from the 
olle
tors as a servi
e to other appli
ations. Inthe Remos ar
hite
ture, the 
olle
tors also implement a limited formof dire
tory servi
e to lo
ate ea
h other. The dire
tory servi
e of theGMA would be natural to use for this purpose.�[7℄Measurement te
hniques The notion to use the best ben
hmark methodper subnet is important: this may be better than just always using probes (asthe NWS does). However, SNMP query results have to be 
onverted to networkperforman
e as per
eived by appli
ations. By using probes this is a
hievedautomati
ally.The use of logi
al topologies has an advantage over just pair-to-pair probing.Imagine three hosts, (A, B and C), between whi
h the bandwidth is measuredby using probes. The NWS, for example, tries very hard to keep these probesfrom interfering with ea
h other. The drawba
k of this approa
h is that nothing13




an be said when the links A-B and A-C are used simultaneously by an appli-
ation. When they share, for example, the same gateway, this might introdu
ea bottlene
k. Remos dete
ts su
h shared links in the logi
al topology, and isable to report realisti
 performan
e data. A drawba
k of this approa
h is thatRemos 
annot know exa
tly how the sharing a�e
ts the bandwidth: this willalways be some approximation of reality (as is the 
ase with the SNMP queries).The 
olle
tors Remos implements a hierar
hi
al system of 
olle
tors. Thebehavior of the Master Colle
tors remains a bit vague though: the master 
ol-le
tors form the meta-level between multiple LANs. The authors say that there
an be multiple levels of Master Colle
tors, whi
h are ea
h responsible for apart of the network. But this would introdu
e the need for another meta-level,between these Master Colle
tors, otherwise the links between Master Colle
tordomains 
ould never be monitored. Remos solves this problem by letting a Lo-
al Colle
tor not only monitor the performan
e between the desired hosts inthe lo
al network, but also between ea
h of the edge nodes of the other subnetsthat 
ontain nodes in
luded in a query. This means a Lo
al Colle
tor a
tu-ally measures the performan
e between lo
al LANs; the Master Colle
tor onlyidenti�es whi
h Lo
al Colle
tors have to measure what. This looks somewhatsimilar to the NWS approa
h of hierar
hi
al 
liques, in whi
h a Lo
al Colle
toris a NWS sensor that is 
ontained in a lo
al 
lique and the 'meta-
lique'. Thequestion remains if this 2-level hierar
hy is �exible enough; maybe a generalN-level hierar
hy is more desirable in the long term.2.3.3 Topology-dOverview�Topology-d estimates the state of the network and networked resour
es by pe-riodi
ally 
omputing end-to-end laten
y and available bandwidth. Using itsestimates, Topology-d 
omputes a fault tolerant, high bandwidth, low delaytopology 
onne
ting parti
ipating sites. Topologies are periodi
ally re-
omputedto take into a

ount network and server load dynami
s. Network-aware appli-
ations 
an then make use of Topology-d's estimates and logi
al topologies toensure they get adequate servi
e from the underlying network and 
omputinginfrastru
ture.� [25℄Ea
h ma
hine that is monitored by Topology-d runs the same program. Oneof the ma
hines is designated as the master. Ea
h ma
hine periodi
ally 
om-putes the available bandwidth and laten
y between itself and all other ma
hinesby sending probe pa
kets (similar to the method used by the NWS). The mas-ter ma
hine 
olle
ts the estimates reported by the group members into a 
ostmatrix. The 
ost of a link is taken as the bandwidth divided by the round triptime. The master then 
omputes the group's logi
al topology based on this ma-trix and distributes it among all the group members. The topology 
al
ulationis based on that of �ood-d, a part of a repli
ation tool that e�
iently distributesdata among distributed repli
as [24℄. 14



Topology-d has been integrated with the Globus Meta-
omputing Dire
toryServi
e [5℄, whi
h enables the Globus resour
e broker to take de
isions based onthe logi
al topology.Dis
ussionThe 
omputation of a logi
al topology is a valuable addition to the per-linkstatisti
s. It has already been used in �ood-d to implement e�
ient �ooding,but one 
ould think of numerous other appli
ations.A disadvantage of the 
omputed topology is that the sharing of links in thepaths between ma
hines is not taken into a

ount. This may e�e
t the e�
ien
yof the 
omputed topology, sin
e sharing a link might introdu
e an unexpe
tedbottlene
k. Another disadvantage is that only a rough method of predi
tion isused: ea
h new estimate of e.g. the measured bandwidth is 
omputed as:new_estimate = � * old_estimate + (1 - �) * 
urrent_estimatewith � 
urrently being 0.5. Although this gives some 'damping' e�e
t, the use oflonger series (as done by the NWS) 
ombined with a predi
tion method shouldprodu
e better estimates.GMA 
omplian
e The master ma
hine in a Topology-d setup 
an be seen asa produ
er of bandwidth, laten
y and topology events. The other ma
hines a
tas sensors. However, the master ma
hine also a
ts as a sensor, so the distin
tionis not very 
lear. There is no separate 
onsumer pro
ess.

15



Chapter 3DesignThe overview of related work in Chapter 2 indi
ates several strong and weakpoints of existing measurement- and monitoring tools. In this 
hapter we 
om-bine the observations we made into arguments for the design of our monitoringtool: TopoMon.3.1 Fun
tionalityTo goal of TopoMon is to provide information to appli
ations about the net-work that inter
onne
ts various endhosts. We fo
us on two 
hara
teristi
s: thelaten
y and bandwidth between all endhosts as observed by the appli
ations. Itwill turn out that information about the topology of the network is also neededto take shared links into a

ount.3.1.1 MeasurementsWe 
hoose to use the Network Weather Servi
e as the sour
e for bandwidth andlaten
y data in TopoMon for several reasons:� its use of fore
asters provides good short-term estimates� the measurement methods are usable over wide-area links and provideappli
ation-level performan
e information.Remos also has these qualities, but fo
uses primarily on SNMP measurementsfor LANs. Sin
e our interest has primarily to do with wide-area links, usingRemos would not be very e�
ient. Using a separate measurement tool su
h asPathrate for the a
tual measurements 
ould give more a

urate measurements.However, these tools are often too intrusive for pra
ti
al use and fo
us primarilyon measuring the links, not the appli
ation-level performan
e of a 
onne
tion.16



3.1.2 Shared linksThe reason for the expli
it mutual ex
lusion of experiments of the NWS was that
olliding probes 
aused the measured performan
e to be signi�
antly lower thanmeasured by un
ollided probes [35℄. However, this is pre
isely the e�e
t sharedlinks 
an have on end-to-end performan
e. This means appli
ations 
annotrely on the fore
asted measurements of the NWS to implement strategies inwhi
h multiple links are used simultaneously. Remos addresses this point bydis
overing the topology of the network and identifying shared links. Anotheradvantage of su
h a topology is that it 
an be used like the ones in Topology-d:to 
al
ulate e�
ient appli
ation-level topologies for spe
i�
 purposes. For thesereasons, TopoMon 
ontains a subsystem that dis
overs the topology between allmonitored sites.The a
tual topology dis
overy is done by running tra
eroute from ea
hendhost to all other endhosts. In this way ea
h path is measured twi
e, whi
h isne
essary sin
e Internet paths are often asymmetri
. The round-trip time dataof the probes reported by tra
eroute 
an also be used to estimate the laten
ybetween 
onse
utive hosts (see Se
tion 3.1.4).Path
har provides better analysis of per-link bandwidth data, but sin
e theNWS already measures end-to-end bandwidth, this extra information is hardlyuseful. Path
har is also a lot more intrusive than tra
eroute. Using SNMPqueries to dis
over the topology (as done by Remos for LANs) is not an optionfor wide-area topology sin
e publi
 routers generally disable this. Using theBGP router information [26℄ is also not an option, sin
e they only route betweenvarious Autonomous Systems and there may also exist shared links within anAutonomous System.CAIDA's Skitter proje
t [28℄ also uses multiple tra
eroutes. It 
ould there-fore be useful to re-use the data they've gathered. The problem is that Skitterdoes not measure all available Internet links (an impossible job) whi
h meansthat information about the links between parti
ipating Grid sites is often notavailable. The same applies to other topology repositories CAIDA maintains.TopoMon's topology subsystem 
an therefore be seen as a simple Skitter imple-mentation that measures just the links in the monitored Grid.3.1.3 GMATo be as �exible as possible, TopoMon implements the GMA. This means thatall pro
esses are either produ
ers or 
onsumers of events and lo
ate ea
h otherby using a dire
tory servi
e.For the 
ommuni
ation between produ
ers and 
onsumers the GMA workinggroup has de�ned a simple proto
ol that uses XML do
uments as messages [30℄.This proto
ol is des
ribed in Se
tion 3.2.2. Using XML has several advantages:� It is readable for humans, whi
h eases logging and debugging.� It 
an be easily parsed by ma
hines too, for whi
h a lot of o�-the-shelfparsers are available. 17



� XML s
hema's 
an be used as meta-des
riptions of the messages andevents, whi
h 
reates a very �exible framework. These s
hemas 
an bestored in the Dire
tory Servi
e. Produ
ers and 
onsumers 
an sear
h thedire
tory servi
e for the s
hema of a parti
ular event and download it.The XML parser 
an then use the s
hema to validate the 
ontents andstru
ture of in
oming event messages.A disadvantage of using XML is that the messages get larger than binary mes-sage formats. The parsing also introdu
es extra overhead. A drawba
k of theGMA proto
ol itself is that it does not 
over se
urity yet.There exist a number of alternatives for the XML proto
ol of the GMAworking group. Using binary messages gives the smallest possible message size,but this approa
h does not provide a standard solution for the meta-data in thedire
tory servi
e. Other XML 
ommuni
ation approa
hes use XML des
riptionsof remote pro
edure 
alls, su
h as XML-RPC [32℄ and SOAP [3℄. This 
ouldbe used to implement the 
ommuni
ation between a produ
er and 
onsumer,but still does not provide a 
lear way to des
ribe the meta-information of theevents sin
e XML is used to des
ribe information about pro
edure 
alls insteadof event data.Sin
e we use the XML produ
er/
onsumer proto
ol, this introdu
ed a littleproblem for the NWS 
omponents. Although its ar
hite
ture 
omplies withthe GMA, the 
omponents use a binary proto
ol instead of XML messages.Furthermore, the fore
aster pro
ess does not support subs
ription to fore
asts,so we have to poll the fore
aster for new fore
asts. Therefore a produ
er pro
essis implemented that a
ts as a wrapper around a NWS fore
aster. This wrapperimplements all the fun
tionality of a GMA produ
er, polls the NWS for newfore
asts and produ
es them as GMA events.3.1.4 Combining informationThe 'raw' information that TopoMon gathers 
onsists of:� bandwidth and laten
y between all endhosts in the monitored Grid (fore-
asted by the NWS)� tra
eroute results between all monitored sitesWe have implemented a 
onsumer pro
ess (whi
h we will simply refer to as the�TopoMon 
onsumer�) that 
ombines this data to 
ompute the overall topologyof the monitored Grid. This is done by 
ombining all the host names in thetra
eroute results into a graph of the network. Shared intermediate hosts arere
ognized be
ause they have the same host name or, at least, IP address. Inthis way a dire
ted graph is generated that represents the logi
al topology ofthe network. This graph is then 
ompa
ted by removing all those hosts thathave exa
tly two neighbors and are not one of the endpoints. This redu
es thenumber of hosts 
onsiderably. The resulting graph and other information 
anbe 
ombined for various purposes whi
h we des
ribe in the following.18



VisualizationThe topology 
an be visualized by exporting the graph to the GraphViz graphvisualization pa
kage [11℄. This gives Grid appli
ation developers insight intothe network topology. Ea
h link in the graph 
an optionally be annotated witheither the maximum bandwidth or the minimum laten
y.The maximum bandwidth per link is 
al
ulated by 
ombining the graphwith the end-to-end bandwidth fore
asts of the NWS. For ea
h end-to-end path,all the links in that path are annotated with the bandwidth measured by theNWS. If a link is already annotated be
ause it is shared by multiple paths,the maximum of the annotated value and the 
urrent value is used as the newvalue. In this way, ea
h link is annotated with the highest bandwidth of whi
hit should at least be 
apable of. This gives a 
onservative estimate for themaximum bandwidth per link, sin
e Internet ba
kbone links may provide highera

umulated bandwidth to multiple, simultaneous transmissions.To 
al
ulate the minimum laten
y per link, the round-trip times of the probesto the intermediate hosts reported by tra
eroute are used. Of all reported round-trip times per hosts the smallest one is used, sin
e this represents the link, notdisturbed by other, unrelated tra�
. Let A and B be host N and N + 1 ina path, respe
tively, RTTA and RTTB the minimum round-trip times to thesehosts. The laten
y of the link from A to B then be 
al
ulated as RTTB�RTTA2 .However, this method assumes that RTTB is always greater than RTTA,whi
h is not always true in reality. If RTTA is greater than RTTB; this meansthat the time it took a probe pa
ket to rea
h B; let B generate an ICMP reply,send that ba
k to A and let A forward that reply is smaller than the time ittook A to generate the ICMP reply to the probe pa
kets that expired there.Apparently A is a bit slow in these 
ases in 
reating the reply. We 
urrentlyassume that this 
an only happen when A and B are very 
lose to ea
h other(in terms of link speed). Sin
e the laten
y from A to B then lies within themeasurement error, it 
an safely be modeled as being zero.The 
ompa
tion of the graph (as des
ribed in the previous se
tion) greatlyenhan
es readability by redu
ing the number of hosts. If the graph is annotatedwith laten
y values, then the values of the 
onse
utive links are added duringthe 
ompa
tion. With bandwidth values, one of the values of the links in ea
hdire
tion 
an be used sin
e they are the same anyway. Figure 3.1 shows twoexamples of su
h 
ompa
tion.Shared sub-pathsAppli
ations 
an also ask the TopoMon 
onsumer for the shared parts of twopaths between two pairs of endpoints. More pre
isely: if A1and B1 are thesour
e and destination endhost of the �rst path and A2 and B2 the sour
e anddestination of the se
ond one, TopoMon will return all the hosts in the path fromA1 to B1 that are also part of the path from A2 to B2. Multiple 
onse
utiveshared hosts indi
ate that the links between these hosts are also shared. A'
hain' of one or more shared hosts and links forms a shared sub-path of the19
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tion of links annotated with laten
y values (in ms)Figure 3.1: Compa
tion examplestwo paths. If two paths share more that one sub-path, TopoMon returns all ofthem. This is for example often the 
ase with the shared sub-paths of reversedpaths between two endpoints (that is, the path from A to B and the other wayaround), whi
h share the gateways at both sides but are di�erent in between.Multi
ast spanning treesThe TopoMon 
onsumer uses the end-to-end fore
asts of the NWS to generatesimple appli
ation-level multi
ast spanning trees. This requires some explana-tion.Multi
asting means: sending a message to a group of destination hosts. Anaive multi
asting method sends a separate message to ea
h destination. Thismethod is simple to implement, but wastes bandwidth if there are a lot ofdestinations. Using broad
asting is another option, but not if the hosts ares
attered a
ross the Internet (as is the 
ase in a Grid).A better approa
h is to send the message a

ording to the dis
overed routesin a spanning tree. A spanning tree represents the shortest routes from onevertex in a graph to all the other ones. The verti
es in the spanning treerepresent the hosts, and the edges the links between them. At ea
h bran
hingin the tree, the in
oming message is dupli
ated by the host and forwarded to allneighbors in the spanning tree.Multi
asting in the Internet, also known as IP multi
asting, was �rst intro-du
ed in Steve Deering's PhD dissertation [6℄ and has led to several proto
olsand 'virtual network' e�orts su
h as the MBone [1℄. In IP multi
asting, theintermediate routers are a
tively generating multi
ast trees. An endpoint 
ansend a message to a spe
ial multi
ast address, after whi
h the routers take 
are20



of delivering the message to all endpoints that are part of the group with thisaddress. The main problem with IP multi
asting, however, is that it is still notsupported by all routers.Sin
e a multi
ast tree 
an only 
ontain bran
hing verti
es that 'know' theyare part of the tree and will dupli
ate and forward in
oming messages, thismeans that the only possible splitting points a Grid multi
ast tree 
an alwaysuse are the endpoints. This is 
alled appli
ation-level multi
asting, sin
e theappli
ation handles the multi
asting and a
ts as a router for the multi
astedmessage at ea
h endpoint.The TopoMon 
onsumer 
al
ulates two types of spanning trees: a minimal-laten
y and a maximal-bandwidth tree. The �rst one optimizes the time tomulti
ast a small message, whi
h mostly depends on the laten
y of the linksused. The se
ond one optimizes the time to multi
ast a large message, sin
e inthat 
ase the bandwidth of the links is the most predominant bottlene
k.The minimal-laten
y spanning tree is 
al
ulated by using only the NWSend-to-end fore
asts. These are used to 
reate a 
ompletely 
onne
ted graphthat 
ontains only the endpoints. The weight of ea
h link in this graph is itsfore
asted laten
y value. Currently, Dijkstra's algorithm is used to 
ompute thetree of shortest paths from the initiator of the multi
ast to all other endpointsin this graph, whi
h 
orresponds to the minimal-laten
y spanning tree.The maximal-bandwidth spanning tree is 
al
ulated by the same pro
edure,but uses the re
ipro
als of the fore
asted bandwidth values as distan
e metri
.This is only a temporary solution, sin
e it simpli�es a lot of things and makesseveral assumptions about the multi
asting appli
ation:� Endpoints do not stream messagesEa
h endpoint re
eives an in
oming message entirely before it forwards itto its neighbors in the multi
ast tree.� Forwarding messages is (
on
eptually) done in parallelAn in
oming message is forwarded to all neighbors in the multi
ast treein parallel, at least 
on
eptually. That means the time to send a messageto the �rst neighbor does not in�uen
e the time it takes to send it to these
ond one.� The forwarding time of a message is zeroThe appli
ation-level laten
y for handling the message is ignored.� Shared links 
an be ignoredThe shared links in the paths used in the multi
ast tree 
an be ignored.All these assumptions are valid for the minimal-laten
y tree, sin
e then it isassumed that only small messages are used whi
h do not take mu
h time to sendor forward. Forwarding of messages 
an therefore be done sequentially, whi
htakes as mu
h time as sending them in parallel. The messages are unlikely to
ollide in shared links sin
e they are very small.21



However, for the maximal-bandwidth tree these assumption are not veryrealisti
. First, it will be more e�
ient to forward messages in a streaming way,sin
e it may take a while to re
eived the whole message 
ompletely. Se
ond,real parallel forwarding may 
ause 
ollisions on the �rst few hops in ea
h path,sin
e this typi
ally 
ontains a route to the outside world that is the same inmany paths. The alternative of sequential forwarding, however, will take sometime to send ea
h message, so this time should be taken into a

ount. Theappli
ation-level laten
y may also be relevant for large messages. Finally, theignoran
e of shared links 
an e�e
t the usefulness of the spanning tree. Wealready mentioned this problem for the �rst few hops. In general, links may beshared by any path in the tree. This is illustrated in Figure 3.2, whi
h shows atheoreti
al example topology.The topology in Figure 3.2a shows the re
ipro
als of the bandwidth for ea
hend-to-end 
onne
tion between the �ve endpoints. To 
al
ulate the spanningtree rooted in A, Dijkstra's algorithm generates the shortest path tree shown inFigure 3.2
. However, the end-to-end 
onne
tions in this topology may 
ontainshared links. Figure 3.2b shows the 'real' topology, whi
h in
ludes a shared linkbetween the 
onne
tions from B to D and C to E. The end-to-end bandwidthsin Figure 3.2a are a
tually the bottlene
k bandwidths of the 
omplete path. Ifan appli
ation multi
asts a large message a

ording to the tree in Figure 3.2
,the bandwidth of the link between X and Y will be shared by the streamsfrom B to D and C to E. We assume that the bandwidth of this link willapproximately be equally divided between the two streams, whi
h 
auses there
ipro
al of its bandwidth to be
ome 4 instead of 2. In this 
ase the spanningtree shown in Figure 3.2d will therefore provide better overall performan
e sin
eit 
ontains no shared links. However, this tree still 
ontains the assumption thatnodes do not use 'streaming' (otherwise the link from D to Y would be
ome abottlene
k).The 'ideal' algorithm would in
orporate all assumptions about streaming,forwarding time, et
.; simply using Dijkstra's algorithm will probably produ
esuboptimal solutions. The development of su
h an algorithm is beyond the s
opeof this thesis, but will be the subje
t of future work. Until that time, TopoMonuses Dijkstra's algorithm as a temporary solution for maximal-bandwidth trees.3.2 Ar
hite
tureWe now des
ribe the ar
hite
ture of TopoMon. First we give a birds-eye overviewof the various 
omponents. Then we des
ribe how the 
ommuni
ation betweenthese 
omponents takes pla
e.3.2.1 ComponentsFigure 3.3 shows a global overview of TopoMon's ar
hite
ture. The parts of theNWS are shown as dotted boxes. We will now des
ribe the various parts.22
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Figure 3.3: The ar
hite
ture of TopoMonSensorsTopoMon monitors a spe
i�
 set of 
omputers that are 
onne
ted to the Inter-net. We 
all these monitored 
omputers the endpoints (
ontrary to the routersthat are part of the Internet, whi
h we'll 
all hosts). Ea
h endpoint runs twoprograms: an NWS sensor and a TopoMon sensor.Ea
h NWS sensor measures the laten
y and bandwidth between itself and allthe other endpoints. The NWS sensors intera
t with ea
h other and the other
omponents of the NWS (represented in the �gure by the dotted box 'NWS') bysending messages. The NWS stores the measurements internally in a Memorypro
ess.The TopoMon sensors periodi
ally run tra
eroute to all other endpoints,and forward the output of these runs to the TopoProdu
er.Produ
ersTopoMon 
ontains two produ
ers: the NWS produ
er and the TopoProdu
er.The NWS produ
er uses the NWS API to periodi
ally poll for new fore
asts.These fore
asts are forwarded as events to all subs
ribed 
onsumers. A 
onsumer
an also query the NWS produ
er for a spe
i�
 fore
ast. The NWS produ
erthen immediately queries the NWS and returns the result.The TopoProdu
er retrieves all the tra
eroute data sent by the TopoMon24



Responsetime Staleness ofinformation Storagespa
e System
omplexityQueue requests and return thenext available measurement high young medium lowTake new measurements forea
h query low young small highReturn the last measurement low old large lowTable 3.1: trade-o�s of query response poli
iessensors, parses them and forwards them to all subs
ribed Consumer pro
essesas events. Consumers 
an also query the TopoProdu
er for a single tra
erouteevent. The TopoProdu
er 
urrently queues su
h requests and returns the nextavailable tra
eroute event. Alternatives would be to take a new measurement forea
h query or to return the last measured one. The former poli
y would makethe 
ommuni
ation between the TopoProdu
er and the TopoMon sensors andthe ar
hite
ture of the TopoMon sensors 
onsiderably more 
omplex. The latterpoli
y would require the TopoProdu
er to store all tra
eroute data, whi
h growsin n2 of the number of endpoints. Ea
h poli
y assumes a 
ertain usage pattern,and has a trade-o� between query response time, staleness of the information,required storage spa
e and 
omplexity of the system 
omponents. Table 3.1summarizes these trade-o�s.Sin
e the query fun
tionality of the TopoProdu
er is not used by the TopoMon
onsumer, the queueing of requests was the simplest method to implement withthe lowest storage spa
e requirements. However, other poli
ies might be imple-mented in the future to enhan
e response time. The NWS produ
er uses these
ond poli
y in the table to answer queries.ConsumerThere's 
urrently only one 
onsumer pro
ess, whi
h provides information abouta subset of the endpoints to interested appli
ations. The 
onsumer intera
tswith the two produ
ers with the XML produ
er/
onsumer proto
ol de�ned theGMA working group (see Se
tion 3.1.3). It subs
ribes itself to all events ofboth produ
ers for the endpoints it monitors (see Se
tion 3.2.2). The 
onsumer
ombines these data to generate the information des
ribed in Se
tion 3.1.4.Appli
ations 
an retrieve this information by using the Java interfa
e de�ned inSe
tion 4.2.5.Dire
tory Servi
eBoth produ
ers store information about their lo
ation and the events they pro-du
e in the Dire
tory Servi
e. The 
onsumer sear
hes this dire
tory to retrievethe lo
ation of the produ
ers of the various events.25



3.2.2 Communi
ationTra
erouteThe result of ea
h run of tra
eroute to another endpoint is 
aptured by theTopoMon sensor. This output is sent over the TCP 
onne
tion to the TopoPro-du
er, followed by a spe
ial 
hara
ter string that indi
ates the end of the mes-sage. An example of su
h a tra
eroute result is shown in Figure 3.4.tra
eroute to erebor.i
s.muni.
z (147.251.3.18), 30 hops max, 40 byte pa
kets1 
olossus (130.37.26.1) 0.838 ms 0.776 ms2 wsk71-2-d01-223 (130.37.14.1) 0.818 ms 0.757 ms3 hka16-1-d01.ba
kbone.vu.nl (130.37.5.1) 0.983 ms 0.896 ms4 Gi15-2-27.AR5.Amsterdam1.surf.net (145.145.18.57) 1.434 ms 0.935 ms5 PO6-0.CR1.Amsterdam1.surf.net (145.145.162.1) 1.270 ms 1.187 ms6 PO0-0.BR1.Amsterdam1.surf.net (145.145.166.2) 1.160 ms 1.053 ms7 surfnet.nl1.nl.geant.net (62.40.103.97) 1.465 ms 1.407 ms8 nl.de1.de.geant.net (62.40.96.53) 7.637 ms 7.739 ms9 de.
z1.
z.geant.net (62.40.96.37) 16.007 ms 15.952 ms10 
esnet-gw.
z1.
z.geant.net (62.40.103.30) 16.202 ms 16.889 ms11 r43bm-pos9-0-stm16.
esnet.
z (195.113.156.118) 19.728 ms 19.282 ms12 routi
s-a

1.brno.
esnet.
z (147.251.19.68) 20.402 ms 23.471 ms13 erebor.i
s.muni.
z (147.251.3.18) 21.313 ms 21.128 ms<END OF MESSAGE>Figure 3.4: Example tra
eroute data sent to the TopoProdu
erProdu
er/Consumer proto
olThe proto
ol between produ
ers and 
onsumers is de�ned by the GMAWorkingGroup [30℄. It is a simple proto
ol that uses XML do
uments as messages. Thename of the root tag of an XML do
ument identi�es the message type. Themessage data is 
ontained as XML within the root tag. Messages are sent by�rst sending the number of bytes of the message as a 32-bit integer in networkbyte order, followed by the XML do
ument.The proto
ol de�nes three types of intera
tion between a produ
er and 
on-sumer: 
onsumer-initiated subs
ription, produ
er-initiated subs
ription and re-quest/reply intera
tion. These intera
tion types are shown in Figure 3.5.With 
onsumer-initiated subs
ription, the 
onsumer subs
ribes itself to theprodu
er for a 
ertain event type. From that moment on the produ
er will sendall these events to the 
onsumer until the 
onsumer unsubs
ribes itself. This isprobably the most 
ommon kind of intera
tion, and 
urrently the only one usedby the TopoMon 
omponents. The other two are supported, however, sin
e theymight be used in the future.In produ
er-initiated subs
ription, the produ
er subs
ribes itself to a 
on-sumer. The produ
er will then send events to the 
onsumer until it unsubs
ribesitself. This kind of intera
tion is for example useful for ar
hival purposes, asdes
ribed in Se
tion 2.2.1.The request/reply intera
tion 
overs two 
ases. First, a 
onsumer 
an querya produ
er for a single event, whi
h provides a fast alternative for the sub-26
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er/
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ols
ription method if a 
onsumer only wants to re
eive a single event. Se
ond, a
onsumer 
an ask a produ
er to send the names of all the events it produ
es.This fun
tionality is somewhat awkward, sin
e the dire
tory servi
e 
an also beused to do this, so it will probably never be used.The a
tual 
ommuni
ation generally takes the form of a request messageto whi
h the other side returns a reply. For example: if a 
onsumer wantsto subs
ribe itself to a produ
er, it sends a Subs
ribeRequest message to theprodu
er and waits for the Subs
ribeReply message to return. Unsubs
ription,event queries and event name queries follow the same stru
ture. The onlymessages that are never replied are Event messages.All request messages 
ontain a request ID, so the reply to the request 
anbe identi�ed. With a subs
ription, both sides generate a subs
ription ID thatuniquely identi�es the 
onne
tion. Events always 
ontain this subs
ription ID,so a 
onsumer 
an identify the subs
ription they belong to. These subs
riptionIDs are also used in an Unsubs
ribeRequest message to identify the subs
riptionto terminate.Communi
ation exampleTo illustrate the produ
er/
onsumer proto
ol, we illustrate the 
ommuni
a-tion of the TopoMon 
onsumer subs
ribing itself to Tra
eroute events of theTopoProdu
er. First, the 
onsumer will send a Subs
ribeRequest message tothe TopoProdu
er, indi
ating the type of events it wants to re
eive. Currently,the 
onsumer subs
ribes to ea
h tra
eroute between two endpoints separatelyto enable subs
ription to only a subset of the events generated by the TopoPro-du
er. One of the subs
ription requests will for example be:
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<Subs
ribeRequest xmlns="http://www.gridforum.org/Performan
e/Proto
ol"requestID="1"><Subs
riptionID>15433</Subs
riptionID><Tra
eroute xmlns="http://www.
s.vu.nl/albatross/TopoMon"><Sour
eHostName>das0fs.
s.vu.nl</Sour
eHostName><DestinationHostName>das2fs.wins.uva.nl</DestinationHostName></Tra
eroute></Subs
ribeRequest>This will subs
ribe the 
onsumer to all the tra
eroutes between the endpointsdas0fs.
s.vu.nl and das2fs.wins.uva.nl, as spe
i�ed by the event parame-ters of an event. Currently TopoMon only uses the host name of the sour
e anddestination ma
hine as possible parameters for events. This makes it possible,for example, for a 
onsumer to only subs
ribe to the NWSLaten
yT
p events ofthe NWS produ
er between only two endpoints. The TopoMon 
onsumer sub-s
ribes itself to all Tra
eroute, NWSBandwidthT
p and NWSLaten
yT
p eventsbetween all pairs of endpoints it has to monitor.The xmlns attributes stand for XML name spa
e, and indi
ate the namespa
e the tag is in. The names of the produ
er/
onsumer XML messagesare all in the name spa
e �http://www.gridforum.org/Performan
e/Proto
ol�.The tags of the TopoMon events and their 
ontent are all in the name spa
e�http://www.
s.vu.nl/albatross/TopoMon�.The TopoProdu
er will, for example, reply to the above shown examplesubs
ribe request with the message:<Subs
ribeReply xmlns="http://www.gridforum.org/Performan
e/Proto
ol"requestID="1"><Return>Su

ess</Return><Subs
riptionID>18937</Subs
riptionID></Subs
ribeReply>The subs
ription is now known by the TopoMon 
onsumer as ID 15433 and bythe TopoProdu
er as ID 18937. After this the TopoMon 
onsumer 
an expe
tTra
eroute events from the TopoProdu
er that mat
h the event parameters, forexample:<Event xmlns="http://www.gridforum.org/Performan
e/Proto
ol"subs
riptionID="15433"><Tra
eroute xmlns="http://www.
s.vu.nl/albatross/TopoMon"probeSize="40" maxHops="30">...event data...</Tra
eroute></Event>The exa
t 
ontents of a Tra
eroute event is des
ribed in Se
tion 3.2.2. Finally,the 
onsumer will unsubs
ribe itself from the TopoProdu
er for this event bysending: 28



<Unsubs
ribeRequest xmlns="http://www.gridforum.org/Performan
e/Proto
ol"requestID="4"><Subs
riptionID>18937</Subs
riptionID></Unsubs
ribeRequest>The TopoProdu
er will reply:<Unsubs
ribeReply xmlns="http://www.gridforum.org/Performan
e/Proto
ol"requestID="4"><Return>Su

ess</Return></Unsubs
ribeRequest>EventsTopoMon uses three types of events. The NWS produ
er generates NWSBand-widthT
p and NWSLaten
yT
p events, whi
h 
ontain information about thebandwidth and laten
y between two endpoints as fore
asted by the NWS, re-spe
tively. Examples of those events are shown in Figure 3.6. Only the eventdata are shown.<NWSBandwidthT
p "xmlns=http://www.
s.vu.nl/albatross/TopoMon"><Sour
eHostName>das0fs.
s.vu.nl</Sour
eHostName><DestinationHostName>das2fs.
s.vu.nl</DestinationHostName><NWSFore
ast><Value unit="Mb/s">2.31</Value><Error>0.010219</Error></NWSFore
ast></Timestamp>2001-11-25T16.14.38Z</Timestamp></NWSBandwidthT
p><NWSLaten
yT
p xmlns="http://www.
s.vu.nl/albatross/TopoMon"><Sour
eHostName>das0fs.
s.vu.nl</Sour
eHostName><DestinationHostName>huron.
s.unh.edu</DestinationHostName><NWSFore
ast><Value unit="ms">12.3</Value><Error>0.00354</Error></NWSFore
ast></Timestamp>2001-11-25T16.23.01Z</Timestamp></NWSLaten
yT
p>Figure 3.6: example XML des
riptions of NWSBandwidthT
p andNWSLaten
yT
p eventsThe TopoProdu
er 
onverts the tra
eroute output re
eived from the TopoMonsensors into XML des
riptions. The output shown in Figure 3.4 will, for exam-ple, be 
onverted to the Tra
eroute event shown in Figure 3.7.The attentive reader will noti
e that the host names of the �rst two hopswere reported by tra
eroute in Figure 3.4 as being �
olossus� and �wsk71-2-d01-223� respe
tively, but in the XML version in Figure 3.7 they both got the29



<Tra
eroute xmlns="http://www.
s.vu.nl/albatross/TopoMon" probeSize="40" maxHops="30"><Sour
eHost><Name>das0fs.
s.vu.nl</Name><IP4Address>das0fs.
s.vu.nl</IP4Address></Sour
eHost><DestinationHost><Name>erebor.i
s.muni.
z</Name><IP4Address>147.251.3.18</IP4Address></DestinationHost><Hop index="1"><Host><Name>
olossus.
s.vu.nl</Name><IP4Address>130.37.26.1</IP4Address></Host><RTT>0.838</RTT> <RTT>0.776</RTT></Hop><Hop index="2"><Host><Name>wsk71-2-d01-223.
s.vu.nl</Name><IP4Address>130.37.14.1</IP4Address></Host><RTT>0.818</RTT> <RTT>0.757</RTT></Hop><Hop index="3"><Host><Name>hka16-1-d01.ba
kbone.vu.nl</Name><IP4Address>130.37.5.1</IP4Address></Host><RTT>0.983</RTT> <RTT>0.896</RTT></Hop>[...℄<Hop index="13"><Host><Name>erebor.i
s.muni.
z</Name><IP4Address>147.251.3.18</IP4Address></Host><RTT>21.313</RTT> <RTT>21.128</RTT></Hop><TimeStamp>2002-02-13T17:30:24Z</TimeStamp></Tra
eroute>Figure 3.7: The tra
eroute output of Figure 3.4 as Tra
eroute event. Some hopsare left out for readability.
30



su�x �.
s.vu.nl� added. The tra
eroute parser in the TopoProdu
er is resposiblefor this, be
ause shared hosts in the topology are re
ognized by the TopoMon
onsumer by having the same host name (whi
h provides better results than IPaddresses sin
e one host 
an have multiple addresses, espe
ially routers). How-ever, sometimes hosts report their host name without the domain su�x whenthey are queried from a host within the same domain, whi
h is probably 
ausedby some lo
al 
on�guration of the host name lookup. This poses a re
ognitionproblem for the TopoMon 
onsumer, whi
h is solved by automati
ally addingthe domain of the sour
e host of the tra
eroute to all hosts that have not got adomain su�x.
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Chapter 4ImplementationIn this 
hapter, we look more 
losely at the 
omponents of TopoMon. Wedes
ribe how they are implemented and work internally. We also explain howthe various 
omponents 
an be 
on�gured and how appli
ations 
an extra
tinformation from TopoMon. We start with the TopoMon sensor, followed bythe TopoProdu
er, NWS produ
er and the Dire
tory Servi
e. Then we des
ribethe TopoMon 
onsumer and its interfa
e to appli
ations. Finally, we explainhow the sensors and 
omponents 
an be 
on�gured.4.1 TopoMon sensorThe TopoMon sensor is written in C to load the monitored ma
hine as little aspossible. Currently only a UNIX version has been programmed sin
e the onlymonitored hosts so far all run some variant of UNIX.On
e a sensor is started, it establishes a TCP 
onne
tion to the TopoPro-du
er by using Internet so
kets. The TopoProdu
er uses the 
reated 
onne
tionto send a message ba
k to the 
onne
ted sensor that spe
i�es the work the sen-sor has to do. This 'to-do list' 
ontains a list of the host names of the otherendpoints, the 
ommand to exe
ute and the number of se
onds to wait between
onse
utive measurement sessions. The 
ommand is a string that 
ontains oneparameter. A typi
al 
ommand is for example "tra
eroute -w 3 -q 2 %s 402>&1", whi
h exe
utes tra
eroute to the host name substituted for the %s.After the sensor has re
eived the to-do list it enters a loop. First it exe
utesthe 
ommand to with ea
h endpoint as a parameter and sends the output tothe TopoProdu
er over the 
reated 
onne
tion. After that it sleeps for thenumber of se
onds spe
i�ed in the to-do list minus the time it took to gatherall the tra
eroutes. Then the loop starts again. A sensor stays in this loopuntil either the sensor is killed (e.g. by sending a signal) or the TopoProdu
erterminates. The latter 
ase 
an be re
ognized by the sensor by the fa
t that theTCP 
onne
tion to the TopoProdu
er gets 
losed down.32



4.2 Java pa
kagesThe GMA 
omponents of TopoMon are implemented in Java. Although Javahas a larger running overhead than C or C++, it has the great advantage ofbeing platform-independent. From version 1.4 it also has built-in support forXML parsing, whi
h is useful for the parsing of the various messages in theprodu
er/
onsumer proto
ol.The Java 
lasses of TopoMon are grouped into the following pa
kages:topomon: 
ontains the implementation of the TopoProdu
er, the NWS produ
erand the TopoMon 
onsumer.topomon.gma: 
ontains all the fun
tionality to implement a produ
er or 
on-sumer in Java that 
ommuni
ates with the simple XML produ
er/
onsumerproto
oltopomon.sensors: the interfa
e to the TopoMon sensorstopomon.nws: the Java interfa
e to the NWStopomon.dire
tory: 
ontains the implementation of the dire
tory servi
etopomon.xml: 
lasses to represent XML do
uments as obje
ts, whi
h providessimple obje
t-oriented manipulation of XML do
uments.topomon.data: 
lasses that represent data generated by TopoMon (tra
eroutes,NWS fore
asts, graphs, et
.)topomon.util: 
ontains various utility 
lasses (for example for logging)We now des
ribe the stru
ture and fun
tionality of these pa
kages in detail.4.2.1 GMAThe logi
al layers in the Java GMA implementation are shown in Figure 4.1.produ
er and 
onsumer implementationsGMAClient GMAServerGMAClientControl GMAServerControlGMACommuni
atorJava so
ketsFigure 4.1: Logi
al layers in the pa
kage topomon.gmaThe fun
tionality of a produ
er and 
onsumer 
an be split in two parts: a
lient and a server part. The 
lient part is the a
tive one, and involves send-ing requests, sending queries, et
. The server part is the passive side thatwaits for in
oming subs
ribe requests, query requests, et
. Although it seems33



that the 
lient is a
tually the 
onsumer and the server the produ
er, this isonly true with 
onsumer-initiated subs
ription (
ompare Se
tion 3.2.2). Withprodu
er-initiated subs
ription, the 
onsumer also has a server part that listensfor in
oming requests, and the produ
er has an a
tive 
lient part that initiates
onne
tions. This requires 
areful division of fun
tionality for the 
lient andserver part. Even worse, if a 
onsumer also runs a server part, it has to beready for events it subs
ribed to itself and events that arrive be
ause a pro-du
er subs
ribed to the 
onsumer and pushes its events to the 
onsumer. Thismeans that a GMA 
omponent (being a 
onsumer or produ
er) has to be ableto spe
ify whether it has a 
lient part, a server part or both of them, and whatto do with in
oming events.Client sideA 
lient starts by 
reating a GMAClient obje
t, of whi
h the interfa
e is shown inFigure 4.2. This obje
t provides two fun
tions, 
onne
t() and dis
onne
t(),whi
h allows the 
lient to setup a TCP 
onne
tion to another host and terminateit, respe
tively. The 
onne
t() 
all returns a GMAClientControl obje
t, whi
hprovides the 
lient side fun
tionality. Its interfa
e is show in Figure 4.3.GMAClientControlHandler 
onne
t(String hostName, int port) throws IOEx
eptionConne
ts to the given ma
hine. If there already existed a 
onne
tion to this ma
hine,that 
onne
tion is reused. For ea
h 
onne
tion the number of times it is reused isremembered. If an error o

urred during 
onne
tion setup an IOEx
eption is thrown.boolean dis
onne
t(String hostName, int port)Dis
onne
ts from the given ma
hine. If the 
onne
tion was reused, only the number oftimes it remains reused is de
remented. Only if a 
onne
tion is used no more at all itis really 
losed. If there existed no 
onne
tion to the given ma
hine nothing happens.Returns true if the 
onne
tion existed, false otherwise.Figure 4.2: Interfa
e of a GMAClient obje
tOn
e a 
lient subs
ribed to events, the in
oming events are dispat
hed tothe event handler spe
i�ed upon subs
ription. Su
h an obje
t has to implementthe interfa
e GMAEventHandler, shown in �gure 4.4. For every in
oming eventthe method eventRe
eived() is 
alled with the lo
al subs
ription identi�erasso
iated with the event and the event data themselves.Server sideA server will start by 
reating a GMAServer obje
t. This is a Runnable obje
t,so the server 
an 
reate a new thread that runs the obje
t. The 
onstru
tor ofa GMAServer obje
t is:GMAServer(int port, GMAServerMessageHandler serverMessageHandler, Log log)throws IOEx
eption 34



Identifier subs
ribe(XMLElement eventParameters, GMAEventHandler eventHandler)throws Subs
ribeFailedEx
eptionSubs
ribes to the the event type spe
i�ed by the event parameters. Future in
om-ing events will be handled by the given event handler. Returns the lo
al identi-�er asso
iated with this subs
ription. If the subs
ription failed for some reason, aSubs
ribeFailedEx
eption is thrown.void unsubs
ribe(Identifier lo
alSubs
riptionId) throws Unsubs
ribeFailedEx
eptionUnsubs
ribes from the subs
ription with the given lo
al identi�er. If the unsubs
riptionfailed for some reason or there was no subs
ription asso
iated with the given lo
alidenti�er, an Unsubs
ribeFailedEx
eption is thrown.XMLElement query(XMLElement eventParameters) throws QueryFailedEx
eptionQueries the remote side for an event spe
i�ed by the given parameters. Returns thereturned event. If the query failed for some reason, a QueryFailedEx
eption is thrown.XMLElement[℄ eventNames() throws QueryFailedEx
eptionAsks the remote side to return the names of all the events it generates or a

epts. Ea
hname is modeled as an XML element with the attributes paramns and eventns thatspe
ify the name spa
e of the parameter tags and the event tags, respe
tively. The
ontents of the XML element is a single String that forms the name of the event.If the query for the event names failed for some reason a QueryFailedEx
eption isthrown.void 
lose()Closes the 
ontrol handler. It is the responsibility of the appli
ation to make sure thatall subs
riptions are 
orre
tly unsubs
ribed before 
alling this fun
tion.Figure 4.3: Interfa
e of a GMAClientControl obje
t
publi
 interfa
e GMAEventHandler {publi
 void eventRe
eived(Identifier lo
alSubs
riptionId,XMLElement event);} Figure 4.4: The GMAEventHandler interfa
e
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The port variable spe
i�es the port number to whi
h the server listens for in-
oming 
onne
tions. The serverMessageHandler is the obje
t that will handlein
oming messages, and will be explained in a moment. The log variable is autility obje
t that provides a uniform way of logging to all TopoMon 
ompo-nents. If the 
reation of a passive server so
ket fails, an IOEx
eption is thrown.On
e the GMAServer is 
reated, it listens to the given port and 
reates anew GMAServerControl obje
t for ea
h in
oming 
onne
tion. This obje
t alsoimplements the Runnable interfa
e and is started in a new thread. It listens
ontinuously to the 
reated 
onne
tion. If a message arrives, it is dispat
hedto the 
orresponding 
all-ba
k method in the server message handler. A servermessage handler implements the GMAServerMessageHandler interfa
e, whi
h isshown in Figure 4.5. Implementing the four methods spe
i�ed by this interfa
eis all one has to do to 
reate a working server side of a GMA 
omponent.void subs
ribeRequest(Identifier requestId, Identifier subs
riptionId,XMLElement eventParameters, GMACommuni
ator replyChannel);Called every time a Subs
ribeRequest message arrives. The subs
riptionId is theidenti�er the other side uses for the subs
ription. The event parameters spe
ify thetype of event the other side wants to subs
ribe to. The reply 
hannel 
an be used tosend a Subs
ribeReply message, whi
h should 
ontain the given requestId.void unsubs
ribeRequest(Identifier requestId, Identifier subs
riptionId,GMACommuni
ator replyChannel);Called every time an Unsubs
ribeRequest message arrives. The subs
riptionId is theidenti�er the other side uses for the subs
ription. The reply 
hannel 
an be used tosend an Unsubs
ribeReply message, whi
h should 
ontain the given requestId.void queryRequest(Identifier requestId, XMLElement eventParameters,GMACommuni
ator replyChannel);Called every time an QueryRequest message arrives. The event parameters spe
ify thetype of event the other side wants to re
eive. The reply 
hannel 
an be used to send aQueryReply message, whi
h should 
ontain the given requestId.void eventNamesRequest(Identifier requestId, GMACommuni
ator replyChannel);Called every time an EventNamesRequest message arrives. The reply 
hannel 
an beused to send a EventNamesReply message, whi
h should 
ontain the given requestId.Figure 4.5: The GMAServerMessageHandler interfa
eCommuni
ationThe GMACommuni
ator obje
t that appears in the GMAServerMessageHandlerinterfa
e is responsible for the a
tual 
ommuni
ation between GMA 
omponentsand dispat
hing of messages to the respe
tive handler. It is used by both aGMAClientControlHandler and the GMAServerControlHandler. Its interfa
e isshown in Figure 4.6. The send() and re
eive()methods use XML do
umentsas messages. The time to wait for an in
oming message is bound by a maximumnumber of millise
onds to prevent a deadlo
k when for example the remote side
rashed. Higher layers 
an register event handlers in an GMACommuni
ator,36



whi
h will from then on take 
are of the 
orre
t dispat
hing of Event messages.The GMAClientCommuni
ator uses this for example in the subs
ribe() andunsubs
ribe() methods to a
tivate the supplied event handler.void send(XMLDo
ument do
ument) throws IOEx
eptionSends the given XML do
ument to the other side. If something went wrong whilesending the do
ument, an IOEx
eption is thrown.XMLDo
ument re
eive(long maxWaitTime) throws IOEx
eptionWaits at most maxWaitTime millise
onds for the next XML do
ument to arrive. Returnsthe �rst re
eived XML do
ument. If something went wrong while reading from theso
ket, or the maximum number of millise
onds to wait elapsed, an IOEx
eption isthrownXMLDo
ument re
eive(String rootElementName, long maxWaitTime)throws IOEx
eptionWaits at most maxWaitTime millise
onds for the next XML do
ument to arrive of whi
hthe root element's name 
orresponds to rootElementName. Other XML do
uments thatarrive before the spe
i�ed one are dis
arded. Returns the �rst re
eived XML do
umentwith the spe
i�ed root element's name. If something went wrong while reading fromthe so
ket, or the maximum number of millise
onds to wait elapsed, an IOEx
eptionis thrown.void addEventHandler(Identifier lo
alSubs
riptionId,GMAEventHandler eventHandler)Adds an event handler that will be 
alled when Event messages for the subs
riptionasso
iated with given lo
al identi�er arrive.void deleteEventHandler(Identifier lo
alSubs
riptionId)Removes the registered event handler that handles events of the subs
ription asso
iatedwith the given lo
al identi�er. If there exists no su
h event handler nothing happens.void 
lose()Closes this 
ommuni
ator. All observers are noti�ed about this before the 
ommuni-
ation 
hannels are a
tually 
losed, so this 
ommuni
ator 
an still be used by them tosend or re
eive urgent last messages.String getHostId()Returns a unique identi�
ation string of the remote host, whi
h 
onsists of the hostname and port number of the remote host, separated by a 
olon.Figure 4.6: Interfa
e of a GMACommuni
atorTo make sure that Event messages are delivered immediately to the reg-istered event handlers, a GMACommuni
ator internally starts another threadthat runs a MessageListener obje
t. This obje
t 
ontinuously listens for in-
oming messages. If an Event message arrives, the message listener 
alls theeventRe
eived()method of the asso
iated event handler. Other messages areput in a message queue. When a higher layer 
alls a re
eive() method of aGMACommuni
ator it 
he
ks the message queue for messages, and blo
ks whenthe queue is empty until the message listener has put a new message into thequeue. This internal stru
ture is illustrated in Figure 4.7.The 
reation of the various message in the produ
er/
onsumer proto
ol37



GMACommunicator
+send()
+receive()
+addEventHandler()
+deleteEventHandler()

MessageQueue
 enqueue(msg:XMLDocument)
 dequeue(): XMLDocument

MessageListener
 subscriptions: Hashtable
 run()

«creates»

«checks»

add/remove subscriptions

enqueue non-events

EventHandler
 eventReceived(event:XMLElement)

deliver events

Figure 4.7: UML diagram of the internal stru
ture of a GMACommuni
atoris handled by the singleton [16℄ GMAMessageFa
tory. This obje
t provides abuilder method for every type of message to ease the 
reation of messages.Example produ
ers and 
onsumersIt is easy to 
reate all the types of 
onsumers and produ
ers possible in theGMA with the 
lasses des
ribed in the previous se
tions.A 
onsumer that only supports 
onsumer-initiated subs
ription will 
reatea GMAClient obje
t that is used to open 
onne
tions to the produ
ers it hasinterest in. For ea
h opened 
onne
tion it gets a GMAClientControl obje
tthat provides all the fun
tionality to intera
t with ea
h of the produ
ers. The
onsumer also has to implement the GMAEventHandler interfa
e so it 
an pro
essthe in
oming events. This is how the GMA part of the TopoMon 
onsumerpro
ess is implemented.A more advan
ed 
onsumer that also a

epts produ
er-initiated subs
rip-tions will, besides the GMAClient obje
t, 
reate a GMAServer obje
t that listensfor in
oming 
onne
tions from produ
ers. It will implement the GMAServer-MessageHandler interfa
e to handle the request messages sent by produ
ers.On
e a produ
er sends a Subs
ribeRequest message, the 
onsumer 
an add theevent handler that will pro
ess the events the produ
er is about to send to theGMACommuni
ator that is used as the reply 
hannel. This dire
t addition andremoval of the event handler in the GMACommuni
ator 
an also be used to de-a
tivate the event handler on
e the produ
er has sent an Unsubs
ribeRequestmessage.A produ
er will always use a GMAServer obje
t to a

ept in
oming 
onne
-tions from 
onsumers. For ea
h in
oming subs
ription it will have to remember38



the event parameters that spe
ify the type of event the 
onsumer is interestedin, the subs
ription identi�er the 
onsumer uses and the GMACommuni
ator that
an be used to 
ommuni
ate with the 
onsumer. To ease this bookkeeping, aConne
tionTable obje
t 
an be used. Its interfa
e is shown in Figure 4.8. On
ean event is available, the produ
er 
an walk through all the subs
riptions to see ifthe event mat
hes with the event parameters a 
onsumer spe
i�ed. If that is the
ase, the event, whi
h has to be tagged with the remote identi�er the 
onsumerspe
i�ed, 
an be sent to the 
onsumer by using the GMACommuni
ator storedin the 
onne
tion table. In both the TopoProdu
er and the NWS produ
er theGMA part is implemented in this way.A 
ompound produ
er/
onsumer is simply 
reated by using a GMAClientobje
t for the 
onsumer part and a GMAServer for the produ
er part.Identifier add(Identifier remoteId, XMLElement eventParameters,GMACommuni
ator 
hannel)Adds information about a 
onne
tion to the table (the identi�er of the 
onne
tion thatis used by the remote side, the parameters that spe
ify the type of event the remoteside is interested in and the 
hannel that 
an be used to 
ommuni
ate with the remoteside). Returns the lo
al identi�er under whi
h the information is stored.void remove(Identifier lo
alSubs
riptionId)Removes the 
onne
tion information stored under the given lo
al identi�er. If thisidenti�er is unknown nothing happens.Enumeration getAllSubs
riptionIDs()Returns an enumeration of all the lo
al identi�ers under whi
h 
onne
tion informationis stored.Identifier getRemoteId(Identifier lo
alSubs
riptionId)Returns the remote identi�er of the 
onne
tion asso
iated with the given lo
al identi�er,or null if the lo
al identi�er is unknown.XMLElement getEventParameters(Identifier lo
alSubs
riptionId)Returns the event parameters of the 
onne
tion asso
iated with the given lo
al identi-�er, or null if the lo
al identi�er is unknown.GMACommuni
ator getChannel(Identifier lo
alSubs
riptionId)Returns the 
hannel of the 
onne
tion asso
iated with the given lo
al identi�er, or nullif the lo
al identi�er is unknown.boolean 
ontains(Identifier lo
alSubs
riptionId)Indi
ates whether 
onne
tion information is stored under the given lo
al identi�er.void 
lear()Removes all 
onne
tion information in the table.int size()Returns the number of 
onne
tions that are stored in this table.Figure 4.8: Interfa
e of a Conne
tionTable
39



4.2.2 TopoMon SensorsThe pa
kage topomon.sensors 
ontains interfa
e to the TopoMon sensors forthe TopoProdu
er. Figure 4.9 shows the logi
al layers in this pa
kage and howit relates to the TopoProdu
er. The latter uses the pa
kage topomon.gma toimplement its GMA fun
tionality, and the topomon.sensor pa
kage to 
ommu-ni
ate with the TopoMon sensors.TopoProdu
erTopomonSensorServerTopomonSensorControl pa
kage topomon.gmaTopomonSensorCommuni
atorJava so
ketsFigure 4.9: The logi
al layers in the pa
kage topomon.sensorsWhen the TopoProdu
er is started it 
reates a TopomonSensorServer ob-je
t. This obje
t is similar to a GMAServer obje
t, as is its 
onstru
tor:TopomonSensorServer(int port, TopomonSensorEventHandler sensorEventHandler,Log log) throws IOEx
eptionThe port variable spe
i�es the port to whi
h the server listens for in
oming
onne
tions. The sensor event handler is the obje
t that will handle all thetra
eroute results generated by the sensors. Su
h an event handler implementsthe TopomonSensorEventHandler interfa
e, whi
h is shown in Figure 4.10. Thelog obje
t is used for logging.publi
 interfa
e TopomonSensorEventHandler {publi
 void tra
erouteRe
eived(Tra
erouteResult tra
eroute);} Figure 4.10: The TopomonSensorEventHandler interfa
eThe TopomonSensorServer listens for in
oming 
onne
tions from Topomonsensors and spawns a new TopomonSensorControl obje
t in a new thread forea
h in
oming 
onne
tion. This is only done if the ma
hine from whi
h the
onne
tion attempt originates is known by the TopoProdu
er. In other words:only known sensors are allowed to 
onne
t. This provides a minimal form ofse
urity. Whi
h sensors are known is spe
i�ed in the 
on�guration �le, whi
h isdes
ribed in Se
tion 4.3.The TopoMon sensor 
ontrol obje
t takes 
are of sending the to-do list ba
kto the 
onne
ted sensor by using a TopomonSensorCommuni
ator obje
t. Itsinterfa
e is shown in Figure 4.11. 40



void sendToDoList(int interval, String[℄ hostNames,String tra
erouteCommand) throws IOEx
eptionSends a to-do list to the TopoMon sensor managed by this obje
t. This 
onsists of theinterval (in se
onds) the TopoMon sensor has to perform measurement sessions with,the host names to whi
h the TopoMon sensor should run a 
ommand and the 
ommandto run. Use %s in the latter string to indi
ate the pla
e of the destination host namein the 
ommand. If an error o

urred while sending the to-do list, an IOEx
eption isthrown.Tra
erouteResult re
eive() throws IOEx
eptionWaits for the next tra
eroute result to arrive, parses it and returns the resulting obje
t.This is a blo
king 
all. If an error o

urred during the waiting, an IOEx
eption isthrown. It is safe to assume that when this happens, the 
onne
tion with the TopoMonsensor is lost.Figure 4.11: Interfa
e of a TopomonSensorCommuni
atorAfter sending the to-do list the TopoMon sensor 
ontrol obje
t just listensfor in
oming tra
eroute results and forwards the results to the TopomonSensor-EventHandler by 
alling the method tra
erouteRe
eived().The a
tual parsing of the tra
eroute output is done by the singletonTra
erouteEventFa
tory in the pa
kage topomon.data. This obje
t uses re-
ursive des
ent as the parsing te
hnique, and 
reates a Tra
erouteResult ob-je
t that represents the tra
eroute data as a Java obje
t. Sin
e the tra
eroutetool does not give exa
tly the same output on every platform it is up to theparser to be as �exible as possible to understand all these output formats. Sofar, the en
ountered di�eren
es are minor, su
h as a slightly di�erent headertext. Coping with these di�eren
e is relatively easy.4.2.3 NWS interfa
eTo let the NWS produ
er extra
t fore
asts out of the NWS, the C API of theNWS is used in 
ombination with the Java Native Interfa
e. To build a bridgebetween the Java interfa
e and the NWS C API, a C library 
alled libnws.sois 
reated that a
ts as a wrapper around the NWS API. This stru
ture is shownin Figure 4.12. NWS produ
erNWSInterfa
elibnws.soNWS APINWS 
omponentsFigure 4.12: Stru
ture of the NWS wrapperThe 
lass NWSInterfa
e in the topomon.nws pa
kage provides the Java in-terfa
e to the NWS. Figure shows the interfa
e of this 
lass.41



NWSInterfa
e(NWSFore
astListener fore
astListener, int period)throws Conne
tEx
eptionConstru
tor of an NWSInterfa
e obje
t. The fore
ast listener will handle the fore
aststhat are retrieved while polling the NWS, the period is the number of se
onds towait between 
onse
utive polls. Polling is not started immediately. If the interfa
e
annot 
onne
t to the NWS name server spe
i�ed in the Configuration obje
t, aConne
tEx
eption is thrown.void startPolling()Starts the polling for new fore
asts. Every fore
ast is given to the fore
ast listenerspe
i�ed during 
onstru
tion.void stopPolling()Stops the polling for new fore
asts. If a polling session has been started already (thatis: retrieval of all the events spe
i�ed in the singleton Configuration), it is 
ompleted�rstNWSFore
ast getFore
ast(NWSFore
astParameters parameters)Queries the NWS to return the fore
asts of the resour
e spe
i�ed by the given param-eters. Figure 4.13: Interfa
e of the NWSInterfa
e obje
tThe NWSInterfa
e uses the following external methods:� publi
 native boolean setNameServer(String hostName, int port)� publi
 native NWSFore
ast getFore
ast(String sour
e, String destination, Stringresour
e, double sin
eWhen)These methods are implemented in C in the library libnws.so in the JNI syntax:� JNIEXPORT jboolean JNICALL Java_topomon_nws_NWSInterfa
e_setNameServer(JNIEnv*env, jobje
t obj, jstring hostName, jint port)� JNIEXPORT jobje
t JNICALL Java_topomon_nws_NWSInterfa
e_getFore
ast(JNIEnv *env,jobje
t obj, jstring sour
eHostName, jstring destinationHostName, jstring resour
e,jdouble sin
eWhen)The libnws.so library is linked with the NWS API and uses the fun
tionsavailable there to implement the retrieval of fore
asts.4.2.4 Dire
tory servi
eThe interfa
e to the dire
tory servi
e is shown in Figure 4.14. Ea
h pro-du
er and 
onsumer publishes information about itself by adding Sear
hableobje
ts to the dire
tory servi
e that 
ontain the information. The pa
kagetopomon.dire
tory 
ontains four Sear
hable obje
ts that resemble the infor-mation envisioned by the GMA working group [29℄.� EventType, whi
h spe
i�es a type of event. Ea
h event type has a uniquename. TopoMon 
urrently uses three event types, with the names �Tra
er-oute�, �NWSBandwidthT
p� and �NWSLaten
yT
p�.42



Dire
toryServi
e getInstan
e()Returns the unique Dire
toryServi
e obje
t.void add(Sear
hable info)Adds information about an GMA 
omponent to the dire
tory servi
e. A deep 
opy ofthe information is made before it is added.void remove(Sear
hable info)Removes the �rst information information that equals the given one from the dire
toryservi
e. The given information is 
ompared to existing information with the equals()method. If no su
h information exists nothing happens.void repla
e(Sear
hable oldInfo, Sear
hable newInfo)Repla
es existing information in the dire
tory servi
e with new information. This isa
tually an atomi
 
ombination of a remove() followed by an add().Sear
hable[℄ sear
h(Filter filter, int maxResults)Sear
hes in the dire
tory servi
e for information that mat
hes the given �lter. MaximalmaxResults results are returned. If multiple 
opies of the same information exists, onlyone of them is returned.Figure 4.14: Interfa
e of the Dire
toryServi
e� EventInstan
e, whi
h is a 
ombination of an EventType obje
t and theevent parameters of an event (whi
h is a also Sear
hable obje
t). Wewill give an example of an event instan
e to 
larify this. The type of anevent 
ould, for example, be �Tra
eroute� for a Tra
eroute event. Thepa
kage topomon.data 
ontains an Tra
erouteEventParameters obje
tthat implements the Sear
hable interfa
e and 
ontain the possible eventparameters of a Tra
eroute event: the host names of the sour
e and desti-nation endpoint. The 
ombination of an EventType obje
t with the name�Tra
eroute� and an Tra
erouteEventParameters obje
t with, for exam-ple, the host names �das0fs.
s.vu.nl� and �erebor.i
s.muni.
z� 
reates anevent instan
e of a Tra
eroute event between these two endpoints.� Produ
erInfo, whi
h represent information about a produ
er in a Grid:� the name of the produ
er� the name of the host it runs on� the port is listens to� a human-readable des
ription of the produ
er� the event instan
es it produ
es (as EventInstan
e obje
ts)� the proto
ols it supports (
urrently only the XML produ
er/
onsumerproto
ol)� ConsumerInfo, whi
h represent information about a 
onsumer in a Grid:� the name of the 
onsumer 43



� the name of the host it runs on� the port it listens to (
urrently unused)� a human-readable des
ription of the 
onsumer� the proto
ols it supports (
urrently only the XML produ
er/
onsumerproto
ol)These obje
t are all sub
lasses of Sear
hable. The interfa
e of the abstra
t ob-je
t Sear
hable is shown in Figure 4.15. Any obje
t that inherits Sear
hable
an be stored in the dire
tory servi
e. In this way all information entries in thedire
tory servi
e are modeled as Java obje
ts.Comparable getSimpleFilterField(int id)Returns the simple �eld with the given identi�er, or null if the identi�er is unknown.Sear
hable getComplexFilterField(int id)Returns the 
omplex �eld with the given identi�er, or null if the identi�er is unknown.Iterator getCompoundFilterField(int id)Returns the 
ompound �eld with the given identi�er, or null if the identi�er is un-known.void addedToDire
tory()This method is 
alled every time this obje
t is added to the dire
tory servi
e. Sub
lasses
an use this for example this to re
ursively add sear
hable 
omponents of themselves tothe dire
tory servi
e, so they 
an also be found separately. The default implementationdoes nothing.void removedFromDire
tory()This method is 
alled every time this obje
t is removed from the dire
tory servi
e.Sub
lasses 
an for example use this to remove 
omponents from the dire
tory servi
ethat were re
ursively added by addedToDire
tory(). The default implementation doesnothing.boolean mat
hes(Filter filter)Che
ks if this obje
t mat
hes the given �lter. Returns true if it does, false if not.Figure 4.15: Interfa
e of the abstra
t 
lass Sear
hableThe dire
tory servi
e 
an examine the 
ontents of ea
h entry by using themethods of a Sear
hable obje
t. From the point of view of the dire
tory servi
e,a Sear
hable obje
t 
an 
ontain tree types of �elds:� simple �elds, that implement Java's Comparable interfa
e (su
h as Strings,Integers et
.).� 
omplex �elds, whi
h are other Sear
hable obje
ts� 
ompound �elds, whi
h implement a linear stru
ture of simple or 
omplex�elds (su
h as an array of Strings or a Ve
tor of Sear
hable obje
ts).44



Depending on the type of �elds a 
lass a
tually 
ontains, it overrides one ormore of the �rst three fun
tions of the Sear
hable obje
t it inherits. Ea
h �eldis given an index (whi
h is typi
ally available as a publi
 
onstant in the obje
t),so it 
an be retrieved in a uniform way.Ea
h Sear
hable 
an be mat
hed against a Filter obje
t. A �lter obje
tspe
i�es a number of tests to perform. A Sear
hable obje
t mat
hes a �lterif either all tests in the �lter are su

essful or at least one of them is. Whi
hbehavior is used is spe
i�ed when the �lter is 
onstru
ted.A �lter 
an 
ontain three types of tests:� simple tests, that test if a simple �eld is smaller, equal to or greater thana 
ertain value� 
omplex tests, that test if a 
omplex �eld mat
hes a 
ertain �lter� 
ompound tests, that tries to mat
h elements of a 
ompound �eld with a
ertain �lter. The type of test depends on the quanti�er, whi
h spe
i�es ifeither all elements should mat
h the �lter, or at least one of them should.Besides these tests a �lter always tests if the Sear
hable obje
t to whi
h itis mat
hed has the Java 
lass type that was spe
i�ed when the �lter was 
on-stru
ted. This prevents 
omparing obje
ts that are in
omparable. For example,trying to mat
h a �lter that tests 
ertain �elds in a Produ
erInfo obje
t 
annotbe used to mat
h a ConsumerInfo obje
t sin
e the �eld identi�ers of the formerwill have an unde�ned meaning in the latter.If a produ
er or 
onsumer wants to sear
h the dire
tory servi
e for 
ertaintypes of information, it 
reates a �lter that mat
hes the information wanted, andgives this to the sear
h method in the dire
tory servi
e. The latter will thentry to mat
h the �lter with all entries in the dire
tory servi
e. The mat
hingentries will be returned.The use of �lters to mat
h Sear
hable hides the te
hnique behind the di-re
tory servi
e interfa
e 
ompletely. Whi
h method is used internally to store,sear
h and manage the information is 
ompletely hidden from the user. Cur-rently, the information is simply stored in a 
entral �le by serializing the storedJava obje
ts. A 
entral lo
k �le is used to prevent ra
e 
onditions. This is onlya temporary solution, sin
e it does not provide a 'real' dire
tory servi
e that isa

essible from anywhere in the world. The use of a 
entral �le requires that allthe produ
ers and 
onsumers run on ma
hines that share the same �le system.This will be repla
ed in the future with a te
hnique that does not have thislimitation.Finally, to 
larify the use of �lters, we give some 
ode examples:� Find all event instan
es in the dire
tory servi
e (maximal 100):Filter f = new Filter(EventInstan
e.
lass);Sear
hable[℄ result = Dire
toryServi
e.getInstan
e().sear
h(f, 100);� Find a produ
er that generates Tra
eroute events:45



Filter(Class obje
tClass, int testCombine)Creates a new �lter that �lters obje
ts of the given obje
t 
lass. If testCombine isFilter.AND, the results of the tests added to this �lter will be 
ombined by ANDingthe results. The alternative Filter.OR, whi
h will OR the results.void init()Removes all tests.void addSimpleTest(int id, int operation, Comparable value)Adds a simple test that will 
ompare the �eld with the given identi�er with thegiven value. Possible 
omparing operations are Filter.LESS_THAN, Filter.EQUALS andFilter.GREATER_THAN, whi
h will 
he
k if the �eld with the given identi�er is less than,equals to or greater than the given value, respe
tively.void addComplexTest(int id, Filter filter)Adds a 
omplex test that will 
he
k if the �eld with the given identi�er mat
hes thegiven �lter.void addCompoundTest(int id, int quantifier, Filter filter)Adds a 
ompound test that will 
he
k if the elements of the �eld with the given identi�ermat
h the given �lter. If the quanti�er is Filter.ALL_LIKE, all elements have to mat
h.If it is Filter.EXISTS_LIKE, only one element has to mat
h.Figure 4.16: Interfa
e of a FilterFilter filterEventType = new Filter(EventType.
lass);filterEventType.addSimpleTest(EventType.FILTER_NAME, Filter.EQUALS, "Tra
eroute");Filter filterEventInstan
e = new Filter(EventInstan
e.
lass);filterEventInstan
e.addComplexTest(EventInstan
e.FILTER_EVENT_TYPE, filterEventType);Filter f = new Filter(Produ
erInfo.
lass);f.addCompoundTest(Produ
erInfo.FILTER_EVENT_INSTANCES, Filter.EXISTS_LIKE, filterEventInstan
e);Sear
hable[℄ result = Dire
toryServi
e.getInstan
e().sear
h(f, 1);4.2.5 TopoMon APIThe TopoMon 
onsumer uses the GMA fun
tionality and dire
tory servi
e toretrieve Tra
eroute, NWSBandwidthT
p and NWSLaten
yT
p events. Only themost re
ent tra
eroute results between all the ma
hines are stored. The sameis true for the NWS fore
asts: only the most re
ent fore
ast for ea
h pair ofendpoints is stored.Appli
ations 
an use the TopoMon obje
t in the pa
kage topomon to retrievethe '
ombined information' des
ribed in Se
tion 3.1.4. Figure 4.17 shows theinterfa
e of TopoMon. The interfa
e uses two additional obje
ts. A Host obje
tis simply a 
ombination of a DNS name and one or more IP addresses. ADire
tedGraph represents a dire
ted graph that 
an be manipulated. Bothobje
t are all part of the topomon.data pa
kage.Note that during startup, it takes some time before TopoMon has 
olle
tedall the information. This means that if, for example, the topology is exported46



TopoMon(String[℄ hostNames) throws Conne
tEx
eptionConstru
ts a TopoMon obje
t that provides information about the Internet topologybetween the given hosts. When some of the given host names are not valid, one ofthem does not run a TopoMon sensor and a Network Weather Servi
e sensor or theTopoProdu
er and NWS produ
er 
ould not be rea
hed, a Conne
tEx
eption is thrown.void exportToGraphviz(String fileName, int annotateLinks) throws IOEx
eptionWrites the 
urrent Internet topology between the observed endpoints into the given �lein the format as de�ned by the GraphViz program. The annoteLinks variable indi
ateswhat kind of information is annotated to the links in the graph. Possible values arethe 
onstants ANNOTATE_NONE, ANNOTATE_LATENCY and ANNOTATE_BANDWIDTH. Any othervalue has the same e�e
t as ANNOTATE_NONE. If the spe
i�ed �le is not writable orsomething goes wrong while writing, an IOEx
eption is thrown.Host[℄ getPath(String sour
eHostName, String destinationHostName)throws UnknownHostEx
eptionReturns the Internet path between two endpoints. This is a list of hosts/routers throughwhi
h a pa
ket is routed when sent from sour
eHostName to destinationHostName. The�rst host is always sour
eHostName. The last host should be destinationHostName,but 
an be another host if the destination host was not rea
hable. In that 
ase the pathis returned as far as TopoMon 
ould re
onstru
t it. Unknown hops in the path are rep-resented as null. If the given hosts are not known endpoints an UnknownHostEx
eptionis thrown. If the path is not known yet, null is returned.double getLaten
y(String sour
eHostName, String destinationHostName)throws UnknownHostEx
eptionReturns the laten
y in millise
onds between two endpoints, as predi
ted by the NetworkWeather Servi
e. If the given hosts are not known endpoints an UnknownHostEx
eptionis thrown. If the laten
y is not known yet, -1.0 is returned.double getBandwidth(String sour
eHostName, String destinationHostName)throws UnknownHostEx
eptionReturns the bandwidth in megabits per se
ond between two endpoints, as predi
tedby the Network Weather Servi
e. If the given hosts are not known endpoints anUnknownHostEx
eption is thrown. If the bandwidth is not known yet, -1.0 is returned.Host[℄[℄ getSharedSubpaths(String sour
eHostName1, String destinationHostName1,String sour
eHostName2, String destinationHostName2)throws UnknownHostEx
eptionReturns the shared part(s) of the paths between sour
eHostName1 anddestinationHostName1 and between sour
eHostName2 and destinationHostName2.Note that this may 
onsist of several distin
t sub-paths. The �rst dimension of thereturned array indi
ates the sub-path. The se
ond dimension 
ontains the a
tual sub-path. Ea
h sub-path 
onsists of one or more hosts. If the given hosts are not knownendpoints an UnknownHostEx
eption is thrown. If the two paths are not known yet,null is returned.Dire
tedGraph getMinimumLaten
yTree(String hostNameRoot)throws UnknownHostEx
eptionReturns a spanning tree that originates in hostNameRoot and 
onne
ts it with a minimallaten
y to all the other hosts TopoMon observes. If the root is not a known endpointsan UnknownHostEx
eption is thrown.Dire
tedGraph getMaximumBandwidthTree(String hostNameRoot)throws UnknownHostEx
eptionReturns a spanning tree that originates in hostNameRoot and 
onne
ts it with a maxi-mum bandwidth to all the other hosts TopoMon observes. If the root is not a knownendpoints an UnknownHostEx
eption is thrown.Figure 4.17: Interfa
e of a TopoMon obje
t47



immediately after the 
reation of the TopoMon obje
t, it will 
ontain no or onlya few endpoints.4.3 Con�gurationThe 
omponents of TopoMon 
an be divided in two types: system 
omponentsand user 
omponents. User 
omponents are 
ontrolled by normal users, system
omponent by the administrator of a TopoMon system. Currently, the only user
omponent is the Topomon 
onsumer. The system 
onsists of the TopoMonsensors, the TopoProdu
er and the NWS produ
er. In this se
tion we des
ribehow the system 
omponents 
an be 
on�gured.4.3.1 SensorsEa
h TopoMon sensor has to know the host name of the ma
hine on whi
hthe TopoProdu
er runs and the port it listens to. This is either spe
i�ed as
ommand line arguments when a TopoMon sensor is started or by setting theenvironment variables TOPO_PRODUCER and TOPO_PRODUCER_PORT to the hostname and port number of the TopoProdu
er, respe
tively. This is typi
allydone in a shell 
on�guration �le that is initialized during startup.4.3.2 Produ
ersThe produ
ers of TopoMon 
an be 
on�gured with a 
on�guration �le 
alled.topomonr
, whi
h should reside in the home dire
tory of the user that starts theprodu
ers. Figure 4.18 shows an example of a 
on�guration �le for a TopoMonsystem that monitors three endpoints.# TopoMon sensor 
onfiguration file# TopoProdu
ertopo_server flits.
s.vu.nl:2309# NWS name servernws_name_server das0fs.
s.vu.nl:8090# endpointstopo_sensor das0fs.
s.vu.nl "tra
eroute -q 2 -w 3 %s 40 2>&1" 900topo_sensor erebor.i
s.muni.
z "tra
eroute -q 2 -w 2 %s 40 2>&1" 900topo_sensor xombul.inria.fr "tra
eroute -q 2 -w 3 -a %s 40 2>&1" 900Figure 4.18: An example 
on�guration �le of a TopoMon system with threeendpointsEa
h entry starts with the name of a TopoMon 
omponent. A topo_serverline 
ontains the host name of the ma
hine on whi
h a TopoProdu
er runs and48



the port number it uses. When a TopoProdu
er is started it reads the 
on�g-uration �le and tries to �nd its 
urrent host name. If the name is present theTopoProdu
er knows whi
h port number to use. If it is not, the TopoProdu
erquits with an error telling the user it was started on a wrong ma
hine. In thisway the system 
he
ks that it is setup as spe
i�ed by the administrator, andprevents obvious human errors. Although there's 
urrently only one TopoPro-du
er, there 
an be multiple ones, ea
h with its own line in the 
on�guration�le. It is then up to the administrator to de
ide whi
h TopoMon sensors 
onta
twhi
h TopoProdu
er.The NWS produ
er reads the host name and port number of the NWS nameserver in the 
on�guration �le in the line starting with nws_name_server. Thisinformation is given to the NWS API, so it 
an 
onta
t the name server to �ndthe fore
aster pro
ess that is used to generate the fore
asts needed by the NWSprodu
er.A TopoProdu
er also has to know the host names of all the endpoints, the
ommand ea
h TopoMon sensor at these endpoints has to exe
ute and the fre-quen
y with whi
h it has to do that. This is used to generate the to-do list forea
h sensor, and to 
he
k whi
h hosts are allowed to 
onne
t (as des
ribed inSe
tion 4.1). Ea
h endpoint has its own line in the 
on�guration �le, startingwith topo_sensor. For example: the 
on�guration �le in Figure 4.18 spe
i�esthat the TopoMon sensor running on the endpoint das0fs.
s.vu.nl will beinstru
ted to exe
ute the 
ommand �tra
eroute -q 2 -w 3 %s 40 2>&1� tothe hosts erebor.i
s.muni.
z and xombul.inria.fr every 15 minutes. The%s in the parameters indi
ates the pla
e of the host name of the destination.The 2>&1 makes sure that the output to standard error is also 
aptured, sin
efor some reason tra
eroute sends the �rst line of the output to standard errorinstead of standard out. The separate 
ommands per endpoint makes it possibleto take advantage of spe
i�
 options of di�erent versions of tra
eroute on theendpoints.
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Chapter 5ResultsWe tested TopoMon on a testbed 
onsisting of seven sites around the world1:� das0fs.
s.vu.nl at the Vrije Universiteit, the Netherlands� das2fs.wins.uva.nl at the University of Amsterdam, the Netherlands� erebor.i
s.muni.
z at the Masaryk University Brno, Cze
h Republi
� huron.
s.unh.edu at the University of New Hampshire, USA� raven.
s.u
sb.edu at the UC Santa Barbara in California, USA� wm
-04.s
e.
arleton.
a at Carleton University in Ottowa, Canada� xombul.inria.fr at INRIA in Ro
quen
ourt, Fran
eThe sites were sele
ted for their geographi
al dispersion, so together they arerepresentative for a world-wide Grid environment.5.1 Topology visualizationThe size of the 
omplete network topology between a number of sites grows inn2 of the number of endpoints. This makes it hard to visualize the topology;even with only seven endpoints in our testbed, it is hard to keep a visualizationof this topology human-readable.Figure 5.1 shows the 
omplete topology of our testbed, as it was on February20th, 2002. It shows all intermediate nodes, and ea
h link is annotated with anestimate of its minimal laten
y in millise
onds. The seven endpoints are shownas bla
k boxes.1We like to thank the following people for making this testbed possible: Ludek Matyskaand Mirek Ruda at Masaryk University, Phil Hat
her at the University of New Hampshire,Graziano Obertelli at UC Santa Barbara, Thomas Kunz and John Knox at Carleton Universityand Guillaume Pierre at the Vrije Universiteit. Also thanks to Martin Swany for his help withthe Network Weather Servi
e. 50
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Figure 5.1: Un
ompa
ted topology of the testbed, annotated with the estimatedminimal laten
y (in ms) per link
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By 
ompa
ting the topology, as des
ribed in Se
tion 3.1.4, its readabilityin
reases 
onsiderably. Figure 5.2 shows the 
ompa
ted version of the testbedtopology. The seven endpoints are now 
learly visible. Figure 5.3 shows thesame 
ompa
ted topology, now annotated with an estimate of the maximumbandwidth per link. These 
ompa
ted topologies essentially show all sharedlinks of the paths between all endpoints.The topologies reveal some pra
ti
al di�
ulties related to topology monitor-ing. First, not all hosts are dis
overed by tra
eroute. Sometimes routers justdo not reply to tra
eroute's probes. Sometimes routers are 
onfused. Some-times it is just 
ompletely un
lear what the problem is. These unknown hostsare represented as a single ellipse-shaped host with the name �UNKNOWN�.The laten
y of the links from and to this 'host' is not known of 
ourse, so theselinks are annotated with question marks. This does not apply to the maxi-mum bandwidth of these links, sin
e this is the maximum of all the end-to-endbandwidths of the 
onne
tions that use the links.Se
ond, not all tra
eroute runs rea
h the destination host. This may be
aused by a gateway that drops tra
eroute probes, buggy router software orstrange network 
on�gurations. An example of this problem is the endpointwm
-04.s
e.
arleton.
a. All tra
eroute runs to this host stop at the hostfilter-onet.
arleton.
a whi
h reports the endpoint is unrea
hable. Su
h'dead ends' in the topology are also visualized as ellipses instead of boxes.These visualizations 
an for example be used for logging and debug purposes.One 
ould for example write a simple topology-logging program that exportsthe Grid network topology every hour, and makes this available to users of theGrid for informational purposes. It 
an also be used by network administratorsto identify problems.5.2 Multi
ast treesThe spanning tree fun
tionality in TopoMon has been used to generate appli
ation-level spanning trees with either minimal-laten
y or maximum-bandwidth for theexample topology.Figure 5.4 shows the logi
al end-to-end topology of the testbed. Ea
h end-to-end 
onne
tion is annotated with the NWS predi
tion of its laten
y. Thistopology is used by TopoMon to 
al
ulate spanning trees that optimize themulti
asting of a small message to all the other endhosts. Figure 5.5 shows howthe spanning trees would look in this 
ase.The end-to-end topology annotated with bandwidth predi
tions (shown inFigure 5.6) is used to 
al
ulate spanning trees for ea
h endpoint with optimalbandwidth, shown in Figure 5.7. Re
all from Se
tion 3.1.4 that these trees
urrently make assumptions about the appli
ation and ignore the shared links.
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Chapter 6Con
lusions and future workWe have presented TopoMon, a monitoring tool for Grid networks that reportsthe predi
ted end-to-end laten
y and bandwidth between all monitored end-points and 
an identify the shared links in the given topology. This information
an be used by higher-level appli
ations to predi
t their 
ommuni
ation perfor-man
e and to avoid 
ongestion on links that are shared by multiple, simultaneousdata streams.TopoMon reports simple multi
ast spanning trees based on shortest pathtrees that minimize either overall laten
y (for multi
asting short messages) oroverall bandwidth (for long messages). TopoMon's information 
an be easilyused by other appli
ations by implementing a 
ustom 
onsumer pro
ess.The 
urrent implementation of TopoMon 
an be optimized and extended inseveral ways, whi
h we will dis
uss in the following se
tions.6.1 MeasurementsThe periodi
ity of performing measurements is 
urrently �xed: both NWS andTopoMon let the user spe
ify periodi
ities at the start the monitoring pro
ess,after whi
h it 
annot be 
hanged. For topology dis
overy, it might be better touse a more dynami
 s
heme. A sensor 
ould for instan
e keep tra
k of how oftena route to a 
ertain endpoint 
hanges, and adapt the measurement frequen
ya

ordingly. This would redu
e the staleness of the topology information. Toexpress this more 
learly, TopoMon should be able to report how old the infor-mation is, something that is 
urrently missing.Another problem is whether 
on
urrent measurements in�uen
e ea
h other.The NWS uses a token proto
ol to avoid 
on
urrent measurements. We arguethat for topology dis
overy su
h mutual ex
lusion is not ne
essary: the probesused by tra
eroute are primarily used to dis
over intermediate hosts, not tomeasure link statisti
s. The link-laten
y estimates based on the probe round-trip times are only used in the visualization pro
ess, and use only the minimumvalue. If 
on
urrent measurements 
ause this value to be higher than normal,57



TopoMon simply uses a too 
onservative estimate.6.2 GMA fun
tionalityCurrently, a 
onsumer has to subs
ribe to every measurement event between asour
e and destination separately. This does not s
ale to large testbeds, sin
eit requires N � (N � 1) subs
riptions to re
eive all measurements between Nendpoints. A more e�
ient way would be to allow multiple sour
e and des-tination hosts as event parameters, whi
h subs
ribes the user to all possible
ombinations.The GMA is still in an experimental stage. Whi
h dire
tory servi
e te
hniqueor meta-information des
riptions to use is an open question. Currently, XMLseems a promising te
hnique to express the data, whi
h is the reason TopoMonuses it. XML s
hema's 
an provide the ne
essary meta-information, althoughthis is 
urrently unused sin
e there are only two produ
ers and one 
onsumer.6.3 S
alabilityThe TopoMon sensors have the same s
alability problem as the NWS: the num-ber of measurements grows exponentially. This introdu
es two problems:� Route dis
overy takes too mu
h timeThe inherent parallelism of ea
h sensor solves a part of this problem:sensors perform tra
eroute runs 
on
urrently. However, if the numberof endpoints grows to several hundreds, the measurements would alreadytake a lot of time. The most time-
onsuming part of ea
h run is the'dis
overy' of unknown hops. This requires a timeout of a probe, whi
h 
anbe set to a minimum of 2 se
onds in most tra
eroute implementations.Several optimizations 
an be thought of to solve this, su
h as dynami
allytweaking the number of probes to use (possible on a per-route basis) ordete
ting �xed paths of routes (e.g. if the �rst two hops are always thesame two gateways to the outside world, the initial probe 
an be sent witha TTL of 3).� Route dis
overy introdu
es too mu
h overheadThis is a di�
ult problem with every monitoring system: how to preventthe system itself from be
oming too intrusive. The measurements aresupposed to in
rease the overall performan
e of the system, but if they in-trodu
e too mu
h overhead, the overall system performan
e may de
rease.The problem with the tra
eroute runs is that they generate quite a lotof network tra�
. To limit the amount of data sent over the network, thesensors should try to use as less probes as possible.In the long run, a hierar
hi
al ar
hite
ture su
h as the 
liques in the NWS orColle
tors in Remos may be the only solution to enhan
e s
alability, but how to58



use that while still dis
overing all shared links is an open resear
h question. Evenworse, the 
lique hierar
hy 
urrently used by the NWS is inherently in
ompletewhen higher-level 
liques 
ontain more than two hosts (re
all Se
tion 2.3.1). Toaggregate the NWS measurements of multiple 
liques, routing information has tobe 
ombined with the 
lique layout. TopoMon already gathers this information.How to 
ombine it with the aggregation of NWS measurements in multiple
liques will be the subje
t of future resear
h.However, making only the sensors s
ale is not the only problem. If thenumber of endpoints grows, the produ
ers of the events be
ome the bottlene
k.This 
an be solved by using multiple produ
ers of the same type. This is alreadypossible in the GMA, but would require some 
hanges to the behavior of aTopoProdu
er. Instead of measuring the paths between all endpoint pairs, itwould measure only the paths from a few sour
es to all endpoints. A 
onsumerwould then subs
ribe to several produ
ers separately for all tra
eroute resultsfrom 
ertain endpoints. The smallest granularity would be to have a separateTopoProdu
er for ea
h endpoint, whi
h essentially redu
es it to a Topomonsensor to whi
h 
onsumers 
an subs
ribe.Eventually, the real bottlene
k be
omes the 
onsumer: all events will haveto be sent to a single pro
ess that 
omputes the overall topology. When thesystem s
ales up to several hundreds of endpoints, ea
h endpoint will simply be�ooded with monitoring data. To solve this, the Topomon 
onsumer should be
onverted to a 
ompound produ
er/
onsumer that generates �topology� eventsto whi
h appli
ations 
an subs
ribe.6.4 AdministrationA pra
ti
al problem with monitoring systems related to s
alability is the admin-istration of the system. When the number of endpoints and pro
esses in
reases,the management of all these 
omponents be
omes a tedious task. Currently, ev-ery TopoMon sensor has to be started by hand. This was useful in our testbedwith seven endpoints, but would be a maintenan
e nightmare in a real Grid envi-ronment. An administration tool that starts, stops and 
he
ks 
ertain TopoMonsensors would be a valuable addition to TopoMon. For this reason, the NWS al-ready 
ontains a shell s
ript 
alled nws-hostadmin to 
ontrol NWS 
omponents.The administration tool 
ould 
ompletely repla
e all the 
urrent 
on�gurationmethods des
ribed in se
tion 4.3.Another administrative enhan
ement would be the possibility to 
hange themonitored endpoints at runtime. This prevents restarting all the sensors whenthe group of monitored endpoints 
hanges. This fun
tionality 
ould also beintegrated into the administration tool.
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6.5 Multi
astingAs explained in Se
tion 3.1.4, the maximum-bandwidth trees 
urrently gener-ated by TopoMon 
an be suboptimal be
ause they do not take shared links intoa

ount. However, the importan
e of shared links on the overall network per-forman
e is the reason TopoMon dis
overs shared links in the �rst pla
e. Usingthis information to generate better maximal-bandwidth spanning trees will thesubje
t of future resear
h. The 'ideal' algorithm for spanning trees would alsotake in a

ount the time it takes to sent messages (instead of only using thelink performan
e as a distan
e metri
) and whether splitting points forwardmessages in a streaming fashion.A related question is what the impa
t of ea
h shared link on the overallperforman
e a
tually is. Some links will be able to handle 
on
urrent datastreams better than others, so general assumptions as �the available bandwidth isalways equally shared between all 
on
urrent streams� may not be true in reality.Even worse, the bandwidth of shared links is not even known exa
tly, sin
e theNWS 
arefully avoids 
on
urrent measurements. It will therefore probably bene
essary to let the NWS perform additional 
on
urrent measurements whenneeded.6.6 VisualizationIt turns out that the visualization of a network topology of reasonable size ishard. Large graphs are no problem for 
omputers to reason with, but makingthem understandable for humans is di�
ult. The example topologies in Chapter5 are good examples of this problem. To let the visualization be of use when thetopologies get larger, better visualization te
hniques have to be designed. Thequestion is for whi
h purpose the visualization is used. In our 
ase, it gave areasonable overview of the testbed whi
h 
ould be printed on paper. However, ifthe number of endpoints in
reases, the resulting topology will just be too big to�t on any sheet of paper. It will then be better to let appli
ations use their ownvisualization te
hnique, whi
h leads to some kind of visualization tool. Su
h atool 
ould use the information gathered by TopoMon to not only visualize thenetwork topology, but also the data streams in it and where they 
ollide.
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